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A – INTRODUCTION TO THE TS1000 MANUAL 
 
 

 
A.1 CHAPTERS OF THE TS1000 MANUAL 

A 
This manual describes how to install and use the TS1000 Management Software. It is divided  
into several chapters, whose content is briefly described below, to facilitate its use and consultation. 
These are the following: 

 
 

A Introduction to the TS1000 manual 

This chapter. 

 

B System description 

Presentation of the different components and structure of the system; useful information for 

the System Administrator. 

 

C Licence 

Presentation of the elements provided, as well as the scope of the licence acquired. 

 

D Setup 

Step by step description of the setup procedure for the TS1000 software. 

 

E Running the programme for the first time 

There is an explanation on how to proceed the first time the programme is run (Operator 

Name and Password), as well as the configuration of some initial settings in the “Setup” menu. 

 

F Creating the Locking Plan 

The Locking Plan defines Who can enter, Where they can enter and When they can enter. This 

chapter explains how to create it. For this purpose, it is necessary to work with several menus 

of the TS1000: 

– “Users” menu, to define Who can enter. 

– “Doors” menu, to define Where the users will be able to enter. 

– “Hours” menu, to create the allowable access hours, that is to say, When. 

– “Matrix” menu, which, by means of a table, relates Who, Where and When. 

Finally, there is an explanation on how to store and transfer the locking plan created. 

 

G Operators and Operator Levels 

An Operator is a User of the system, who, in turn, can access the TS1000 software to manage 

the system. It is possible to define Operators with different grants to carry out different 

management operations in the system, that is to say, different Operators Levels can be defined. 

– The different Levels are defined in the “Setup” menu. 

– The Operators are added and the Level is assigned to them by means of the “Operators” 
menu. 



TS1000 - Instruction Manual 

6 V 09/2016 

 

 

H Grants 

The Grants allow granting or denying the access of a user to a door, modifying only the credential of 

said user, having to neither modify the locking plan nor go to the doors to update such a plan. This is 

very useful on many occasions. 

The Grants are managed by means of three menus: 

– Firstly, the grants have to be defined by means of the “Setup” menu. 

– Then, the grants have to be assigned to the doors by means of the “Doors” menu. 

– Finally, by means of the “Users” menu, the grants are assigned to the users. 

 

I Programming Credentials and Doors 

Once the locking plan, the grants, etc., have been defined, it is necessary to transmit the information 

both to the credentials of the users (keys, cards, etc.) and to the doors (cylinders, locks, readers, walls, 

etc.). 

It is highly advisable to carry out the programming of the doors before the encoding of the credentials, 

particularly in Reading/Writing or UoC systems, so that the credentials are not loaded with data 

unnecessarily. 

– The programming of the users credentials is carried out by means of the “Users” menu, using the 
corresponding device connected to the computer (Portable Programmer, Magnetic Stripe Encoder, 

Proximity Encoder). 

– The doors are programmed on the spot using the Portable Programmer. Previously, it is necessary 
to have connected the Portable Programmer to the computer and transferred the locking plan to 

it by means of the “PP” menu (Portable Programmer). 

 

J Wireless System 

The wireless system allows the wireless devices of the doors to communicate with the computer via 

radio through hubs connected to it. This allows carrying out many operations without having to go 

physically to the doors with the Portable Programmer 

After installing and connecting the hub/s which will connect the computer with the locks by radio, it 

is necessary to do the following: 

– To configure the hubs by means of the “InitHubIP” software. 

– To incorporate the hubs and wireless devices of the doors into the system by means of the “Setup” 
menu of the TS1000. 

– To manage the wireless devices of the doors by means of the “Wireless” menu of the TS1000. 

 

K Site management 

After installing the system, once the users start using it, it is time to manage it. This involves the 

following: 

– Reading and deleting user credentials by means of the “Cards” menu. 

– Reading and managing the record of openings or events of the doors by means of the “Openings” 
menu. 

– Generating and printing different reports by means of the “Reports” menu. These can be, for 
example, user lists, door lists, hours, locking plan, etc. 

– Managing the record of the operations carried out by the Operators in the system by means of the 
“Auditor” menu. 

 

L Other Functions 

There are also less common functions which in certain cases can be very useful. They can be found in 

the “Setup” menu and, in short, they are the following: 

– Special functions. 

– Deactivation of the Authorisation Key. 

– Other credentials: blocking key or card, High Traffic cancelling card, Init Wireless card. 
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A.2 TS1000 MAIN FORM 
 

The TS1000 main form, which displays after installing and running the programme, is shown 

below. 

This form allows accessing all the menus which have been mentioned above. 
 

 

A 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Fig. 1 TS1000 main form 
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B – System description 
 
 
 

SMARTair TS1000 platform . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .11 
B
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B –  SYSTEM DESCRIPTION 

 
 

B.1 SMARTair TS1000 PLATFORM 
 

The SMARTair TS1000 platform is made up of a server and one or more guests that access it. 
 
 

 

B 
 
 
 
 
 
 
 
 
 
 
 
 

Fig. 2 System overview 

 

The server, in turn, is made up of 3 components: 

 
• PMS Service: this is an autonomous PMS Service which is run in the server. By default, it uses 

the TCP Port 7779. 

 
• Data Server: this is the database system in charge of providing data to the guests through the 

LAN network. By default, it uses the TCP Port 3050. 

 
• Application Server: this is the application in charge of running the applications on the server 

side. By default, it uses the TCP Port 8181. 

 
• TimeService: this is a Service which is configured during setup, and allows synchronising the 

date and time between the updaters and the PCs of the system. It uses port 10101. 

 
The applications on the server side are in charge of running the centralised logic, for example: 

• Wireless System management 

• Database backup and purge 

• E-mail alerts 

 
The application server offers two types of interface, which can be accessed either from inside or 

outside the LAN network, through the HTTPS secure protocol: 

• HTML for access by WEB browser 

• SOAP web service interface 

Data Server 
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C –  LICENCE 
 

 
C.1 INTRODUCTION 

 
The licence of the TESA Access Control system is made up of the following elements: 

• Customised TS1000 management software with initial DATA file. 

• Authorisation Key. 
 
 

 

C 
 

 
 
 

 

Fig. 3 Authorisation Key and pen-drive with the Software 
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C.2 TS1000 MANAGEMENT SOFTWARE-GUEST 
 

This is the computer application through which the locking plan of the site is scheduled and managed. 

Therefore, it basically allows making a decision on to whom, where and when access can be granted. 

The main features of the TS1000 V6.04 software are the following: 

• Easy to use. 

• It allows managing all the access control products: electronic cylinders, electronic locks and wall 
readers (on/off-line). 

• It can be run on any PC with Windows XP, Windows Vista, Windows 7, Windows 8, Windows 10, 
Windows Server 2010 or Windows Server 2012 installed. 

• Network connection possibility. 

 
 
 

C.3 CUSTOMISED DATA FOLDER 
 

The data related to each site is stored in a file called Data.fdb which is saved in a folder called “Data”. This 
is the data referring to the users, doors, time zones, etc., and it is customised and exclusive for each site. 

Therefore, the aforementioned “Data” folder and the files it contains make up the locking plan of a site. 

The “Data” folder is created by Talleres de Escoriaza, S. A. and each Data folder is assigned a unique and 

exclusive System Code. 

A System Code is an 8 digit code made up of letters (A-F) and/or numbers (0, 1,..., 9), such as, for example: 

A5F1CF72. 

When a Data folder is created, it is relatively empty of information. There are no doors, users or time 

zones defined. Only the System Code is assigned to it. 

The distributor or final user is the party who must create the specific locking plan for the site, as 

described in the corresponding chapter of this manual. 

Once the customised locking plan has been created, it is advisable to make a backup of it. In order to 

make a manual backup, stop the services, copy the Data.fdb file to a secure destination and start the 
services again. 

 
 

C.4 AUTHORISATION KEY 
 

The Authorisation Key is a security element which allows preventing possible undesired interventions in 

the system by third parties. 

The Authorisation Key is encoded with the System Code of the locking plan it belongs to. 

 

By default, the Authorisation Key is required in the following cases: 

• Data transmission from the Portable Programmer to the cylinders, locks and/or readers. 

In the initialisation, updating and opening operations carried out from the Portable Programmer, the 

Authorisation Key must be entered in it. Otherwise, the data transmission is not carried out. 

In this way, it is guaranteed that only the person having the Authorisation Key is able to carry out such 

operations. 

Therefore, it is understood that the Authorisation Key will have to be in the possession of the 

individual responsible for the security and/or management of the system. 
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• Authorisation of the keys. 

This function is only available in the STX series, Electronic Cylinders. 

When the user keys are encoded, they do not directly become operative in the system; they 

are in a non-operative state referred to as “unauthorised key”. 

So as to become operative, the keys require an activation process, which is carried out by 

means of the Authorisation Key. 

In this way, it is possible to prevent third parties from encoding keys without the consent of 

the individual responsible for the security and/or management of the system. 

 
 

C.5 LICENCE TYPES 
 

The TESA Access Control system, so as to better adapt to the real needs of each site, offers several C 
licence types, based on the following features: 

• number of doors: 10, 30, 75 and unlimited 

• system type: Off-line, Update On Card, Wireless 

• “mobile” licence, which includes the package of functions: Remote opening by mobile, 
antipassback, e-mail alerts 

 

In the event of having a licence with a door limit, but the number required exceeds the limit 

specified by the licence, the software will not allow adding more doors. In order to add more 

doors, it will be necessary to expand the licence. 

 
 
 

C.6 LICENCE EXPANSION 
 

In the event of requiring a licence expansion, it is necessary to contact the distributor and place a 

licence expansion order. 

The licence expansions requiring placement of an order are the following: Antipassback, opening 

by mobile App, NFC management, System change and Expansion of the number of doors. Contact 

your distributor if you wish to acquire any of these expansions. 

• The order must be accompanied by a copy of the “licence.zip” file which is in the “Data” folder 

containing the locking plan. The “licence.zip” file is imported and exported by means of the 

“Tools” application. 

This file can either be sent by e-mail or burnt to a CD. 

• Once the order has been placed, a new “licence.zip” file will be sent to you by Talleres de 
Escoriaza, S. A. 

The new “license.zip” file must be imported with the “Tools” application. 

As from that moment, it will not only be possible to run the management software as you did 

before, but also to keep adding doors to the site. 
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D –  SETUP 
 
 

 
D.1 EXECUTABLE FILE 

 

There is only one executable file for installing both the server as well as the guests. During setup, 

the installer asks the user if this is a Guest or Server setup. 

If the Guest is going to manage wireless devices, the Server will be installed with GlassFish. 

Otherwise (Guest which is not to manage wireless), the Server will be installed without GlassFish. 

It is mandatory to install GlassFish on the server in the event of using wireless management and/ 

or browser management (the wireless system is explained in “J.1 Wireless system architecture” on 
page 131). 

If GlassFish is installed on an Update on Card system, the system works in the same way, but with 

a Java service added to it (the Update on Card system is explained on page 61). D 

In the event of having only one PC for the setup of the system, the server and the guest will be 

installed together on the same machine. In a multiuser setup, there will be one complete setup 

(server + guest) and several guest setups being run on several other machines. 

 
 

D.2 SYSTEM REQUIREMENTS 
 

The minimum recommended requirements so as to be able to run the setup (complete setup 

with guest and server) are the following: 

• PC with Pentium 4 or higher. 

• 1 GB of free RAM. 

• 1 GB of hard disk space. 

• Windows operating system (32 bits or 64 bits) with support for services (setup is NOT possible 

on the Windows 95, Windows 98 and Windows Me platforms). 

• The Server communicates through UDP in the range of ports 7780 to 7781 in order to 

communicate with the wireless devices. These ports must be available and not blocked by the 

Windows firewall. It also uses the UDP 7790, TCP 7890 and TCP 7881 ports. 

• The Server communicates through TCP by means of port 3050 (this port can be configured 

during the setup process) in order to communicate with the database server. This port must 

be available and not blocked by the Windows firewall. 

• The Server communicates through TCP by means of port 8181 (this port can be configured 

during the setup process) in order to communicate with the web applications. This port must 

be available and not blocked by the Windows firewall. 

• Communication by means of UDP port 10101 for the Time Service, which allows synchronising 

the date and time between the PCs and updaters of the system. 

• The Software can be run with minimum requirements, but it is important to point out that the 

server needs to have free RAM available so as to run properly. As a result, it is advisable to have 

1GB of free RAM memory for the server. 
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D.3 SETUP PREPARATION 
 

Before starting with the setup, a series of points have to be considered. One of the most important 

points is the selection of the PC where the Server is to be installed. Consider the following: 

• The Server will be the PC where the data is installed. The option Server necessarily has to be 
chosen for that PC. 

• The PC used as a Server has to be always on to allow the guest PCs not only to access both the 

database and the services, but also to deal with the wireless hubs and doors. 

• Try to choose the PC with the largest capacity as the server so that it is able to manage in the 

best possible way communications with the rest of the guest PCs. 

 
 

 
D.4 UNINSTALLING OLDER VERSIONS OF THE TESA APPLICATION - SMARTair TS1000 

 
The installer verifies the system, trying to find older versions of the application. Before proceeding 

to the setup of the application, it asks whether you wish it to be updated to a more recent version 

or not. 

When updating a version of the software 5.x or higher, the installer asks whether you wish to 

replace the existing version or not before proceeding to the setup of the application. 

 

 

• If you choose the option “YES”, to replace the older version, it will be uninstalled from the 

system and replaced by the new version. 

• If you choose “NO”, not to replace, version 5.x will not be uninstalled and the new version will 

be installed in parallel. In this way, it is possible to have both versions installed on the same PC. 

 

When versions 5.x and 6.x are installed on the same PC, take into account that the same ports will 

be shared by both versions (for example, the ports of the system of wireless communications or 

the ports of PMS communications). It will not be possible to run both versions simultaneously. 

 

In order to be able to run version 6.x of the SMARTair TS1000 application, version 5.x must be 

closed if both versions are being run in the same PC. The same rule has to be followed if you want 

to run version TESA - SMARTair TS1000 5.x: the services “TESA_APPSERVER Glassfish Server” and 

“TESA_APPSERVER PMS Service” must be stopped before being able to run it. 



Setup 

23 V 09/2016 

 

 

D.5 SETUP PROCESS 

Administrator rights are necessary so as to be able to install the application. For more 
information, contact your system administrator. 

 

1 Insert the Pen-Drive. It is advisable to copy the “TS1000 6.04 Setup.exe” file to the PC which 

will work as a Server to run it from there. 

 
2 Run the “TS1000 6.x Setup.exe” programme (the one you have copied to the PC which will 

work as a Server). 

 
3 Select the language to be used 

during the setup. 

Click “OK” to continue. 

 
D 

 
 

 
4 A welcome message is displayed. 

Click “Next” to continue with the 

setup. 

 
 
 
 
 
 
 
 
 
 
 

5 Read and accept the licence terms. 
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6 Specify the path for the setup. 

 
 
 
 
 
 
 
 
 
 
 
 
 

7 Select the setup type: 

– “Complete (Server+Guest) with 

Wireless”, 

– “Guest Only, with Wireless”, 

– “Basic, without Wireless” (serv- 

er without GlassFish service), 

– “Guest Only, without Wireless” 

(without GlassFish service), 

and click “Next” (the last two op- 

tions are used in Update on Card 

systems which do not require wire- 

less support, when, in addition, you 

do not want to use the system 

through a web browser). 

 
 

 
Complete Setup 

 

The option “Complete Setup” installs the files both of the Server and the Guest on the PC selected. 

1 After selecting the option “Com- 

plete Setup”, click the “Next” button 

to continue. 
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Server settings Default value Description 

2 The “Server Settings” screen is 

displayed, which allows  you to 

configure the parameters of the 

server. 

Configure the parameters (see the 

table below) and click “Next” to 

continue. 

 
Afterwards, each time you want to 

make changes to the Server 

settings, you will need the 

Administrator password. It is 

advisable to keep a written copy of 

the password in a safe place in case 

it is necessary to consult it in the 

future. 
 

D 
 

TCP port of the data server 3050 
TCP communication port of the

 
application with the data server 

HTTPS port 8181 
HTTPS communication port with the 
application server 

Communication port 

for the PMS protocol 
7779/TCP 

Port by means of which the PMS 

communicates with the PMS service 

TimeService port 10101 

Administrator port 4848 
Administrator communication port with 
the application server 

Password to access the Web Server 

Admin Password admin1234z 

Certificate CN 

configuration module as an 

administrator 

Name which will appear in the SSL 

certificate of the server. It must coin- 

cide with the IP or machine name 

used in the browser for web access. 
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3 Configure the PMS service and 

click “Next” to continue. 

By default, the PMS service is off. 

 
 
 
 
 
 
 
 
 
 
 
 

4 Configure the port for the Time 

service and click “Next” to continue. 

 
 
 
 
 
 
 
 
 
 
 
 
 

5 Data folder: source (physical unit 

and path) where the database 

(Data.fdb) to be used is hosted. 

 

It is necessary to use the database 

provided in the Pen-Drive, as it has 
been customised according to your 
order. 

 
The database will be copied to the 

internal local directory of the data- 

base server. 
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If you have not selected the source of 

the database, a “demo” database is 

installed by default. THE “demo” 
OPTION MUST NOT BE USED ON A 
REAL SITE, as its features are limited 
and it is not customised according 
to your order. The “demo” option 
is appropriate only for tests and 
demonstrations. 

 
 
 
 
 
 

6 In order to configure the fields, 

click “Install” to continue with the 

setup. D 

The setup files will be copied to 

the PC in the following step. Click 

“See Details” if you wish to view 

the setup process. 

 
 
 
 
 
 
 
 

7 The setup begins. 

If the PC used does not have Java, or 

it does not have the required 

version, the setup will be carried 

out. In such a case, a message 

pointing this out is displayed. 

Follow its instructions and click “Try 

again”. 
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8 Java is installed. 
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9 A warning is displayed indicating D 
that the port which was previously 
configured in the Windows firewall 

will be opened. Click “Unblock”. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
10 The setup continues. 
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11 The setup summary is shown. Note 

down the data in case you need 

them in the future. 

Click “Next” to continue. 

 
 
 
 
 
 
 
 
 
 
 

12 The server setup is completed. 

Click “End”. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

13 If the firewall warning shown is 

displayed, click “Unblock”. 
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Setup of the Guest Only, with Wireless mode 
 

A setup of type Guest Only with Wireless installs the application in the Guest Only mode on the 

PC, which allows managing wireless devices. A PC with the TESA SMARTair TS1000 application in 

the Guest Only mode communicates with the application server through TCP/IP to access the 

database and services. 

 
 
 

1 Select the setup type “Guest Only” 

and click “Next”. 

 
 
 
 
 

D 

 
 

 
2 Apply the Guest Settings, which 

involves configuring the parameters 

of the Server for the Guest PCs. 

 
Once you have finished, click “Next” 

to continue. 

 
 
 
 
 
 
 
 
 
 
 

 

 
Name of the Server PC on the net- 

work/IP 

Name of the Server PC on the network itself or, otherwise, 

the IP address on the network 
 

 

Port of the Database Server 
TCP port through which a communication is established 

with the Server which contains the Database 

Port of the application Server 
TCP port through which a communication is established 

with the application Server 

Target address of the Database Directory where the Database is located 
 

Server settings Description 



TS1000 - Instruction Manual 

32 V 09/2016 

 

 

3 Configure the PMS service (in the 

event of being necessary in your 

site). 

By default, the PMS service is off. 

 
 
 
 
 
 
 
 
 
 
 
 

4 The setup is carried out. 

 
 
 
 
 
 
 
 
 
 
 
 
 

 
5 Once the setup has been finished, 

the application displays a summary 

screen. 
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Summary and end of the application setup 
 

In order to finish the setup process 

(either Server+Guest or Guest Only), a 

summary screen is displayed with the 

parameters defined. 

 

It is advisable to keep a copy of the 

configuration parameters of the com- 

puter working as Server+Guest. These 

data could be useful as a reference for 

future setups or configurations. 
 

Furthermore, an “Instal.log” file is gen- 

erated, which is stored in the setup 

directory. This file provides valuable 

information for Technical Service, for 

example, in order to solve possible D 
issues during the setup. 

 
Click the “Next” button to continue. 

 
 
 
 
 
 
 
 
 
 
 
 
 

The application setup finishes at this 

point. Click the “End” button to finish 

the setup. 
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Name of the Windows service Description 

Once the complete setup has been finished, the Server generates two web applications which can 

be accessed through the web browser: 
 

 
TESA - SMARTair TS1000 Web Appli- 

cation 
https://host:8181/TesaSmartairPlatform 

 
 

Web Server Settings Application https://host:8181/TesaServerConfig 

a. replace host by the IP address of the server 
 
 
 

 

Windows services installed 
 

The Web Server installs several Windows services on the system, depending on the selections 

made during the setup. 

All the possible services are shown below, in spite of the fact that only the ones selected are 

installed: 
 

Firebird Server TESA_DATASERVER_6 
Database server

 
This is always installed 

TESA Time Service 
Service for synchronising the Date and 
Time with updaters 

 

Application server 

TESA_APPSERVER GlassFish Server 
This is not installed in the Basic (without 

wireless) and Guest Only (without wire- 

less) options 
 

 

TESA_APPSERVER PMS Service * PMS service (TCP only) 
 

* TESA_APPSERVER PMS Service is only 

installed if during the setup process, 

in the step related to the configura- 

tion of the PMS service, the “Install as 

a Windows service” option has been 

selected. 

By default, all these Services are run 

automatically when the PC is pow- 

ered on. It is possible to specify that 

the services be run manually or disa- 

ble them directly. 

They are standard Windows Services, 

and therefore they can be stopped or 

started using the services.msc Windows 

utility (from the Run menu of Windows). 

Application URLa
 



Setup 

35 V 09/2016 

 

 

Parameter Description 

D.6 CONFIGURATION OF THE GUEST PC 
 

Configuration to connect the Guest PCs to the Server can be carried out by editing the 

Config.ini file which is in the directory where the executable files of the application are 
located in the Guest PC. By default, the folder is “C:\SMARTair TS1000”. 

The lines to be edited are the ones displayed under the heading [SERVER]. 
 

DataServer IP address or name of the Server PC on the network 
 

DataServerPort TCP port by means of which the Database Server communicates 

DatabasePath 
Complete path with physical unit to the file of the database (*.fdb file). 
By default: “C:\SMARTair TS1000\Data\Data.fdb” 

WebServer IP address or name of the Server PC on the network 
 

WebServerPort HTTPS port by means of which the application Server communicates D 

 
 

Example of config.ini file: 

 
If there is a firewall on the Guest PC, 

make sure the TCP entry ports 3050 

and 8181 (standard ports) are open 

and not in use. 

These standard ports can only be 

modified during the server setup. 

These ports are applicable to the 

server and to all the guests installed. 

[SERVERS] 

DataServer=210.110.20.28 

DataServerPort=3050  

DatabasePath=C:\Data\Data.fdb 

WebServer=210.110.20.28 

WebServerPort=8181 
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D.7 CONFIGURATION OF THE SERVER PC 
 

The Server PC must be configured to work with the database intended to be used. 

In the event of selecting a local database during the setup process, the Server is configured 

automatically; therefore, this step is not necessary. 

The Server settings can be accessed through the following direct access to the Server configurator: 

https://host:8181/TesaServerConfig 

*replace host by the IP address of the server. 

 

 
An administrator password is request- 

ed to access the configuration (this 

password was configured during the 

application setup, see “Admin Password” 
on page 25): 

 
 
 
 
 
 

Configuration of the datasource 
 

The data of the database server and the location of the database on the server are defined in the 

Datasource tab of the “Datasource state”. 

The following parameters have to be configured: 
 

 
 

 
Database server 

Name of the PC which contains the DATA and its 

Communication port. 

Format: Server name/port or IP/port 

This must always coincide with the path written in 

the config.ini file of the guests and the server. 

 
 

host/3050 

 
 

Database file Path to the FDB Database file C:\Data\Data.fdb 

 
 

Click the “Save and Deploy” button to 

save the changes. This operation can 

take several minutes (wait). 

Parameter Description Example 
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Server Description 

Once the operation has been com- 

pleted, the messages “Deployment: 

OK” and “Datasource state: Connec- 

tion successful” will be displayed. 

The deployment does not always end 

when the OK message appears. This 

depends on the stabilisation of the 

java.exe processes and, depending on 

the server, it can take several minutes. 

It is necessary to wait or confirm that 

the java.exe processes are stable with 

the Task Manager of Windows. 

 

If it is not possible to connect to the 

database, the following error message 

will be displayed: “Datasource state: Cannot communicate”. 

In this case, verify whether the data are correct: the server name, the communication port and the D 
location of the database. 

After verifying these data, try to communicate again. 

 
 
 
 

 

Configuration of the PMS Service 
 

In order to configure the PMS Service, access the “PMS Service” tab and configure the following 

settings (this tab only appears if, during the setup, the option “Install as a Windows service” has 

been selected, on the screen “PMS service setup”): 
 

PMS Port Port number for the PMS requests 
 

PMS Protocol Type of communication with the PMS: TCP, UDP or SSL 
 

The SSL protocol allows a high degree 

of encryption over the TCP protocol, 

and ensures the integrity and confi- 

dentiality of data. 

It is advisable to use the SSL protocol 

if the PMS guest is compatible. 

Click the “Save” button to save the 

changes made. 
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Server property Description 

Configuration of the E-mail Server 
 

The Server can be configured to connect to an Internet SMTP server and send warning/alarm 

e-mails. The configuration of the SMTP server is carried out in the “E-mail Server” tab and it has 

the following fields to be configured: 

 
 

SMTP Host Name of the E-mail Server or IP address of the SMTP Mail Server 
 

Port TCP port of the SMTP Server 

User User for SMTP authentication 
 

Password Password for SMTP authentication (optional) 

Authentication Use Authentication in the SMTP server 
 

Protocol Protocol of the SMTP server 

Sender address for the outgoing messages: (it does not have 

Sender Address to be a real address, for example, noreply@TesaSMARTAIR 

TS1000_warning) 
 

 

 
 

Click “Save” to save the changes. If a 

new E-mail Server is configured, it is 

necessary to restart the service for the 

changes to be applied. 

In order to restart the service, access 

“services.msc” in Windows, find the 

service TESA APPSERVER Glassfish Serv- 

er and restart it. Wait for the java.exe 
process to stabilise (depending on the 

server, this can take several minutes; 

you can confirm that the java.exe proc- 

esses are stable with the Task Manager 

of Windows). 

 

NOTE: to enable the e-mail service, it is necessary for the licence to have this option enabled or to 

request the corresponding licence expansion (see “C.6 Licence expansion” on page 17). 

 
 

Configuration example: typical configuration for SMTP of GMAIL 

In the event of not having an SMTP server of your own available, it is possible to open an e-mail 

account with a free service provider on the Internet, such as, for example, GMAIL, and use their 

own SMTP server to send messages securely. 

The following table shows the configuration to be carried out in the event of using a Gmail 

account. It is possible to access the SMTP server of GMAIL through the SSL or TLS protocols. 

Both protocols use a secure connection through their encrypted communications. 
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Server property Description 

Gmail through SSL protocol 
 

SMTP Host smtp.gmail.com 

Port 465 

User Your Gmail e-mail account, for example, youraccount@gmail.com 
 

Password Password of your Gmail account 

Authentication ENABLED 
 

Protocol SSL 

Sender address for outgoing messages. This can be your Gmail 

Sender Address 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Gmail through TLS protocol 

account or an invented address. For example, 

noreply@TesaSMARTAIR TS1000_warning 

D 

 

 
SMTP Host smtp.gmail.com 

Port 587 

User Your Gmail e-mail account. For example, youraccount@gmail.com 
 

Password Password of your Gmail account 

Authentication ENABLED 
 

Protocol TLS 

Sender address for outgoing messages. This can be your Gmail 

Sender Address account or an invented address. For example, 

noreply@TesaSMARTAIR TS1000_warning 
 

 

Server property Description 

mailto:youraccount@gmail.com
mailto:youraccount@gmail.com
mailto:youraccount@gmail.com
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Server mode 
 

There may be cases where it is necessary to configure more than one server for a site with the 

wireless system, for example, to connect hubs on different PCs. Each server configured will be 

assigned a number of specific hubs. This particular mode of operating is only necessary when the 

data packet traffic in communications between the server and the hubs in the network is too high 

and generates long waiting times at the hubs. 

It is also useful for segmenting the network, placing an external server in a segment which can be 

accessed from the Internet and another internal server, with the “data”, in an internal segment 

having a more restricted access. 

When there are several servers for the site, one of them must be configured as Master and the rest 

as Secondary. 

• The server configured as “Master” will be in charge of making the backups, purging the 

database and sending the warning/alarm e-mails within the working logic of the hubs in a 

wireless system. The database will also be stored on the Master server. 

• The rest of the servers must be configured as “Secondary”. These secondary points will only be 

in charge of managing the normal operation of the hubs assigned to them. 

 

It is important to take into account that all the “servers” will access the same database stored on 

the “Master” server. The servers must have constant access to the database and, in addition, the 

communications through the high-speed LAN network must be stable. 

 

Once the Server Mode has been con- 

figured, click the “Save” button to save 

the data. If a new Server Mode is con- 

figured, it is necessary to restart the 

service for the changes to be applied. 

 

In order to restart the service, access 

“services.msc” in Windows, find the 

service TESA APPSERVER Glassfish Server 

and restart it. Wait for the java.exe 
process to stabilise (depending on the 

server, this can take several minutes; 

you can confirm that the java.exe proc- 

esses are stable with the Task Manager 

of Windows). 

 
 

 
NOTE: to see how to configure this mode in detail, see “Multiple Wireless Server mode” on 
page 147. 
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Advanced settings 
 

The expiry of the HTTP sessions and the administrator password are configured in this tab. 
 
 

 

Expiry of the HTTP sessions 

The value in seconds of the expiry of the HTTP session defines after how many seconds of inactivity 

the system automatically ends the session of the web application. The default value for session 

expiry is 1,800 seconds (30 minutes), but it can be customised to the desired value. After 

configuring the value in seconds, click the “Save” button to save the changes made. It is necessary 

to restart the web application for the changes to be applied. 

In order to restart the service, access “services.msc” in Windows, find the service TESA APPSERVER 

Glassfish Server and restart it. Wait for the java.exe process to stabilise (depending on the server, 

this can take several minutes; you can confirm that the java.exe processes are stable with the Task 

Manager of Windows). 
D

 

 
Administrator Password 

The Administrator Password is requested when the configuration of the web application is 

accessed. The default password is the one configured during the application setup and it can be 

modified in this tab. 

 
 
 
 
 

Set the new password (and confirm it 

in the subsequent field) and click the 

“Save” button for the changes to be 

made. 
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Record level Description 

Configuration of the Server Logs 
 

It is possible to download the information of the latest records of the server through the Server 

Logs tab. There are 5 configurable levels for the records to be downloaded. From the OFF mode 

(without records) to the FINE mode (detailed information on records). The mode set by default 

after the application setup is the INFO (Information) mode. 

 
 

OFF Without record  
 

SEVERE Only errors are recorded 

WARNING Errors and alarms are recorded 

INFO The information on actions, errors and alarms is recorded 

Detailed information on actions, errors and alarms 

Information for Technical Service in the event that any problem 

FINE 
arises 

Whenever necessary, you will be requested to set this mode and 

subsequently reproduce the incident so that the data are reflected 

in the file. 
 

 

 
 

 

In order to save the changes made in 

the configuration of the Server Logs, 

click the “Save” button. 

 
 
 
 
 
 
 
 
 

 

Notes to be considered in relation to the Windows firewall 
 

If a Server setup is run in a Windows system where the firewall is enabled, make sure the 
communication ports of the server and the guests are not blocked. 

The ports which, by default, the system requires to be enabled and open once its setup has been 

carried out are the following: 

• TCP 3050 (database server) 

• TCP 8181 (application server) 

• UDP ports 7780 and 7781 (communication with the wireless hubs) 

• PMS Service port (by default, 7779) 

• TimeService port (UDP 10101) 

• UDP 7790, TCP 7890, TCP 7881 
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D.8 SETUP AND VALIDATION OF THE SERVER CERTIFICATE 
 

A Certificate is necessary to identify the Server and ensure communications in secure mode. 

All the server certificates which belong to the system are issued by the TESA CA Certificate 

Authority, which must be identified by the browser as a trusted authorised certificate. For this 

purpose, the TESA CA certificate must be installed in the list of trusted Authorised Certificates of 

the browser, in the list of “root” certificates. 

The following list shows the properties and values of the valid TESA CA certificate: 
 
 

TESA CA Certificate property    Value  

Serial number 00 f3 74 bc 60 6a ee 0e f8 

SHA-1 hash e1 13 16 37 c8 fe f6 ba 5a 87 dd 9a 7a 70 1d f5 61 5f 60 c2 
 

 

D 
The TESA CA certificate can be found in the ca.crt file. 

This file is located in the root directory of the application setup (for example, C:\ SMARTair 

TS1000). 

In addition, it can be downloaded 

through the browser, from the URL 

address of the Server location (for 

example, https://host:8181/) by clicking 

the link Download TESA CA Certificate. 

Once it has been clicked, save the file 

with the name ca.crt. 
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Setup of the TESA CA certificate with Internet Explorer 
 

Double-click the ca.crt file. The following 

screen will be shown: 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Click the “Install Certificate” button. A 

setup wizard is run. 

 
 
 
 
 
 

 
Click the “Next” button successively on 

each screen until the last step of the 

process. 
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In the last step, click “Finish”. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

A “Security warning” screen will then 

be displayed for accepting the setup D 
of the certificate. 

 
 
 

 
Click the “Yes” button. Be careful since 

the “No” button is underlined by default. 

 
 
 

 
Finally, a message confirming that this 

has been done correctly is displayed. 
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Setup of the TESA CA certificate with Mozilla Firefox 
 

Open the Options menu (Tools -> 

Options) of the browser. 

Click the “Advanced” menu in the “Cer- 

tificates” tab. 

 
 
 
 
 
 
 
 
 
 

 
Click the “See certificates” button and 

select the “Authorities” tab.  

 
 
 
 
 

Click the “Import” button and select 

the ca.crt file from its location in the 

system. 

 
 
 
 

Confirm that the three check boxes 

validating all the purposes are select- 

ed and click the “OK” button. 

 
 
 
 
 
 
 

The authorisation of the TESA CA 

certificate will be added to the list of 

authorised certificates. 
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Setup of the TESA CA certificate with Google Chrome 
 

Open the Google Chrome browser and proceed as follows: 

 
 
 

1 Click the “Customise and control 

Google Chrome” button (upper 

right-hand corner) and, in the menu 

which is displayed, click “Configura- 

tion”. 

 
 
 
 
 

 

D 

2 Scroll down, through the Advanced 

Settings, until you reach HTTPS/SSL. 

 
Click the “Manage certificates” 

button. 

 
 
 
 
 
 
 
 
 
 
 
 

3 In the window which is displayed, 

click the “Import” button. 
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4 The “Certificate import wizard” is 

displayed. 

 
Click the “Next” button. 

 
 
 
 
 
 
 
 
 
 
 

 
5 In the dialogue box, enter the 

name of the file containing the cer- 

tificate (ca.crt) with the complete 

path (C:\Smartair TS1000\ca.crt). 
 

Click the “Next” button. 

 
 
 
 
 
 
 
 
 
 
 

6 The wizard requests a location to 

store the certificate. 

 
Leave the default option and click 

“Next”. 
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7 A window is displayed showing a 

box with the properties of the 

certificate imported. 

 
Click “OK”. 

 
 
 
 
 
 
 
 
 
 
 

D 

8 A box is displayed confirming that 

the certificate has been correctly 

imported. 
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D.9 IMPORT OF A DATABASE FROM AN OLDER VERSION OF THE TESA - SMARTair TS1000 
APPLICATION 

 

Import of a database from a 4.x version 
 

This process can only be carried out if the engines of both databases, Paradox and Firebird, are 

installed x (both versions installed on the PC). 

The resulting file is directly compatible with the 5.x versions, but not with the 6.x. It is necessary 

to open it with a 5.6 so that it can then be opened with a 6.x. If the guest has a 6.x version, it will 

not be able to open the database even if it manages to import it. 

In order to import a data from a SMARTair TS1000 4.x version, to a SMARTair TS1000 5.00 version, 

it is necessary to use the “ParadoxToFirebird.exe” tool, installed together with the application on 
its Server PC. Afterwards, from version 5.00, it is necessary to update to the desired version. 

 

1 Select the source database you 

wish to update. 

 
 
 
 
 
 
 
 
 
 
 
 
 

 
2 Select the name of the target 

database (for example, Data.fbd) 

in the server. If the database does 

not exist, type a new name. 

 
 
 
 
 
 
 
 
 
 
 
 
 

3 Click the “Start” button. 



Setup 

51 V 09/2016 

 

 

4 Wait while the process is carried 

out. 

 
 
 
 
 
 
 
 
 
 
 
 
 

 

5 When the process ends, a message D 
similar to this one will be dis- 

played: 

 
 
 

6 Open the database converted by means of the TESA - SMARTair TS1000 6.0 application on the 

PC to complete the migration process. 

 

It is possible that, when trying to migrate the database to Firebird, the version of SMARTair TS1000 

is too old, so that, before using the migration tool, you would have to update the database to a 

higher version of SMARTair TS1000, nearer to v4.25 (last official version of the system under 

paradox). 

 
 
 

Import of a database from a 5.x version 
 

The possibility of migrating databases from a 5.x version is integrated into the executable file itself 

of the 6.x version. 

When a 5.x version is updated to a 6.x version, the TESA - SMARTair TS1000 application is run 

during the update process and a dialogue box is displayed asking for permission to update the 

database to v6.x. 

If the request is accepted, the update process of the application updates the database at the same 

time, so that when the former process ends, both are automatically configured. 

To convert a data to version 6, importing it from version 5, it is not possible to do this from version 

5.00; it is advisable to have the data in version 5.06 so as to update it from there to version 6. 
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D.10 TROUBLESHOOTING 

 
Errors or alerts from the security certificate 

 
Possible cause: 
The TESA CA Security Certificate has not been installed in the list of authorised certificates of the 

browser or the server name does not coincide with the name specified in the address bar. 

 
Solution: 
Install the TESA CA Certificate as explained in point “D.8 Setup and validation of the Server 
Certificate” on page 43 of this manual, and make sure that the name specified in the address bar 
of the browser to access the web application server is the correct one and is not its IP address or 
an alias. 

 

 
Message from the TESA - SMARTair TS1000 Guest: 
“The Web Server is not running or it is not available” 

 
Possible cause: 
The TESA APPSERVER Glassfish Server service is not running or the platform has not been correctly 

deployed. 

 
Solution: 
Restart the service. For this purpose, access “services.msc” in Windows, find the service TESA 

APPSERVER Glassfish Server and restart it. Wait for the java.exe process to stabilise (depending on 

the server, this can take several minutes; you can confirm that the java.exe processes are stable 
with the Task Manager of Windows). 

Afterwards, it may be necessary to set the database server again using the web configurator applica- 

tion https://host:8181/TesaServerConfig/views/index.xhtml as shown in point “D.7 Configuration of 
the server PC” on page 36 of this manual. 

 

 
Message from the TESA - SMARTair TS1000 Guest: 
“The TESA – SMARTair TS1000 database and the location of the database do not 
coincide” 

 
Possible cause: 
The TESA - SMARTair TS1000 Guest PC and the Server PC are accessing different databases, or the 

Server uses the localhost name rather than the real name of the machine in the network, or a 

different redirection is taking place from the web service and the config.ini (IP in one and name in 
the other, etc.). 

 
Solution: 
Set the same name both for the application server and the database server, in the server PC as well 

as in the guest PCs. Use the real PC names rather than localhost (localhost is the name set by default 

when installing the application). 

That is to say, the lines “DataServer” and “Webserver” of the file config.ini and the field “Database 

server” do not coincide. It is necessary to put the name in both or the IP in both, and never 

“localhost”, unless there is only one PC and it is both guest and server. 
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The TESA - SMARTair TS1000Platform web application is not being run 
 

Possible cause: 
The location of the database on the Server is not correctly configured. 

 
Solution: 
Configure the location of the database in the Server correctly. The TESA - SMARTair TS1000Platform 

application is only available at the URL address 

https://host:8181/TesaSmartairPlatform/views/login.xhtml 

after configuring the location of the database correctly. Follow the steps of point “Configuration 
of the datasource” on page 36 of this manual to configure the location of the database. 

 
 
 

The ServerConfig application shows the “Deployment Error” message when setting 
the location of the database D 

Solution: 
Restart the TESA_APPSERVER GlassFish Server Windows service as shown in point “Windows services 
installed” on page 34 and, afterwards, set the database server again using the web configurator appli- 

cation https://host:8181/TesaServerConfig/views/index.xhtml as shown in point “D.7 Configuration of 
the server PC” on page 36 of this manual. 
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E – RUNNING THE PROGRAMME FOR THE FIRST TIME 

 
 

E.1 OPERATOR NAME AND PASSWORD 
 

After installing the software as described in the corresponding chapter, the programme is now 

ready to be run. 

 

1 Run the programme. You can proceed in two different ways: 

– Double-clicking the shortcut 

created in the Windows desk- 

top, or, 
 

– In the event of a local setup, 

running it from the TS1000 en- 

try of the “Programmes” menu 

of Windows. 

E 

2 Once it has been run, the programme requests the “Operator Name” and “Password”, which 

are necessary to access the system. 

Enter the Operator Name and Pass- 

word. If you do not know these, 

request them from the SMARTair 

Technical Service, indicating the 8 

digit alphanumeric code which is 

labelled in the licence. 

 

Once you have accessed the pro- 

gramme, you will be able to add as 

many operators as you wish, with 
the same or different rights and 

with their corresponding passwords, according to your needs. 

For more information, refer to section “G.3 Operators” on page 95. 

 

 
3 After entering the correct Operator Name and Password, click “OK”. 

The main screen of the TS1000 

programme is displayed and, as a 

result, it is possible to start config- 

uring the locking plan. 



TS1000 - Instruction Manual 

58 V 09/2016 

 

 

E.2 “SETUP” MENU 
 

Before starting to programme the locking plan (defining users, doors, etc.), it is necessary to 

configure the site, defining aspects such as the language, etc. 

Access the “Setup” menu, clicking the 

corresponding button on the main 

screen of the TS1000 software. 

 
 
 
 
 
 
 
 
 
 
 
 

 
“General” tab 

 
In the “General” tab of the “Setup” menu, the following fields are displayed: 

• Facility name 

• Short 

• Language 

• Week type 

• Purge auditors periodically 

• Show deleted users with non- 

expired card/key 

 

Each of the fields is described below. 

 

Facility name: this is the name which 

will be displayed on the main screen 

of the TS1000, after the programme 

version. 

 
Short: this is the name used to iden- 

tify the locking plan of the site in the 
Portable Programmer. This field is 

particularly useful when managing more than one site with the same PP, since the screen of the 

Programmer is small, preventing the full facility name from being seen if it is too long. When only 

one site is managed with the Programmer, this field is less important. 

 
Language: this is the language used in the TS1000 software and in the messages of the Portable 

Programmer. The language can be changed whenever desired, as many times as you want, 

without losing as a result any data or configuration. Select the language you prefer and click “OK” 

to confirm. 

Week type: this allows selecting the first day of the week as Monday (Europe) or Sunday (America). 
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Purge auditors periodically: the Auditor is a file where all the operations carried out in the 

TS1000 are recorded. Each record provides information making reference to the date and time 

when an operation is carried out, who the operator carrying it out is, which operation is carried 

out, and which user, door or time zone was the subject of the operation. That is to say, it is a file 

with which you can always know which operations have been carried out in the software and who 

did so. 

This file has no capacity limit. In order to prevent it from becoming too large, the function “Purge 

auditors periodically” is available. This function deletes or saves the records of the auditor file 

automatically in an ASCII file after a given number of days. 

When this function is enabled, the option “Purge after (1...365) days” is also enabled, where 

you indicate in the box the number of days you wish to wait until the new cleaning of the auditor 

takes place. 

The field “Purge target folder” is also enabled, which allows selecting the folder where we want 

the purge to be carried out. 

The record of openings is also purged in this process, in the same way and at the same time, in 

another file. The resulting files have names with a given format “EventOldAAMMDD.txt” for the 

record of openings and “SistOldAAMMDD.txt”, where AAMMDD is the date of the last record 

stored, and can be consulted from the “Openings” and “Auditor” windows using the “Open” 

button (see sections “K.3 Openings” on page 156 and “K.5 Auditor” on page 168). 
E

 

 
Show deleted users with non-expired card/key: the users who have been deleted, whose card 

has not yet expired, are also shown on the list of users. They are indicated with their names 
crossed out. 

 
 

“Licence” tab 
 

Only the “Reading technologies” pa- 

rameters and the parameters of the 

wireless management can be modi- 

fied in this tab (the latter if a wireless 

licence is available). 

The rest of the fields are shown in 

“Read-only” mode. For the modification 

of the values, it is necessary to carry out 

an update process by means of the ex- 

port, delivery to Tesa and import of the 

license.zip file. 

This tab is only visible during the start-up 

of the system. Once the basic configura- 

tion has been programmed, this tab 

disappears, since the data included 

must not be subsequently modified, 

under normal conditions. 
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The following fields are viewed in the “Licence” tab: 

• Facility code (unique and not editable in any case) 

• Maximum number of doors 

• Update on Card and its parameters 

• Manage wireless doors 

• Manage cabinet locks 

• Manage safes 

• Manage Antipassback 

• Enable applications for mobiles and sending of e-mails 

Each of the fields is described below. 

Facility code: this is the System Code. It is the unique and exclusive code which has been assigned 
to your site. By means of the System Code, it is guaranteed that there are no two identical sites. 

This code can also be found in the identification labels of the licence folder (see “Licence” on 
page 15). 

 
Reading technologies: the TESA Access Control system offers the possibility of working with 

different product ranges: electronic cylinders (whose identification technology is a contact chip), 

locks and wall readers with magnetic stripe card, and locks and wall readers with contactless chip 

technology (proximity). The product type to be installed is decided in this field. This is extremely 

important since, based on the reading technology selected, the communication with doors and 

credentials (keys or cards) will be different. 

 
• In the case of electronic cylinders, the encoder of keys is the Portable Programmer itself. 

• In the case of magnetic stripe products, the encoder required is the encoder of magnetic stripe 

cards. 

• In the case of using contactless chip technology (proximity), the encoder to be used is the 

encoder of contactless chip credentials. 

• In the case of doors, the data transferred to the Portable Programmer, depending on whether 

they are assigned to Cylinders, Magnetic Stripe Locks or Proximity Locks, will be different and 

specific. 

 
Of course, it is possible to select two or even all three technologies, if so required by the site, as a 

result of having installed more than one different product. 

 
In addition, in the event of selecting “Proximity” as the reading technology, it is necessary to select 

the type of chip used. For this purpose, the fields “Prox 15693”, “Mifare” and “Desfire” are enabled, 

which represent the three types of chips available: 

 
• Prox 15693: 

Contactless read-write chips according to the ISO 15693 standard. 

 
• Mifare: Contactless read-write Mifare Classic chips, 1k or 4k (ISO 14443 A). Also compatible 

with Mifare Ultralight. In the event of selecting this type of chip, the configuration of the 

sectors involved must be determined, especially if the credentials to be programmed are 

already being used or are going to be used for any other application which requires the 

reservation of any of the sectors. 

 
• Desfire: Compatible with Desfire EV1. 



Running the programme for the first time 

61 V 09/2016 

 

 

Update on Card (Read & Write): this allows defining whether updaters will be installed, in 

addition to readers and/or locks. And, in turn, whether the credentials will be carriers of 

information related to the locking plan of the user they belong to (openings and crosses). 

 
The Update on Card (UoC) system allows updating the information related to the doors without 

having to go to them. For this purpose, there is a Reader-Updater available, which is connected to 

the PC over Ethernet. In this way, when any piece of data is updated in the TS1000 software, the 

information is transmitted to the Reader-Updater over Ethernet, which updates the user’s card 

when it is held within range of the Reader-Updater. Afterwards, when the user holds the card by 

the door, that door will be updated with the new information contained in the card. 

 
Manage wireless doors: in the event of having wireless equipment on the site, it is possible to 

define how often, and whether automatically or not, the software should connect to the Hubs to 

update the locks/readers and capture the opening records. For more information on the wireless 

system, see “Wireless system architecture” on page 131. 

 

Manage cabinet locks/Manage safes: it is also possible to have Mifare cabinet locks and safes, in 

addition to locks, readers and wireless readers and locks. In order to manage this type of device, 

it is necessary for these boxes to be enabled. Otherwise, it will be necessary to send the exported 

license.zip file by means of the application “Tools” for updating by Tesa, and then importing it with E 
the same application. 

 
Manage Antipassback: if you enable this option, a new tab is displayed in the “Setup” menu, 

which we are describing in this section: the “Antipassback” tab. To learn how this option works, 

refer to section “Antipassback” tab below. 

 
Enable applications for mobiles: this allows wireless door opening by means of the mobile App. 
The possibility of sending alerts by mail is also enabled by this. In order to select this function, it 

must be enabled in the licence acquired. 

 
 
 

“Antipassback” tab 
 

NOTE: this tab is only displayed if the option “Manage Antipassback” is enabled in the “Licence” 

tab of the “Setup” menu, which is described in this section. 

 
The Antipassback system can be used to prevent multiple accesses with the same credential and 

it works as follows: 

• A number of doors are defined, some of them as “antipassback entry” and some others as 

“antipassback exit”. 

• When a user goes through an “antipassback entry” door, a signal is activated in their credential, 

which prevents the user going through any other “antipassback entry” door. 

• This signal is deactivated when that user goes through an “antipassback exit” door or else after 

a given period of time. Once the signal has been deactivated, the user can go through an 

“antipassback entry” door again. 

 

The configuration is carried out in the “Antipassback” tab of the “Setup” menu. 
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This tab allows defining one or two 

antipassback areas, by means of the 
following fields: 

• Area name: name which defines 

the controlled antipassback area. If 

two areas are created, it is neces- 

sary to assign a different name to 
each of them. 

• Entry mode: this offers two 
options: “Hard” and “Soft”. 

– “Hard” mode: the locks defined 

as antipassback entry will not let 

a user whose signal is activated 

go through. 

– “Soft” mode: the locks defined 

as antipassback entry will let a 

user go through even if the sig- 

nal is activated, but they will 

generate an alert event for the 

site manager. 

Depending on the technology used, the event will be collected by the Portable Program- 

mer at the door itself, by means of the updaters when the credential is passed through 

them or by the Hubs in the wireless system. 

• Reset antipassback: this allows configuring how the antipassback signal is deactivated when 
it has been activated in the user credential: 

– Never: the signal remains activated indefinitely until the user goes through an antipassback 
exit. 

– Fixed: the signal is deactivated every day at the same time (fixed reset hour). 

– Period: the signal is deactivated a certain time after having gone through the antipassback 
entry door (reset APB info after...). 

After having defined at least one antipassback area, in the “Doors” menu, for each door, a field is 

displayed which allows selecting whether the door is “entry”, “exit” or “neither”. If “entry” or “exit” 

is selected, another field is displayed to select the area. 

In addition, in the “Settings” tab of the “Users” menu, an option is displayed, for each user, which 

allows choosing whether the user will be affected or not by the antipassback mode. 
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“Network” tab 
 

The TS1000 system can be installed on a network of PCs. 

In the “Network” tab of the “Setup” menu of the TS1000 programme, all the network computers 

where the programme is installed and has been run are shown, including their name, their IP 

address in the network, the way in which the Encoder is used (local or remote) and which COM 

port they use to communicate with the Portable Programmer. 

 

NOTE: it is possible for a PC which is 

not currently in the system, even if it 

has been present in previous phases, 

to appear on the list. If desired, it is 

possible to remove all these obsolete 

PCs from the list, by means of the 

TOOLS programme. 

 
 

 
E 

 

“Local PC” tab 
 

Using the “Local PC” tab of the “Setup” menu, it is possible to view the data related to the com- 

munications and to the computer from which the TS1000 programme is being run. 

The following data are shown: 

• Name 

• IP Address 

• Card Encoder 

• Local COM 

• Use timed auto logout 

• Pop up openings rejections and 

warnings 

 

Each of the fields is described below. 

 

Name: this is the network identifica- 

tion name of the computer itself. This 

field is filled in automatically with the 

name assigned to the local PC in the 

Operating System. If it is empty, it can 

be filled in by means of the option 

“System” of the “Computer Control 

Panel”. In the option “System”, click 

the “Computer name” tab and verify the field “Full computer name”. If this field is empty, issues 

may arise when communicating with the Portable Programmer and, therefore, it is necessary to 

enter an identification name, clicking the “Change” button. Contact your distributor if you need 

assistance. 
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IP Address: this is also automatically filled in. If it is blank, contact your distributor. 

 

Card Encoder: if the TS1000 system is installed on a single PC, the card encoder will always have 

to be connected to that through the RS-232 serial port or a USB port. That is to say, it will be a 
“local” connection. As a result, the option “Local” must be selected for this field. 

 

Sharing an encoder amongst various PCs 

If the access control system is installed on a PC network, the system offers the possibility of sharing 

an encoder. That is to say, the encoder can be connected by means of RS-232 to one of the PCs 

and the rest will be able to use it remotely. This is valid for: 

• Encoder of magnetic stripe cards 

• SMARTair Encoder 

• Portable Programmer (when working as an electronic key encoder) 

Proceed as follows: 

1 On the computer where the encoder is installed locally via RS-232, select the option “Local” in 
the field “Card Encoder”. 

2 On the network computers where you want to use the encoder remotely, select the option 

“Remote”. Once this has been selected, a drop-down field is displayed, which shows the list of 

network computers. In this field, select the computer where the encoder is connected locally. 

 

Local COM: this refers to the serial port of the computer through which the TS1000 software will 

communicate with the Portable Programmer and/or the Encoder. It is advisable to maintain the 
option “Automatic”, which automatically searches for the port the device is connected to. 

When the TS1000 software is installed, the drivers for communicating with the portable programmer 
and the encoder are also installed. Once these devices have been connected to the computer by 

means of the USB cable, the system will generate the corresponding COM ports, which can be 

consulted in the Device Manager. If the automatic detection check box (“Automatic” option) is 

selected, the software itself will locate them. 

If issues arise when generating these COM ports, it is possible to install the drivers again manually, 
running the file contained in the “Drivers” folder which is included in the software setup folder. 

If your devices have RS232 entries rather than USB, it is possible to provide you with approved 

RS232-USB adaptor cables. 

 

Timed auto LOGOUT: this is an automatic security blocking system. If the option “Use timed auto 

LOGOUT” is selected, every time the software is fully inactive for a set period of time, it will be 

blocked. It will be necessary to enter a valid operator name and password again to reactivate it. 

The “Timed auto LOGOUT” is set in minutes and it can be modified as desired. 

 

Pop up openings rejections and warnings: if this option is selected, when the “Openings” menu 

is accessed from the PC which has the TS1000 installed, a “Pop up” will be displayed showing the 

rejections and warnings of the doors. 

A “Pop up” is a pop-up window located in the lower right-hand area of the screen, which is only 

displayed when a new alert is generated, provided that the software is open and the openings 

window is displayed. 
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“Common PINs” tab 
 

The Common PINs are keypad codes, 

from 4 to 6 figures, which can be used 

by several users to open the doors. In 

this way, it is possible to define groups 

of users (for example, by depart- 

ments) with the same common PIN for 

all of them. 

The Common PINs are defined by 

means of their identification name, 

followed by the “PIN” number. 

It is necessary to assign the Common 

PINs to the doors where they will be used 

(see F.3 “Doors” menu on page 74). 

 
 
 

 

E 
“Extra Fields” tab 

 
The “Extra Fields” tab allows defining a 

maximum of 4 additional fields for the 

user forms and the same number for 

the door forms. This information is 

transmitted neither to doors nor to 

credentials: it is only useful for making 

data management in the software 

easier. 

 

These fields can be used later on for 

multiple selection of users or doors. 

 

By means of these fields, it is possible 

to add customised data, according to 

your preferences and needs, to the in- 

formation related to the users and 

doors. For example, different depart- 

ments can be defined for users, and 

buildings, floors, etc., can be defined 

for doors. 

 
 
 

 
Other tabs and functions 

 
The other tabs and functions are explained in chapter “L – Other Functions” on page 179. 
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F – CREATING THE LOCKING PLAN 
 
 

 
F.1 INTRODUCTION 

 
The locking plan allows making a decision on to whom, where and when access can be granted. 

 

The creation of the locking plan consists of the following steps: 

1 Creating the user list, by means of the “Users” menu. 

2 Creating the door list, by means of the “Doors” menu. 

3 Creating the access hours, by means of the “Hours” menu. 

4 Saving the locking plan. 
 
 

Once the locking plan has been created, it is necessary to encode the credentials of the users and 

load it into the Portable Programmer to initialise the locks, readers and/or cylinders, as will be 

seen in the corresponding chapters. 

 

Before proceeding to the creation of the locking plan, it is advisable to configure some of the F 

settings of the system by means of the “Setup” menu, as described in chapter “E – Running 

the programme for the first time”. 

 

In UoC systems (Update on Card), it is VERY IMPORTANT to previously configure the 
distribution of data on the cards (see “Proximity setup” on page 181). 

 
 

F.2 “USERS” MENU 
 

The first step in creating a locking plan is creating the user list in the “Users” menu. 

 

In order to access the “Users” menu, 

click this option on the main screen of 

the TS1000. 
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In the “Users” menu, the following 

fields are displayed: 

• Name: user name. 

• Group: name of the group the user 
belongs to. 

• Card ID: identification number in- 

corporated into all the source cre- 

dentials, which is read and recorded 

when the user card is encoded. 

It is also possible to carry out the 

process the other way around: writ- 

ing the ID manually if this is known, 

distributing the credentials which 

are not encoded, and delegating the 

encoding to an automatic updater 

which is connected to the database 

and made available to the users. 

• User ID: additional information 

you wish to add in relation to the 
user. 

• NOTE 1, NOTE 2: customised fields. 
It is possible to define a maximum of 4 customised fields, which can be configured in the “Extra 

Fields” tab of the “Setup” menu, as shown in section “Extra Fields” tabon page 65. 

• Expiry Date: date when the credential of the user ceases to be valid on the site and from 
which, therefore, the user is no longer able to access the doors authorisation was held for. 

• Activation Date: date when the credential of the user becomes valid on the site and from 
which, therefore, the user is able to access the doors authorisation is held for. 

• Keypad Code: code (from 4 to 6 digits) for opening the door if it is in the state “Card + PIN” or 

“PIN + Card”. Refer to “States” on page 82. 

• “Encode” button: this allows encoding the credentials of the user (see chapter “I – Programming 
Credentials and Doors”). 

• “Copy” button: this allows making a copy of master cards. It is only displayed if the option 

“Manage staff card copies” is enabled in the “Facility” tab of the “Setup” menu. For more 

information, see “Manage staff card copies” on page 184. 

• “Add” button: this allows adding new users. This button must always be clicked before you 

start to enter data related to a new user, as otherwise, the data of an existing user are 
overwritten. 

• “Delete” button: this allows removing the user from the locking plan. 
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• “Multi” button: this allows modify- 

ing the properties of different users 

at the same time, by selecting them 

and clicking “OK”. 

 
 
 
 
 
 
 
 
 
 
 
 
 

Finally, the settings to be modified 

are selected and you click “OK”. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

• “Matrix” button: this allows ac- 

cessing the matrix menu directly, 

but showing only the user selected 

and those who belong to the same 

group. 

F 
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• “Reports” button: this allows 

consulting and exporting the in- 

formation related to the users. 

The information shown by the 

reports is the following: 

– User: user name. 

– Group: name of the group the 
user belongs to. 

– Door: name of the door they 
have access to. 

– Time Zone: hours when the user 
has access to the door. 

– Open: if the “@” symbol is dis- 

played, then the user can leave 
the door in open mode. For 

more information on the “Can leave door open” concept, see “F.5 Matrix” on page 86. 

– Privac: if the “@” symbol is displayed, then the user overrides privacy. For more information 

on the “Overrides privacy” concept, see “F.5 Matrix” on page 86. 

– State: this indicates the situation which the encoding process of a user is in. 
An arrow pointing to the right (==>) indicates that the changes made in the locking plan 

of a user have NOT yet been transferred to the credential of the user. 

An arrow pointing to the left (<==) indicates that the changes made in the locking plan of 

a user have already been transferred to the credential. 

A blank space ( ) indicates that the changes in the locking plan have already been 

transferred to the lock and, then, the credential has been passed through an updater 

reader or has been read from the TS1000. 

 IMPORTANT: it is advisable to transfer the information related to the locks to the system. 
In a site without updater readers, this will be carried out by means of the Portable Program- 

mer. It is enough to connect the programmer to the computer once the initialisation of the 

locks/cylinders has finished, and read the openings. 

 
• “Find” button: this allows finding 

a user, making this task easier 

when the list is long. 

 
The search can be conducted by 

Name, by User ID or by any of the 

extra fields which have been defined. 
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• “Apply” button: this saves the latest changes made. 

 
• “Close” button: this closes the users window and saves the changes made. 

 

On the left of the window, the list of 

users who are in the system is dis- 

played, sorted according to the group 

they belong to. 

The user colour can be orange, blue or 

black: 

• ORANGE indicates that the cre- 

dential of the user has not been 

encoded yet. 

• BLUE indicates that there are 

pending modifications and, there- 

fore, the card has to be encoded 

again. 

• BLACK indicates that the creden- 

tials of the user have already been 

encoded or the pending modifica- 

tions have already been transferred F 
to the locks/cylinders. 
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F.3 “DOORS” MENU 
 

After creating the user list, the next step involves creating the door list, by means of the “Doors” 

menu. 

 
 

 
In order to access the “Doors” menu, 

click this option on the main screen of 

the TS1000. 

 
 
 
 
 
 
 
 
 
 
 

The “Doors” menu presents the fol- 

lowing fields (all the possible fields 

are shown here, but, at any given time, 

only those which correspond to the 

type of door selected are displayed): 

 
• Name: door name. 

 
• Group: name of the group the 

door belongs to. 

 
• Technology Type: this allows se- 

lecting the type of door available 

in the system. 

 
• Model 1, Model 2: customised 

fields. It is possible to define a max- 

imum of 4 customised fields, 

which can be configured in the 

“Extra Fields” tab of the “Setup” 

menu, as shown in section “Extra 
Fields” tabon page 65. 

 
• Door States: the states are automatic behaviours of the doors, based on the day of the week 

and the time. It is possible to define up to 256 different states for the doors in the state tables, 

with a maximum of 20 zones. For more information, see “States” on page 82. 

 
• Requires Grant: a grant is an additional parameter which can be assigned to a door, in order 

to restrict the passage of users, allowing passage only to those who hold this grant. For more 

information, see “Grants” on page 103. 
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• Open Time: time in seconds a door remains open from when a valid credential is brought near 
to it. The standard time is 4 seconds. The maximum is 15 seconds. 

 
• Common Keypad: code ranging from 4 to 6 digits for opening the door if it is in the state 

“Common Keypad”: refer to “States” on page 82. 

 

• Common PINs: the Common PINs 

are identification numbers which 

can be used by several users. In this 

way, it is possible to define groups 

of users (for example, by depart- 

ments) with the same common PIN 
for all of them. 

The Common PINs are defined in 

the “Setup” menu, “Common PINs” 

tab, by means of their identification 

name, followed by the “PIN” number, 

as shown in section “Common PINs” 
tabon page 65. 

The Common PINs are assigned to 

the doors desired, by means of the 

“Magnifier” icon, which opens the 

window that allows them to be as- F 
signed. 

 
• High Traffic Door: see section 

“High Traffic Door” on page 77. 
 

• Close without card: only for cabinet locks. 

 
• RF Address: this is automatically filled in when the wireless doors are initialised. It is advisable 

not to modify it. 

 
• Updater: if the door is of the updater reader type, the list of updaters of the system is displayed 

to associate it to one of them. 

 
• Calendar: this allows selecting the calendar desired, from amongst those which have been 

defined by means of the “Calendar” tab of the “Hours” menu. 

 
• Registers internal handle: this saves the record of the number of times the internal handle is 

used. 

 
• With pushbutton: this allows opening by means of a pushbutton or “Request To Enter”. 
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• Relay 2: in the Wall Reader type 

doors with a 2 relay board, it is 

possible to configure the opera- 

tion of relay 2, so that it is either a 

copy of relay 1 or different and 

with diverse configurations, which 

can be selected by means of the 

corresponding drop-down menu. 

It is also possible to configure relay 

2 by means of the DIPs of the 2 re- 

lay board. For more information, 

refer to the instructions for that 

board. 

The software always has priority 

over the DIPs of the board. The 

DIPs are only decisive when the 

software version is lower than 

6.03. 

 

 

• “Add” button: this adds a door. This button must always be clicked before you start to enter 
data related to a new door, as otherwise, the data of an existing door are overwritten. 

• “Copy” button: this allows adding a new door, by copying an already existing one, which 
makes the task of adding doors easier. 

• “Delete” button: this deletes a door. 

• “Multi” button: this modifies the properties of several doors at the same time: see section 

“Multi” on page 78. 

• “Matrix” button: see section “Matrix” on page 80. 

• “Reports” button: see section “Reports” on page 78. 

• “Find” button: see section “Find” on page 80. 

• “Apply” button: this saves the latest changes made. 

• “Close” button: this closes the doors menu and saves the changes made. 

 

On the left of the window, the list of 

doors which are in the system is 

displayed, sorted according to the 

group they belong to. 

The door colour can be orange, blue 

or black: 

• ORANGE indicates that the door 
has not been initialised yet; it is 

necessary to initialise it. 

• BLUE indicates that the door is ini- 

tialised, but there is still information 

which has to be transmitted to it, 

either by means of the Portable Pro- 

grammer or through wireless. 

• BLACK indicates that the door is 
initialised and there is no 

information which has to be transmitted to it. 
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High Traffic Door 
 

The cylinders, as well as the locks and readers, have the capacity to recognise up to 1,500 different 

users. For more information on the limitations of the devices, see “Lock’s Audit trail” on page 181. 

 
For doors where it is necessary to provide access to more than 1,500 users, the TS1000 system 

offers the option “High Traffic Door”. 

 
The High Traffic Door can be combined with grants. 

 
When a door is defined as a “High Traffic Door”, the product installed on the door (a cylinder, a lock 

and/or a reader) is instructed that, in order to grant or reject access, it only has to take into account 

the system code, the activation and expiry dates, and the grants. That is to say, a high traffic door 

allows access to all the users whose credentials belong to the system, whose activation and expiry 

dates are correct, and who have the appropriate grants (for more information, refer to the chapter 

“Grants”). 

 
Therefore, a high traffic door is not displayed on the Matrix of the system, since it does not require 
any other condition for granting access or not. 

 

For a door to operate as a high traffic 

door, do the following: F 
1 Select the door and tick the option 

“High Traffic Door”. 

2 Click the “Apply” button to save 

the changes. 

The “Matrix” button ceases to be 

operative for this door. 

 

For high traffic doors, it is important 

to consider that a user with a creden- 

tial belonging to the site, but without 

an expiry date, will always have access 

to the high traffic doors and, in princi- 

ple, there is no way to cancel such a 

credential. 

In order to solve this problem, there 

exists a “High Traffic Cancelling Card” 

credential. 

For more information, see the cor- 

responding chapter (“High Traffic 
Cancelling Card” on page 194). 
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Reports 
 

The “Reports” button allows consulting and exporting the information related to the users. 

The information shown by the reports 

is the following: 

• Door: door name. 

• Group: name of the group the 
door belongs to. 

• User: user name. 

• Time Zone: this indicates whether 

the user is granted access or not 

and whether this is restricted to a 

time zone. 

• Open: if the “@” symbol is dis- 

played, then the user can leave the 

door in open mode. For more in- 

formation on the “Can leave door 

open” concept, see “F.5 Matrix” on 

page 86. 

• Privac: if the “@” symbol is 
displayed, then the user overrides 

privacy. For more information on the “Overrides privacy” concept, see “F.5 Matrix” on page 86. 

• State: this indicates the situation which the user is in at the door. 

– An arrow pointing to the right (==>) indicates that the changes made in the locking plan 

of a user in that door have NOT been transferred yet to the credential of the user. 

– An arrow pointing to the left (<==) indicates that the changes made in the locking plan of 

a user in that door have already been transferred to the credential. 

– A blank space ( ) indicates that the changes in the locking plan of that door have been 

transferred to the TS1000 system. 

 

 
Multi 

 
The “Multi” button allows modifying the properties of several doors at the same time. 

1 Click the “Multi” button; the fol- 

lowing screen is displayed: 
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2 Select the doors whose properties 

you want to modify and click “OK”. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

3 Select the settings you need and 

click “OK” to accept the changes. 

F 
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Find 
 

The “Find” button allows conducting quick searches, which is very useful if the door list is too long. 

When this button is clicked, a window 

is displayed which allows selecting the 

lookup field (door name or door ID) 

and entering the name or ID sought. 

The search can be conducted by 

Name, by Door ID or by any of the Door 
Extra Fields which have been defined. 

 
 
 
 
 
 
 
 
 
 

 

Matrix 
 

By clicking the “Matrix” button, the 

“Matrix” menu is accessed directly, 

but only the doors which belong to 

the same group as the door selected 

will be displayed. 

If, for example, the door “Management” 

is selected, which belongs to the “Offic- 

es” group, only the doors belonging to 

the “Offices” group will be displayed. 
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F.4 “HOURS” MENU 
 

After defining both users and doors, we should to define the access hours, even though this is not 

essential in order to create a locking plan. 

 

In order to access the “Hours” menu, 

click this option on the main screen of 

the TS1000. 

 
 
 
 
 
 
 
 
 
 
 
 
 

In the “Hours” menu, there are 5 con- 

figuration tabs: 
F

 

• Hours 

• States 

• Update Mode 

• Calendar 

• Time Changes 

These tabs are described in the fol- 

lowing sections. 

 
 
 

 
“Hours” tab 

 
The “Hours” tab allows defining up to 

14 different time zones with a maxi- 

mum of 5 periods of time. 

 
 

 
For example, it is possible to define a 

time zone called “Admin”, with an 

access time from 08:00 to 13:00 and 

from 14:00 to 18:00 from Mondays to 

Thursdays, and from 08:00 to 14:30 

on Fridays. 
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Another time zone could also be de- 

fined, called “Offices”, with permitted 

access from 08:00 to 18:00 from Mon- 

days to Fridays. 

 

In order to define a time zone, write 

its name in the field “Name”, the limit 

hours in the fields “From” and “To”, 

and select the days by double-clicking 

the day desired. Finally, click “Close” 

to accept and save the changes. 

 

Once the hours have been defined, they have to be assigned to the corresponding locking plan 

crosses in the matrix. 

 
As can be seen, each timetable has a different colour, which allows the timetable assigned to 
each user-door combination to be quickly distinguished in the matrix. 

 

 
States 

 
These are only available for Electronic Locks and Wall Readers. 

The states, defined in the state tables, are automatic behaviours of the doors, based on the day of 

the week and the time. 

It is possible to define up to 256 differ- 

ent states for the doors in the state 

tables, with a maximum of 20 zones. 

The doors can be programmed in any 

of the following states: 

• Open: the door passes to open 
mode at the time scheduled. 

• First User: the door operates in 

standard mode until the first user 

with granted access goes through 

it, as from the time indicated. As 

from that moment, the door 

passes to open mode. 

• Common Keypad: all the users open a door by typing the same code (from 4 to 6 digits) or 

one of the 8 common PINs defined and valid for that door. This code is programmed in the 
“Doors” menu. 

This operation mode is only available for locks with a built-in keypad (magnetic stripe and 

proximity readers and locks). 

• Standard: the door operates in standard mode, that is to say, it is necessary for each user to 
pass their credential to open it. 

• Card + PIN: in order to open the door, it is necessary to pass an authorised card through and 

then type the code (from 4 to 6 digits) assigned to that card. This code is programmed in the 
“Users” menu. 

This operation mode is only available for locks with a built-in keypad (magnetic stripe readers 

and locks). 

It is only compatible with wireless devices; it is incompatible with the UoC system. 

• Dual User: the door opens only if two credentials from authorised users are brought near to 
the lock successively. 
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• PIN + Card: in order to open the door, it is necessary in the first place to type the access code 

and then pass through the card associated to that code. This code is programmed in the 

“Users” menu. 

This is the only dual identification option available in UoC (Update On Card) systems. 

It is also compatible with wireless systems. 

 

 
In order to create a new State, click 

“Add” and enter the desired data in 

the corresponding fields. The days are 

selected by double-clicking the 

corresponding day. Once you have 

finished, click “Apply” to encode the 

data. 

 

For example, the state FLOOR 1 is de- 

fined in such a way that the door opens 

at 08:00 and closes automatically at 

18:30. In addition, the possibility of 

leaving the door open has been ena- 

bled by means of the corresponding 

check box. This check box allows pri- 

oritising the automatic or manual F 
change of state during the corresponding period. 

 

Once a door state has been created, a 

new Door States field is displayed in 

the “Doors” menu: 
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“Update Mode” tab 
 

This tab allows defining how the up- 

dater type door can be programmed. 

It allows disregarding certain features 

for the purpose of optimising the re- 

sponse time of the device: 

• Online Reader: it is only a reader, 
which simply reads the card. 

This is the fastest response mode. 

It neither updates data nor col- 

lects openings. It is only used in 

updaters with door control, since 

it only manages the opening of the 

door associated to the device. 

 
• Revalidator: reads and encodes 

the dates and grants of the cards. 

This is the intermediate response 

mode. 

It neither collects the stored events nor loads the locking plan crosses still not encoded on the 

credential, but it allows renewing the expiry of the credentials and modifying the grants 

assigned to the user. 

It can equally be used in updaters with or without door control. 

 
• Updater: reads the card, collects the events and writes the modifications of the matrix for that 

user. 

This is the most complete mode, but the processing time is longer. It collects events, writes the 

locking plan crosses still to be encoded, renews the expiry of the credential and modifies the 

grants. 

It can equally be used in updaters with or without door control. 

 
 
 

Calendar 

It is possible to define the holidays for each site, by means of the “Calendar” tab. 

For this purpose, double-click the hol- 

idays for them to turn red. 

It is possible to define different calen- 

dars of holidays. In order to define a 

new calendar, click “Add” and write a 

name in the field “Name”. Select the 

holidays by double-clicking the corre- 

sponding days. Once you have finished, 

click “Apply”. The new calendar is dis- 

played in the column on the left. 
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After setting the holidays by means of 

the “Calendar” tab, it is possible to re- 

strict the access to the users on holidays, 

both in the “Hours” tab as well as in 

“States”, by clicking on “Holidays”, which 

is after “Sunday”. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

F 
 

“Time Changes” tab 
 

This allows setting the time changes 

for summer and winter. 

The specific dates are taken from those 

defined by Windows. 

Even though the database allows con- 

figuring all the years desired, each 

device stores only the two forthcoming 

changes (valid for the next 12 months); 

therefore, it is necessary to update the 

information in the doors at least once a 

year. 

In the off-line and UoC systems, it is 

necessary to update it manually with 

the portable programmer. 

In the wireless systems, this informa- 

tion is sent automatically on the 1st of 

each month. 
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F.5 MATRIX 
 

Once the users (who), the doors (where) and the hours (when) have been created, it is time to 

define the locking plan. The matrix allows the three things to be tied together. 

 
 

 
In order to access the “Matrix” menu, 

click this option on the main screen of 

the TS1000. 

 
 
 
 
 
 
 
 
 
 
 
 

 
The matrix relates a user to a door, by 

means of a square. 

This square is referred to as a “Cross”. 

 
 
 
 
 

 
By double-clicking the Cross, it is pos- 
sible to define the access properties: 

It is possible to define whether the 

user Miren enters through the Car 

Park: “Never”, “Always” or according 

to one of the timetables defined (Of- 

fices and Admin). Between “Never” 

and “Always” there will be as many 

timetables as you have defined in the 

Hours menu. 

 

• Can leave door open check box: if this check box is enabled, the user can leave the door open, 

by acting as follows: passing their credential through the door once and, immediately 

afterwards, passing it through once again, while the light is still green. In this way, the door 

remains open permanently. For the door to be closed again (for example, at night), it is 

necessary to define a State (see “States” on page 82). 

• Overrides privacy check box: if this check box is enabled, the user can access a door which 

they are authorised to access, even if its privacy thumb turn is engaged. Otherwise, they 

cannot gain access to it, even if authorised to do so, because the privacy thumb turn is 

engaged. 
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From the colour of the cross, it is pos- 
sible to tell the access type: 

• Never: grey colour 

• Always: green colour 

• Hours: the colour of the timetable 

set. In order to see the properties 

of the hours, click the  button. 

For this button to be displayed, it is 

necessary to double-click the cross 

and show the cross definition 

window. It can also be seen by 

right-clicking the corresponding 

cross. 

• +: indicates that the user Overrides privacy. 

• 0: indicates that the user can leave the door open. 

 

The following buttons are available at 

the bottom: 

 

 
F 

 
 

• Select Groups: this allows defining 
which groups of doors and users 

are displayed on the screen, which 

is very useful when the matrix is 

large. 

 
 
 
 
 
 

 
• Find User: a window is displayed 

when this button is clicked, which 

allows finding a user quickly. The 
marker is placed on the name of 

the user sought. The search can be 

conducted by Name, by User ID and 

by any of the User Extra Fields 
which have been defined. 

 
• Find Door: this allows finding a 

door easily, by means of a search 

window, in a large-sized matrix. 

The marker is placed on the name 

of the door sought. The search can 

be conducted by Name, by Door ID 

and by any of the Door Extra Fields 

which have been defined. 
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• Copy User: allows copying the 

accesses of one user to a series of 

individual users, or to one or 

several groups of users. 

 
 
 
 
 
 
 
 

• Copy Door: allows copying the 
accesses of one door to a series of 

individual doors, or to one or 

several groups of doors. 

 
 
 
 
 
 
 
 
 
 
 
 

• Cancel: exits the “Matrix” menu 
without saving the changes made. 

 

 
• OK: saves the changes made to the 

matrix and closes the “Matrix” 
menu. 

 

 
• Apply: saves the changes made to 

the matrix, without exiting the 
menu. 
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F.6 SAVING AND TRANSFERRING THE LOCKING PLAN 
 

Once the locking plan has been created, it is necessary to transfer this information to the portable 

programmer and, subsequently, initialise the locks, readers and/or cylinders. 

 
 

 
In order to access the Portable Pro- 

grammer menu, click “PP” on the 

main screen of the TS1000. 

 
 
 
 
 
 
 
 
 
 
 
 

The most common way is to click F 
“Send Data to PP”, as detailed in 

section “I.2 Transmitting data to the 
Portable      Programmer”     on 
page 114. 

However, it is also possible to store 

the data in a file, without sending 

them to the Portable Programmer 

for the moment, although this op- 

tion is not currently used. 
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G – OPERATORS AND OPERATOR LEVELS 
 
 

 
G.1 INTRODUCTION 
 

In order to access the TS1000 software for the first time, it is necessary to use the “Operator Name” 

and “Password” provided by your distributor. 

This Operator Name and Password can be modified as desired. In addition, it is possible to register 

as many Operators as there are Users in the system. 

 

The difference between a “User” of the system and an “Operator” of the system is the following: 

• User: any individual holding a credential allowing them to open the different doors where a 

cylinder, lock and/or reader are installed. 

• Operator: this is a user of the system, who, in addition, has access to the TS1000 management 

software. That is to say, they have an identification name (Operator Name) and password, 

which allow them to access the software and carry out some or all of the operations which the 

software allows. 

 

The access of the operators to the TS1000 software may have certain operations restricted. That 

is to say, there are “Operator Levels”. 

G 

 
G.2 OPERATOR LEVELS 
 

On the TS1000 main screen, access 

the “Setup” menu, clicking the corre- 

sponding button. 
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In the “Setup” menu, click the “Opera- 

tor Levels” tab. 

As can be seen, there are 5 different 

Operator Levels. 

It is possible to define which functions 

will be available for each of the 5 levels. 

For this purpose, select one of the levels 

from the drop-down menu (for exam- 

ple, 5, which is the highest and has the 

most functions allowed) and, in the list, 

select the Functions available for that 

level. 

You can do the same for the other 4 

levels. 

Afterwards, each Operator should be 

assigned the Level which is consid- 

ered appropriate. 

 
 
 
 
 
 
 
 

The Functions selected for Level 1, 

which has the fewest functions allowed, 

are shown in this example. 

By default, the levels ranging from 1 to 4 

have the option “Close Programme” en- 

abled, in order to avoid a situation 

where an operator, who has been as- 

signed by mistake to one of these levels 

without this having been defined in ad- 

vance, is left with the programme open 

without being able to log out. The other 

options can be selected as desired, so 

creating different profiles according to 

needs. There is no need to go from few- 

er to more functions allowed. 

 

The functions “Does NOT need Author- 
ising Key to...” involve a special process 

for their activation, which is explained 

in section “L.3 Deactivation of the Au- 
thorisation Key” on page 188. 

 

Once the Operator Levels have been 

defined, it is necessary to define the 

System Operators. 
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G.3 OPERATORS 
 

On the TS1000 main screen, access 

the “Operators” menu, by clicking the 

corresponding button. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

The “Operators” screen is displayed: 

 

This screen allows adding the Opera- G 
tors to the system. 

 

The meaning of the different fields is 

explained below. 
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“Card User” field 
 

This field allows selecting, from among all the Users of the system, the one who is to be added as 

an Operator. 

By clicking the user list, all of them are 

displayed, except for those who have 

already been added as operators. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Select a user from the list, and their 

name will be displayed in the field 

“Card User”. 



Operators and Operator Levels 

97 V 09/2016 

 

 

“Operator Name” field 
 

This field allows assigning an Identification Name to the Operator who is being added. This name 

need not match the User name. 

Type the Operator name in the corre- 

sponding field. 

 

It is possible to choose an “alias” from 

1 to 10 digits for the Operator name, 

whereas the User name tends to be 

their first name and both surnames. 

 

Either capital or lower case letters 

may be used in the Operator name. 

 

Once the Operator has been added, 

they will be displayed in the column 

on the left with the assigned Operator 

name in this field. 

 
 
 

G 
 
 

“Password” field 

 
 

The password must have at least 6 

characters, including a capital letter 

and a digit. 

 

When entering the password, for 

security, this is shown as asterisks on 

the screen. 
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“Security Level” field 
 

This field allows selecting the Security 

Level, from among the 5 existing ones. 

 

In the previous section, “G.2 Operator 
Levels” on page 93, it was explained 
how to define the operations allowed 
for each level. 

 
 
 
 
 
 
 
 
 
 
 
 

 
“Cards Validity Limit” field 

 
This field allows preventing certain operators from encoding user cards with no expiry limit. 

When encoding a user card, it is possible to set an expiry date for it. If the field is left blank, this 

means that it will never expire. If a date is entered, the card will stop working from then. 

 

There are two settings: No Limit and Limited to. 

“No Limit” setting: 

This option allows this Operator to 

encode user cards without indicating 

an expiry date and, as a result, these 

cards will NEVER expire. 
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“Limited to” setting: 

 

This option allows entering a number 

of days (from 1 to 730; 100 in the ex- 

ample) after which the card will expire, 

even if the operator had not entered an 

expiry date when encoding it. 

 
 
 
 
 
 
 
 
 
 
 
 

“Show user and door groups” field 
 

This field allows choosing between 

the “Collapsed” or “Expanded” view. G 
This refers to the initial view of the 
matrix with user and door groups. 

 

If the matrix is too large, it is impossi- 

ble to view all of it on the computer 

screen; only a part can be seen. In this 

case, it is preferable to initially use the 

“Collapsed” view for the groups and 

then expand them one by one as re- 

quired. 
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“Manage door groups” and “Manage user groups” fields 
 

This option allows restricting (for this Operator) the possibility of viewing and managing some 

groups of doors and/or users. 

If you do not want to restrict any group, 

select the option “All”, either for the 

door groups, the user groups or both. 

If you want to apply a restriction, tick 

the option “Selection” in the corre- 

sponding group (doors, users or both) 

and tick the groups which the opera- 

tor is going to manage (“Accesses” in 

the example). 

 

This option is very useful in some cas- 

es, when, for example, a site is divided 

into several buildings with a manage- 

ment team in each. In this way, it is 

possible for each Operator to manage 

only the users from their own build- 

ing, preventing them from providing 

credentials to users from others. 

 

 
“Add” and “Close” buttons 

 
After filling in all the fields, click “Add”, 

if you want to keep adding operators, 

or “Close”, if you do not want to add 

any other. 

 

In both cases, a screen is displayed 

which asks whether you want to save 

the changes. 

 
 

From that moment, when opening 

the “Operators” window, the new op- 

erator will be displayed in the column 

on the left: 
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H – GRANTS 
 
 

 
H.1 INTRODUCTION 

 
One of the functions of the “TESA Access Control” system is managing electronic cylinders, 

electronic locks and/or wall readers “off-line”. 

In an “off-line” system, once it is in operation, each time a modification is made to the locking 

plan, the data must be transmitted to the affected doors using the Portable Programmer. 

The “TESA Access Control” system allows defining certain special parameters by means of which 

it is possible to grant or deny the access of a user to a door (or group of doors) precisely at the 

moment when the credential of that user is encoded. This avoids the need to go to the door. 

These special parameters are called “Grants”. 

 
 
 

H.2 OPERATION WITHOUT GRANTS 
 

Once the system is in operation, when working without grants, the operation sequence of the 

cylinders, locks and/or readers is the following: 

 

• The cylinders, locks and/or readers have the locking plan stored in the memory of their control 

unit. 

H 
• When a user uses their credential in a door, the reader module reads the information stored 

in the credential and transmits it to the control unit. 

 
• For the user to be able to open the door, the control unit must check that the credential meets 

the following requirements: 

 
System code 

The system code encoded in the credential must match that of the site. 

 
Activation and expiry dates 

If the credential has an activation date encoded in it, this must be prior to the date and time 

when the door opening is attempted. 

If the credential has an expiry date encoded in it, this must be subsequent to the date and time 

when the door opening is attempted. 

 
Matrix 

The user must hold authorised access in the system matrix (locking plan). Either Always or 

based on one of the Time Zones set. 

 
If the credential meets all these requirements, the user will be able to open the door. 

Otherwise, the opening will be denied. 
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In this operation mode, each time you want to authorise or deny the access of a user to a door, 

the following steps are necessary: 

 
1 To modify the locking plan: User/Door locking plan cross on the matrix. 

 
2 To transmit the data to the Portable Programmer (this step is not necessary for wireless 

doors). For an Update on Card system, it is also possible to encode the credential of the 

affected user (in the encoder or updater) for the pending modification to be loaded. 

 
3 To bring the Portable Programmer to the door and update it. That is to say, to update the 

locking plan stored in the control unit of the door (this step is not necessary for wireless 

doors). If the system is Update on Card and the credential has been encoded in the previous 

step, the user will themselves update the information when passing the card through the lock. 

 
4 To collect the data from the Portable Programmer by means of the corresponding button on the 

“PP” menu in the TS1000, for the database to be updated with the information about the doors 

already updated and for the system to close the process. If the system is Update on Card and the 

modification has been made by means of the credential of the user, the card will have to be read 

again, either using the encoder or in an updater, in order to capture the confirmation of the 

update and for the database to close the update process. 

 
This process may end up becoming burdensome when it must be carried out relatively often 

(frequent changes of permissions). Grants allow this situation to be avoided. 

 
 

H.3 OPERATION WITH GRANTS 
 

A Grant is an additional parameter which can be entered into the system voluntarily. 

This parameter will be an additional condition that a door or group of doors will demand of users. 

That is to say, a user intending to open a door which requires a Grant will have to be in possession 

of that Grant. 

The Grants held are stored in each user’s credential and therefore can be determined at the 

moment of encoding it. 

 
The operation sequence is as follows: 

 
• The cylinders, locks and/or readers have the locking plan stored in the memory of their control 

unit. 

 
• When a user uses their credential in a door, the reader module reads the information stored 

in the credential and transmits it to the control unit. 

 
• For the user to be able to open the door, the control unit must check that the credential meets 

the following requirements: 

– System code 

– Activation and expiry dates 

– Matrix 

– Grant: the credential of the user must be in possession of the grant required by that door 
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In this way, if you want to withdraw the access of a user to a door, you only need to encode the 

credential again, having cancelled the corresponding grant beforehand. It is neither necessary to 

modify the locking plan nor to go to the door with the Portable Programmer. 

 

If the system is Update on Card, the card can be encoded in the encoder or simply in an updater 

connected to the database. 

 
 
 

 
H.4 USING GRANTS 

 
Using grants requires taking the following steps: 

1 “Defining the Grants” 

2 “Assigning grants to the doors” 

3 “Updating the matrix” 

4 “Updating the doors” 

5 “Assigning the grants to the users” 

 

These steps are described in the following sections. 
 

 

Defining the Grants 
 

In order to use the grants, in the first place, it is necessary to define the grants desired. H 

For this purpose, first of all, access the 

“Setup” menu, on the TS1000 main 

screen. 
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In the “Setup” menu, select the “Grant 

Names” tab. 

 

It is possible to define up to 48 differ- 

ent grants. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

EXAMPLE: in order to create a grant for 

the “Warehouse” door of a site, write 

the word WAREHOUSE in the field 1. 
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Assigning grants to the doors 

 
 

Once a grant has been created, a new 

field called “Requires Grant” is dis- 

played in the “Doors” menu. 

 

If this field is blank, it means that that 

door does not require any grant and, 

therefore, its operation mode will be like 

the one explained in section “H.2 Opera- 

tion without Grants” on page 103. 

 
 
 
 
 
 
 

If you want to assign a grant to a door, 

in the first place, the door is selected 

(for example, the “Warehouse” door). 

 

Afterwards, in the drop-down menu 

of the field “Requires Grant”, the re- 

quired grant is selected (“WARE- 

HOUSE” in the example). H 

 
Finally, the “Apply” button is clicked. 

 
 
 
 

 
If desired, the same grant can be as- 

signed to several different doors. For 

example, if there are 5 different offices 

on a floor (Floor 1), it is possible to de- 

fine a grant called “Floor 1” and assign 

it to the 5 doors of the “Floor 1” group. 
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Updating the matrix 
 

For the use of grants to be really effective, it is advisable to authorise access by all the users of the 

system to all the doors which require a grant. 

 

The granted access can be according 

to the time zone “Always” (green col- 

our) or according to any of the Time 

Zones set in the system. 

In this way, authorising or denying the 

access of a user to a door which re- 

quires a grant will only depend on 

whether the user holds that grant. 

 

In the example, all the users have 

been provided with granted access to 

the “Warehouse” door. 

 
 
 
 
 
 
 

Updating the doors 
 

After the previous steps have been followed, it is necessary to update the affected doors for the 

grants to start operating. In the event of an initial start-up, rather than updating the doors, it is 

necessary to initialise them. 

 

This is done in the following steps: 

1 Transmitting the data to the portable programmer 

2 Updating and/or initialising the affected doors 

 

According to the example, the door to be updated would be “Warehouse”. 

 
 
 
 

 

Assigning the grants to the users 
 

On a similar basis to the Doors menu, when Grants are defined in the system, a new tab called 

“Grants” is automatically displayed in the Users menu. 
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In that tab, the list of Grants available 

in the system is displayed. Each grant 

has a check box for selection which, if 

empty, means that the user does not 

hold that grant. 

 

If you want to assign a grant to a user, 

you only need to select the user and 

assign them that grant. 

 

The assignment of grants can be mod- 

ified as many times as desired; you 

only need to encode the credential of 

the user again each time the assign- 

ment is modified. 

 
 

 
In the example, the grant WARE- 

HOUSE has been assigned to the user 

Fernando. 

 

Once the credential of Fernando has 

been encoded, he will be able to ac- 

cess the Warehouse without carrying 

out any other process. 

H 

In order to prevent Fernando from ac- 

cessing the warehouse, you only need 

to remove the selection from the grant 

WAREHOUSE and encode his credential 

again. 

 

If the system is Update on Card, the 

encoding can be carried out manually 

in an encoder or when the user goes 

through an updater. 
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H.5 EXAMPLES OF APPLICATION OF THE GRANTS 

Management of the entire site using grants 

In a site with up to 48 doors (which is the maximum number of grants which can be defined in the 

“Grant Names” tab of the “Setup” menu), a grant can be defined for each door. 

It is therefore possible to design a matrix where all users have access to all the doors, either Always 

or based on a Time Zone. 

In this way, whether a user has access or not to any door of the site only depends on the assignment 

of grants and not on the matrix. 

In a site with these characteristics, it is only necessary to go to the doors with the Portable 

Programmer during the initial start-up, when you want to collect the record of openings and/or 

when you need to add users to the system. 

The changes to the accesses of each user will be made by modifying their grants and encoding 

their credentials again, without the need to go to the doors. If the system is Update on Card and 

there is an updater, the changes will be automatically applied by the users when passing the 

credential through the updater. 

 

 
Guest management 

 
In general, the issues related to guest management in a site are the following: 

• There is no information on “Who” the guest will be 

• There is no information on “How many” guests there will be 

• There is no information on “Who” the guest is visiting and, therefore, “Where” they need 

access to 

• There is no information on “How much time” they are going to be in the site 

 

Grants can help in the management of this situation. For this purpose, it is possible to define a 

group of users called “Guests”. 

We will refer to them as “Guest 1, Guest 2, Guest 3, ..., Guest Z”, Z being the maximum number of 

guests expected per day. 

The users of this group will be provided with access according to the time zone to such doors or 

groups of doors which are deemed appropriate. 

These doors or groups of doors will require one of the grants defined. 

In this way, when a potential guest arrives, the following is done: 

• selecting the user number “Guest X” which is available, 

• assigning the necessary grants based on the visit to be paid, 

• assigning the expiry date and time, and 

• encoding the credential (if the system is Update on Card and there is an updater, the changes 

can be automatically applied by the users when passing the credential through the updater). 

After that expiry date and time, the “Guest X” credential will be available once again for another guest. 

The names of the individuals are not managed with this system (changing the name of a 

credential would affect all the events, both past and future, of that credential). 

However, this can be managed in another programme, recording the name of the individual next 

to the number of the credential assigned, and the entry and exit dates. 
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Magnetic Stripe Proximity Electronic Key and Cylinder 

I – PROGRAMMING CREDENTIALS AND DOORS 

 
 
 
I.1 INTRODUCTION 

 
After entering the necessary parameters for the operation of the site into the software, in order to 

run the system, it is necessary to transfer the information to the credentials (keys or cards) and 

doors (cylinders, locks or wall readers). In addition, for the case of electronic keys, it is necessary 

to authorise them after encoding. 

In order that the computer can communicate with the credentials and doors, different devices 

are needed, based on the type of technology used: 

• Encoding of credentials: 

– Electronic keys (contact chip): ST Portable Programmer 

– Proximity (cards, key-rings, wristbands, watches...): Proximity Encoder 

– Magnetic Stripe Cards: Magnetic Stripe Encoder 

 
• Encoding of doors: 

– Electronic cylinders: ST Portable Programmer 

– Proximity Locks and Wall Readers: ST Portable Programmer 

– Magnetic Stripe Locks and Wall Readers: IT Portable Programmer 

A summary table is shown below: 

1 Encoding credentials ST Portable Programmer Proximity Encoder Magnetic Stripe Encoder I 
 

2 Encoding doors ST Portable Programmer ST Portable Programmer IT Portable Programmer 

3 Authorising Key Not necessary Not necessary 
 

 
 

 

NOTE: the authorisation of the key can be omitted from the process if its encoding is carried out 
by an operator of an operator level where the option “Does not need Authorising Key to activate 

staff keys” has been enabled (see “Does NOT need Authorisation Key to activate staff keys” option on 
page 190). 
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I.2 TRANSMITTING DATA TO THE PORTABLE PROGRAMMER 
 

After encoding the credentials, the next step in order to run the system is transmitting the data to 

the Portable Programmer (PP) so as to initialise the cylinders, locks and/or readers with that data. 

To send the data to the Portable Programmer, it is necessary to for the Programmer to be 

connected to and installed on the computer. It will be necessary to have a USB or RS-232 serial 

port, depending on the Programmer model. 

Refer to the Instruction Manual of the Programmer used to see how it is connected, installed 
and managed. 

 
 
 
 
 

After installing and connecting the 

Programmer to the PC, click the “PP” 

button on the TS1000 main screen. 

 
 
 
 
 
 
 
 
 
 
 
 
 

 
The following screen is displayed: 

 

Before sending the data to the Portable 

Programmer, it is necessary to select 

some options in the corresponding 

fields: 
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“Send Doors to PP” field 
 

This field has three settings: “Not Updated”, “Door Selection”, “All”. 

• The option “Not Updated” is the one selected by default. By selecting this option, the 

information on those doors whose locking plan or information has undergone some change 

but which are still not updated will be sent to the Portable Programmer. If this option is used 

the first time the data are sent to the Portable Programmer, the data related to all the doors 

will be sent to it, since none of them has received any information from the system. 

This option is very useful in large sites, when it is not clear which doors have been changed, and 

sending all the doors to the Programmer would occupy too much memory unnecessarily. It is 

a convenient option, but it entails that the Programmer will only have the doors which have 

been modified loaded in it and, if you subsequently want to act on another door, it will be 

necessary to load the data into the Programmer again. 

 
 
 
 

• The option “Doors Selection” al- 

lows selecting the doors which are 

needed: this option is selected and 

then the “Select” button is clicked. 

 
 
 
 
 
 
 
 
 
 

I 

When clicking the “Select” button, 

the following screen is displayed: 

In the column on the left, the 

doors which are Not selected are 

displayed and, on the right, there 

appear the ones which are Select- 

ed. In order to move doors from 

one column to the other, the fol- 

lowing buttons are available: 

– The “>” button (select door) 

moves the door which is ticked 

in the left-hand list to the list 

on the right. 

– The “>>” button (select all) 

moves all the doors to the list 

on the right. 

– The “<” button (reject door) 

moves the door which is ticked 

in the right-hand list to the list 

on the left. 

– The “<<” button (reject all) moves all the doors to the list on the left. 
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This screen also allows selecting by 

“Door Group”, by “Technology 

Type” or by “Door Type”. 

For this purpose, it is necessary, in 

the first place, to empty the list of 

selected doors, by clicking on 

“<<”. Afterwards, it is necessary to 

click the drop-down list you are in- 

terested in (Group, Technology or 

Type) and select the name identi- 

fying the set of doors desired. Fi- 

nally, you have to click on “>” to 

send the set selected to the list on 

the right. 

In the example, the group “Accesses” 

is being selected. 

– The selection by “Door Group” 

allows loading the Portable Pro- 

grammer with the information 

on one of the Groups previously 

created in the “Doors” menu. Depending on the groups created, this is useful, for example, 

for selecting all the doors on one floor of a building, in a specific department of a company, 

one unit from a group of buildings, etc. 

– The selection by “Technology Type” allows automatically separating out the doors with a 

given technology, in the event of having several. 

– The selection by “Door Type” allows selecting, without having to conduct a search, the 

doors of type “Access Control”, “Common Access”, “High Traffic Door” and “Safe”. 

The selection of doors to be sent to the Portable Programmer may involve several individual 

selections made successively, that is to say, it is possible to select first the “Accesses” Group 

and, then, the “Offices” Group. 

After selecting the desired doors, you have to click “OK” and you return to the “Portable 

Programmer” screen. 

This option is very useful when the locking plan is very big and, for some reason (security, 

assignment of zones, simplicity), you want to have partial information on the site available in 

the Portable Programmer. 

 

• The option “All” loads all the doors 
into the Portable Programmer. 
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“Available operations” field 
 

After sending the data to the Portable 

Programmer, it is possible to carry 

out, using the Programmer, the fol- 

lowing operations: 

• Initialise doors 

• Update doors 

• Open doors 

• Open safes 

• Update firmware 

• Read openings from doors 

• View openings 

• Read keys 

 

Select only the operations you want to carry out, by ticking the corresponding check box. 

 
 
 

“View doors sorted by” field 
 

After sending the data related to the doors of the site, you can choose how they will be sorted in 

the Portable Programmer: it is possible to view them sorted by “Group” or “Name”. 

• The option “Sort by Group” will 

arrange the door list in the order in 

which they are displayed on the 

“Doors”  screen, without taking I 
into account their names, but the 

group they belong to. For example, 

the doors of the “Accesses” group 

first, followed by all the doors of 

the “Workshops” group. 

• The option “Sort by Name” will 

arrange the doors sorted by al- 

phabetical order, without taking 

into account the group they be- 

long to. 
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“PP data expiry” field 
 

The Portable Programmer, loaded with data, allows carrying out actions like Initialise, Update and 

even Open doors. This could cause security issues in the site if the Programmer happened to be 

in the possession of non-authorised individuals. 

As a result, as a preventive measure, the data in the Programmer expire by default at 23 hours 59 

minutes on the same day of the week after the loading of the data. Once the data have expired, 

the Programmer turns into an inoperative tool. 

 

The expiry date and time can be mod- 

ified as deemed convenient, with a 

maximum limit of one year, the user 

assuming the risk posed by the securi- 

ty issue arising in the event of loss. 

 

WARNING: the date entered in this 

field is only used at the moment of 

sending the data to the Programmer, 

not being recorded in the system. If, 

after loading the data into the Pro- 

grammer, the window is closed, 

when it is opened again, the field will 

show the default date, although the 

Programmer will retain the date en- 

tered until a different one is sent. 

 
 

“Password to open doors” field 
 

From the Portable Programmer, it is possible to carry out emergency openings of the cylinders, as 

well as of the locks and wall readers. In the Portable Programmer, this function is called “Open 

doors” and it can be found in the “F2: Doors” menu. 

In order to carry out this emergency opening, the Authorising Key of the system must be inserted 

into the Portable Programmer as a security measure (except when its use has been disabled as 

explained in “L.3 Deactivation of the Authorisation Key” on page 188). 

The system allows setting an additional security measure: the “Password to open doors”. In this 

way, in order to carry out emergency openings with the Portable Programmer, in addition to the 

Authorising Key, it is necessary to enter a Password. 

Thus, it is possible, for example, to give the Portable Programmer to another individual for the 

purpose of performing maintenance tasks, such as updating doors or collecting openings, 

knowing that they cannot open the doors without the Password. If necessary, this individual can 

contact the System Manager, who will provide the Password if so considered appropriate. The 

door will be opened with no further inconvenience, but the System Manager will be aware of this. 

WARNING: it is important to highlight that the password must be set EACH TIME the data are 

sent to the Portable Programmer, that is to say, if the Programmer is loaded with a password 

to open doors, this will be valid until the data expire or the Programmer is loaded again. 
If no password is entered when sending the data again, the tasks will be carried out directly, 

without requesting authorisation. 

If a different password is entered, the latter will be the one requested and the former one will 

be invalidated. 
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As a matter of security, the password 

remains hidden, represented by aster- 

isks. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

Send PP data to file 

 
 

It is possible to create a file with the 

data to be loaded into the Portable 

Programmer and save it on the PC. 

 

Nowadays, this option is not used any 

more. I 
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“Send Data to PP” button 
 

After following the previous steps, it is 

possible to send the data to the Porta- 

ble Programmer, by clicking on “Send 

Data to PP”. 

 

Before clicking this button, it is 

important to make sure that the 

Portable Programmer is on, since it 

has a powersaving facility which 

automatically turns the device off 

after some minutes of inactivity. 

 
 
 
 
 
 
 
 
 

 
Once the loading has been finished 

successfully, the corresponding con- 

firmation message is displayed. 

 

From this moment, the Portable Pro- 

grammer contains all the information 

necessary to carry out the tasks trans- 

ferred, according to the options selected 

in the column on the right. One of these 

is “Initialise doors”, which is described in 

“I.3 Initialising the doors of the site” on 

page 123. 

 
 
 
 
 
 
 
 

“Get Data from PP” button 
 

With the Portable Programmer, it is possible to carry out various operations on the doors, such as 

Initialise doors, Update doors, Read events from doors, etc. 
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In some of these operations, the Pro- 

grammer collects data from the doors, 

which can then be analysed by means 

of the TS1000 software. In order to 

conduct this analysis, it is necessary to 

transfer the data collected by the Pro- 

grammer to the database, which task is 

carried out by clicking the “Get Data 

from PP” button in the “PP” menu of 

the TS1000. 

This operation is essential, after having 

initialised or updated devices, for the 

system to be notified that the changes 

have been made to the doors, so that it 

does not consider these to be pending 

(orange or blue colour in users and 

doors). 

Before clicking this button, it is 

important to make sure that the Portable Programmer is on, since it has a powersaving facility 

which automatically turns the device off after some minutes of inactivity. 

 
 

“PCToLock” button 
 

There is another method, an alternative to the Portable Programmer, to send the data to the 

doors, initialise and update them, as well as to read their openings. This system is called “PC To 

Lock”. It consists of the following components: 

• Electronic device using “USB-KCOM” communication, which connects to a PC through a USB 

port and to the doors through a cable. 

• Portable PC or equivalent device with Windows XP, Vista, Windows 7, Windows 8.1  or 

Windows 10 operating system. I 

• “PCToLock” software to manage 

the communication with the doors. 

This software is automatically in- 

stalled in the same directory as the 

TS1000, when installing the latter. 

NOTE: it is also possible to work with 

the PCToLock software and the USB- 

KCOM device without using the TS1000 

software. For more information, refer to 

the instructions for these products. 

 

After clicking the “PC To Lock” button 

on the “PP” screen of the TS1000, the 

PCToLock software is run, which allows 

using the “USB-KCOM” device. 

 

For more information on the 

“PCToLock” software and the “USB- 

KCOM” device, refer to their 
respective instruction manuals. 
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“Write PCToLock File” button 
 

If you wish to use the “PCToLock” 

software in the doors of the site, it is 

necessary to have a file with its data, 

called “LockLoadData”. 

This file is generated at any TS1000 

management console of the site, by 

clicking the “Write PCToLock File” 

button of the “PP” menu. 

After clicking this button, a message is 

displayed requesting the location 

desired for saving the corresponding 

*.zip file for the site, in order to be able 

to work with it later on. It is advisable 

to save it in the same folder as the 

“PCToLock” software. 

If you want to use the PCToLock 

software on a Portable PC or Tablet 
where the TS1000 has not been installed, in order to be able to work more conveniently at the 

doors of the site, it is necessary this device to have a specific folder (for example, C:\PCToLock) to 

which the PCToLock.exe files and all the “PCToLockMsgs.*" have been previously copied, and, 

subsequently, transfer the information of the data for the locking devices by copying the file 

called “LockLoadData.zip”. 

 

“Read PCToLock File” button 
 

In the “PCToLock” software, it is possible to carry out various operations, such as Initialise doors, 

Update doors, or collect events recorded in the doors (Auditor) to analyse them with the TS1000, 

etc. 

After carrying out these operations, the data are recorded in the file loaded into the “PCToLock” 

software, so that, for the database of the site to be updated, it is necessary to process this file using 

the TS1000 software. 

In this way, the system will record the updates, initialisations, firmware changes and events of the 

doors, so that subsequent management is conducted on the real data of the site. 

This downloading process is carried 

out by transferring the data file from 

the portable PC or tablet to any 

TS1000 management console and 

clicking the “Read PCToLock File” but- 

ton of the “PP” menu. 

A window will be opened for you to 

select the file from the location where 

it is stored. 

Once the file has been processed suc- 

cessfully, the system will have all the 

data and firmware changes recorded, 

in addition to the events which have 

been collected and which can be ana- 

lysed as usual, using the “Openings” 

menu of the TS1000 software. 
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## 

F2 

I.3 INITIALISING THE DOORS OF THE SITE 
 

Introduction 
 

The initialisation of all the access points is carried out by means of the Portable Programmer or 

the PCToLock device, after having transmitted the locking plan to it, as has been explained in the 

previous point. 

The initialisation of a door involves assigning a name to it, as set in the programme, and 
transmitting its locking plan to it, that is to say, how it should respond when presented with each 
of the credentials of the site. 

When it is initialised, the product loses all the information previously stored in it. If still set to 

factory settings (as delivered from the manufacturer), it will cease to be so. 

Once a cylinder, lock or wall reader becomes part of a site, it can only be initialised anew with 

information from another door of the same site. That is to say, once initialised, you can change 

their location as many times as you wish, but always within the site they were initialised for. 

 

Initialisation by means of the Portable Programmer 
 

For initialisation using the Portable 

Programmer, it is necessary to con- 

nect it to the Electronic Cylinder, Lock 

or Wall Reader. 

 
 
 
 
 
 

 
I 

 

The process is carried out at each door, 

by means of the Portable Programmer, 

in the menu “2- Doors” > “Initialise” > 

“Select Door” > “OK”. 

 

For more information, refer to the in-    

structions for the Portable Programmer. 

 
 

 

In addition, it is necessary for the Au- 

thorising Key of the system (Blue Key 

for Electronic and Proximity Cylinders, 

Green Key for Magnetic Stripe) to be 

inserted into the Portable Program- 

mer (except when its use has been 

disabled as explained in “L.3 Deactivation 

of the Authorisation Key” on page 188).    

#I#n#i#t#i#a#l#i#z#e##D#o#o#r#:# 

Office 4 
Office 5 

Office 3 
#O#f#f#i#c#e##2# 

Update 
#I#n#i#t#i#a#l#i#z#e## 
Open 
 Test 
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The Authorising Key is a special key which contains the system code, exclusive for the site, and 

enables its holder to carry out the sensitive functions of the system (particularly, Authorise keys, 

Programme, Update and Open doors). Therefore, unless otherwise stated (as explained in 

chapter “L – Other Functions”), this key is essential in the execution of this process. 

 

Once the door has been initialised by 

means of the Portable Programmer, it 

is necessary to collect the openings. 

This last step is very important for 

the information of the work done at 

the doors to be recorded in the data- 

base and for the pending actions to be 

recognised as completed, so that the 

affected doors and users are high- 

lighted in black, rather than orange or 

blue, in the corresponding menus. 

In order to do this, connect the Portable 

Programmer to the TS1000 manage- 

ment console and click the “Openings” 

menu on the main screen of the soft- 

ware. 

 
 
 
 

On the “Openings Reports” screen, 

click the “Collect Openings from PP” 

button. It is also possible to update 

the information by clicking the “Get 

Data from PP” in the “PP” menu. 

After this operation has been carried 

out, the door initialisation process is 

finished. 
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Initialisation by means of PCToLock 
 

It is also possible to initialise the door with the “PCToLock” software and the “USB-KCOM” device 

connected to a portable PC or equivalent device, rather than using the Portable Programmer. 

 

For this purpose, run the “PCToLock” 

software on the PC where the “USB- 

KCOM” device is connected. 

 
 
 
 
 
 
 

 
The initialisation of the doors is car- 

ried out by means of the “Initialise” 

button. 

 

For more information, refer to the in- 

structions for the “PCToLock” software 

and the “USB-KCOM” device. 

 
 
 
 
 

I 
 

After the initialisation, it is necessary to 

update the information of the system. 

For this purpose, click the “Read PC- 

ToLock File” button in the “PP” menu of 

the TS1000. 

For more information, refer to ““Read 
PCToLock File” button” on page 122. 

This step is only necessary if the PC- 

ToLock has been used on another PC by 

means of the option “Write PCToLock 

File”. 

If the “PCToLock” button is clicked, it 

is carried out automatically. 
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I.4 ENCODING OF CREDENTIALS 
 

NOTE: particularly in Update on Card systems, the encoding of credentials must be carried out 

once the doors have been initialised and the database updated with the information of that 

initialisation, in order to minimise the loading of locking plan crosses still not encoded on the 

credentials. 

 

The encoding of Credentials is always carried out from the “Users” menu of the TS1000 software. 

The information encoded on each credential is, basically, what can be seen in the Users tab, 

encrypted. 

In order to encode the credentials, it is necessary to have the Credential Management Device 

connected to and installed on the computer. It will be necessary to have a USB or RS-232 serial 

port, depending on the device. 

Refer to the Instruction Manual of the Device used to see how it is connected, installed and 
managed. 

 

As a guide, the procedure for the different types of technology is shown below: 

 
• Electronic Keys: connect the Portable Programmer to the PC and click the ON/OFF button to 

turn it on (after a 2 minute period of inactivity, the Programmer turns off automatically to save 

battery). 

 
• Proximity: connect the Encoder to the PC by means of the USB cable and it will start running, 

since it is powered by the USB port of the PC (in some models, which are connected to the PC 

by means of an RS-232 serial cable, it is necessary to use an external adaptor for the Encoder). 

A red LED will come on on the Encoder, indicating that it is receiving power. 

 
• Magnetic Stripe: connect the Encoder to the PC and start it up by plugging in the adaptor 

supplied with it and turning on the black switch located at the back of the Encoder, on the 
right. A green LED will come on at the front. 

 

On the “Users” screen of the TS1000, 

select the user name (highlighted in 

blue) whose credential you want to 

encode. 

 

Once the user has been selected, click 

the “Encode” button. 
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The software prompts you to present 

the credential to be encoded: 

• Electronic Keys: Insert the key... 

• Proximity: Place the card... 

• Magnetic Stripe: Insert the card... 

 
 
 
 
 
 
 
 
 
 

Finally, if the encoding is successful, 

the corresponding confirmation mes- 

sage is displayed, indicating that the 

encoding process of the Credential 

has been successfully finished. 

 

After encoding the credential, the 

user name will be displayed in black, 

indicating that this credential has 

been encoded. 

 
 

I 
 
 
 
 

Repeat the same process for every User whose credential you want to encode. 

 

It is not necessary to encode all the credentials at the same time if you are not going to use them. 

You can return to the “Users” menu later on to encode more credentials when necessary. 

 

When changes are made to the data stored in the software, it is necessary to check the colour of 

the user name in the Users List. If the name appears in black, this means that it is not necessary to 

encode the credential of that user again. If the name is displayed in red or blue, this means that it 

is necessary to encode the credential again for the changes to be applied. For example, in the 

event of modifying the activation and expiry dates of a user, it will be necessary to encode their 

credential again. 
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I.5 AUTHORISATION AND DENIAL OF ELECTRONIC KEYS 
 

Unlike card-type Credentials (Proximity and Magnetic Stripe), the Electronic Keys of the STX 

contact electronic keys and cylinders system of TESA have an additional security feature called 

Authorisation. 

Thanks to this feature, an STX Electronic Key, encoded as indicated in “I.4 Encoding of credentials” 
on page 126, will contain in its memory the data related to the user assigned and the clock/ 

calendar correctly set, but it will not yet hold the necessary permission to access the site. An 

attempt to access with the key in this state will record the event “Key not authorised”. 

This feature allows the Site Manager to delegate the encoding of the user Keys to another 

individual, but maintaining control over the keys created, since for a Key which is not authorised 

to become valid in the site, it will be necessary for the Manager, who is responsible and the holder 

of the Authorising Key, to carry out a simple, but essential, Authorisation process. 

 
 
 

Authorisation process 
 

This involves approaching any cylinder in the site (it can be a spare cylinder, properly initialised, 

and kept next to the Authorising Key) and carrying out the following steps: 

1 Insert the Authorising Key into the cylinder and verify that the LED of the Key blinks several 

times, turning from red to green. Once the blinking has stopped, remove the Authorising Key. 

2 Insert the Key which is not authorised into the cylinder and verify that the LED of this Key 

likewise blinks several times. Wait until the blinking stops and remove the Key from the 

cylinder. 

From this moment, the Key will be authorised and it will be possible to use it as established in the 

Matrix of the programme. 

 
 
 

Denial 
 

Another exclusive feature of the Electronic Cylinder/Key Technology, derived from the possibility of 

Authorisation of the Key, is the possibility of “Denial” in the event of fraudulent or inappropriate 

use. 

If a user receives six or more consecutive messages related to Access Rejection on their key, either 

in the same door or in several doors within a site, with no Permitted Access in between, the Key 

will become Not authorised again, it becoming necessary for the Site Manager to repeat the 

Authorisation process. As a result, the individual responsible will be informed of the key use 

irregularity and will be able to take the measures deemed convenient in each case. 

Just as the case of the Programming of the Doors, the “Authorisation” process of the Keys is an 

essential step for the system to operate correctly, unless expressly stated otherwise (see chapter 

“L – Other Functions”). In such a case, the “Denial” function will also be inoperative. 
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J –  WIRELESS SYSTEM 

 
 
J.1 WIRELESS SYSTEM ARCHITECTURE 

 
In a wireless system, the PC can communicate with the wireless devices (locks, wall readers, etc.) 

by means of radio frequency, both to update them and to collect their events. For this purpose, 

the following additional elements are required: 

• Wireless devices at the doors, with RF module, to communicate with the HUB. 

• HUB to communicate with the wireless devices through RF. The HUB is connected to the PC 
(server) through TCP/IP. 

 

The RF communication is at 868 MHz or 915 MHz. The information sent between the devices is 

encrypted (AES128 standard encryption). 

 
 

 

PC 
Client 1 

 
data.fbd 

HUB 1 

 
 
 

PC 

Client 2 

 
 
 
 

PC 
Client n 

 
TCP/IP  

Server 

 
TCP/IP 

HUB 2 

 
 
 
 
 
 

HUB n J 

 

Fig. 4 Wireless system architecture, with a single centralised server 

 
 

 
A computer can control as many Hubs as deemed necessary. A Hub can control up to about 30 

wireless locks in a radius of up to 30 meters in a closed environment or up to 100 meters in an 

open environment. The range is different at each site, according to its construction characteristics 

(wall thickness, materials used, etc.). 

 
 

 
NOTE: the wireless system allows updating the locks and reading their events without the need to 

bring the Portable Programmer to them. However, their initialisation must always be carried out 

by means of the Portable Programmer. 
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J.2 WIRELESS SYSTEM CONFIGURATION 
 

The main steps for configuring a wireless system are described below. 

 

 
Hub setup 

 
Connect and supply power to the Hubs as explained in their corresponding product manuals. 

 

As a summary, and bearing in mind that there may be differences depending on the model of the 

Hub, the operations to be carried out are the following: 

• Connect the Hub to the PC by means of the Ethernet network connector. Use a PC where the 

TESA - SMARTair TS1000 Server application is installed, as well as the “InitHubIP” tool, which 
is used to configure the IP parameters of the Hubs and initialise them. 

• Connect the power supply of the Hub. In some cases, the power supply arrives through the 

Ethernet connector and, in some other cases, it is necessary to use an external adaptor. It is 

possible that you may also have to turn on a switch. Refer to the instructions of the Hub used 

to clarify this point. Damage may be caused to the Hub if it is not correctly powered. 

• Perform the TCP/IP configuration of the Hub for it to be able to communicate with the PC. This 
is carried out by means of the InitHubIP tool, as described in the following section. 

 

 
Configuration and initialisation of the Hubs by means of InitHubIP 

 
The steps to be carried out are the following: 

1 Knowing the initial network parameters of the Hub (initialising it, if necessary). 

2 Configuring the network parameters of the PC for it to be able to communicate with the Hub. 

3 Configuring the Hubs by means of InitHubIP, assigning them the work network parameters, 

compatible with the network where they are installed, and initialising them for the TS1000 
system. 

4 Resetting the PC to its initial network parameters for it to operate on its usual network. 

These steps are described below. 

 

Initial network parameters of the Hub 

The factory parameters of the Hub are the following: 
 

IP address: 192.168.1.10 

Subnet mask: 255.255.255.0 

Default gateway: 192.168.1.0 

 
If the Hub has been used before and the parameters are not known, the factory parameters 

can be recovered by resetting the Hub. The reset involves, with the Hub off, clicking the Reset 

button and, without releasing it, turning on the Hub, and keeping the Reset button pressed for 

approximately 5 seconds. After about 30 seconds, the Hub will have recovered its factory 

values. For more information, refer to the instructions for the Hub. 
 

If you have previously initialised and configured the Hub to operate in a network, and you 

know the IP address, subnet mask and gateway, you can use these known parameters, without 
having to reset the Hub to the factory values. 
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Configuring the network parameters of the PC for it to be able to communicate with 
the Hub 

Once the parameters of the Hub are known, it is necessary to configure the corresponding 

parameters of the PC for it to be able to communicate with the Hub (the IP of the PC has to be 

configured to lie in the same range as that of the Hub, with the same subnet mask and the same 

gateway). 

Proceed as follows (these steps may vary depending on the Operating System installed on your 

computer): 

 
1 Access “Network connections” in 

the “Control Panel”. 

 
 
 
 
 
 
 
 
 
 
 

 
2 In “Network connections”, select 

“Local area connection”. 

 
 
 
 
 
 

 
J 

 

3 Select the “Support” tab. The current 

configuration of your PC is displayed. 

Note it down, since you will have to 

modify it and then restore it. In the 

example, the parameters are: 

– IP address: 10.248.196.101 

– Subnet mask: 255.255.255.0 

– Gateway: 10.246.80.254 
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4 In the “General” tab, click the “Prop- 
erties” button. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
5 Select “Internet Protocol (TCP/IP)” 

and click the “Properties” button. 
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6 Change the IP address and enter 

one which is in the same range as 

that of the Hub, with the same 

subnet mask and gateway. For ex- 

ample: 

– IP address: 192.168.1.36 

– Subnet mask: 255.255.255.0 

– Gateway: 192.168.1.0 

 
 
 
 
 
 
 
 
 
 
 
 
 

7 Verify that the Hub and PC are 

communicating properly, by means 

of the PING command. For this 

purpose, access “Home”, “All Pro- 

grammes”, “Accessories”, “Command 

Prompt”. 

 
 
 
 
 

 
J 

 
 

In “Command Prompt”, write “ping 

192.168.1.10”, which is the IP of the 

Hub. Then, the PC sends 4 data 

packets to the Hub. If the commu- 

nication is successful, the Hub will 

get the 4 packages back and none 

will be lost, as the message in the 

example indicates. 

 
 
 
 
 
 

 

At this moment, since the PC and Hub are communicating properly, it is possible to initialise the 

Hub by means of the “InitHubIP” tool, as explained in the following section. 
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Configuration of the Hubs by means of InitHubIP 

The “InitHubIP” tool is used to configure the network parameters of the Hubs (assigning them a 

fixed IP address, provided by the network administrator) and to initialise them. 

 

The “InitHubIP” tool uses the same communication ports with the Hubs as the Glassfish 

service. To avoid conflict, the programme must be run from the server since, during start-up, 

it will detect whether the Glassfish service has been launched and it will offer to stop it in order 

to communicate with the Hubs. From a Guest PC, the application would not be able to stop 

this service. 

 
Another option is to connect the Hubs directly to a PC external to the network, which does not 

have the TS1000 installed, where InitHubIP.exe and the messages.* files have already been 

copied. In this way, there will not be any communication conflicts with the Glassfish service 

and it will be possible to programme the Hubs without incidents. 

 

The steps to be followed in order to run the InitHubIP application are shown below, on the same 

PC where the TESA - SMARTair TS1000 6.x Server application is being run: 

 

1 Run the InitHubIP application, 

which is installed in the same folder 
as the TS1000. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

2 A message is displayed, request- 

ing permission to stop the 

“TESA_APPSERVER Glassfish Serv- 

er” service. Confirm this by clicking 

“Yes”. 

This window is not displayed if the 

application is being run from a PC 

which does not have the TS1000 

installed. 
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3 The InitHubIP application is run, 

showing the main screen, with the 

following fields: 

 
– Target HUB (IP Address of 

Hub): allows writing the TCP/IP 

address of the Hub. If this is not 

known, it will be necessary to 

initialise the Hub by means of 

its corresponding Reset button 

in order to restore the factory 

values. 
 

– HUB Settings 
(configuration of the Hub): 

HUB settings parameters: new valid TCP/IP Address, Subnet Mask and Gateway of the site 

(to be provided by its network administrator). 

Network Latency: used for remote Hubs, in order to configure the response time of the 

Hubs when the Ethernet connections are slow. 

For more information, see “Remote Hubs” on page 148. 

Hub Name: name assigned to the Hub so as it can be recognised in the locking plan. 

Frequency MHz: allows selecting the working frequency of the RF modules. For more 

information, see “Frequency change (from 868 MHz to 915 MHz)” on page 146. 

Select RF channel: allows conflicts with other devices operating at the same frequency in 

the same site to be avoided. 

For more information, see “Channel change” on page 145. 

 
In addition, 3 buttons are shown: 

– Verify HUB RESET: verifies that the Hub is operating with the factory parameters. 

– Read HUB info: shows the configuration of the Hub. 

– Initialise Hub: modifies the parameters of the Hub. 

 

J 
4 Click “Verify HUB Reset” to verify 

that the Hub is operating with the 

factory parameters (192.168.1.10). 

If not, and you do not know the pa- 

rameters it is operating with, reset 

the Hub (see “Initial network pa- 
rameters of the Hub” on page 132). 

If the Hub is not set to its factory pa- 

rameters but you know what they 

are, you can enter them in the field 

“Target Hub” and click “Verify Hub 

Reset”, thus being able to communi- 

cate with the Hub by clicking “Read 

Hub Info” immediately. 
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5 Once the connection with the 
Hub has been verified, enter the 

new parameters (the network 
parameters must be provided by 
its administrator). 
In the example: 
TCP/IP = 10.248.196.210, 

Subnet Mask = 255.255.255.0, 

Gateway = 10.246.80.254, 

Name = Top floor. 

Click “Initialise HUB” to confirm. The 

confirmation message “OK Hub 

initialised successfully!” will be 

displayed. 

 

 
6 When all the Hubs have been config- 

ured, close the InitHubIP application 

by clicking “Exit”. 

A message is displayed about start- 

ing the “TESA_APPSERVER Glassfish 

Server” service again. Click “Yes” to 

confirm. 

This window is not displayed if we 

run the application from a PC which 

does not have the TS1000 installed. 
 

7 Repeat these steps for each Hub you want to incorporate into the system, disconnecting the 
Hubs which are already configured, and assigning a different fixed IP to each one. 

 
 

 
Resetting the network parameters of the PC to the previous configuration 

 
After initialising all the Hubs by means 

of InitHubIP, as explained in the previ- 
ous section, it is necessary to reset the 

PC to its original IP value, since this 

was modified in section “Configuring 

the network parameters of the PC for it 
to be able to communicate with the 
Hub” on page 133. 
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After resetting the PC to its original IP 

values, verify that the PC and Hub are 

on the same network. 

 

In order to verify that the PC and Hub 

are on the same network and can com- 

municate properly, ping the Hub (in 

the example, ping 10.248.196.210). If 

you receive the 4 packets sent, without 

losing any (as shown in the example), 

communication has been successful. 

 

This ping has to be carried out from a 

PC which is on the network of the sys- 

tem being installed. If the application 

has been run on an external PC, the 

ping will be carried out from another 

machine. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

J 
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Adding the Hubs to the system 
 

After initialising the Hubs, it is necessary 

to add them to the system, by means of 

the TESA – SMARTair TS1000 applica- 

tion, in the “Setup” menu, “Wireless” 

tab. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Each Hub is identified with a name or 

number differentiating it from the 

rest and a fixed IP address provided 

by the network administrator (as ex- 

plained in “Configuration of the Hubs 
by means of InitHubIP” on page 136). 

In order to add new Hubs to the site, 

click the “Add” button and fill in the 

fields “Hub Name” and “IP Address of 

Hub”. It is necessary to fill in the two 

fields, entering the same data used 

when initialising the Hub by means of 

InitHubIP. 

Network Latency field: use the same 

option applied when initialising the 

Hub by means of InitHubIP. 

Wireless Server mode field: 

• Standard mode: the Hubs are man- 

aged by a single server. This mode is 

the most usual one for most sites. 

• Multiple mode: Several applica- 

tions can be running in Server 
mode. Each server manages a spe- 

cific number of Hubs. In this mode, each Hub has to be assigned to one of the servers, by se- 

lecting one from the drop-down list. It is important to take into account that these servers 

must be running and have their accesses to the database correctly configured. Otherwise, they 

will not be displayed in the drop-down list. 

Finally, click the “Apply” button. The Hub will be displayed in the table shown above. 
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Autolink function 
 

The V3 wireless devices have a function by means of which they try to automatically link to the 

nearest Hub on their own, under the following conditions: 

• When they are turned on/activated (battery change). 

• After being initialised or having the time updated with the Portable Programmer (6.70 version 
or higher) or by means of the PCToLock (V3.11 or higher). 

• Every time a New event is generated in a device which has not previously been linked to a Hub. 

• If the “Init Wireless” special card is brought close. 

 

For the automatic link to be set up, the Hub must be powered, communicating with the PC and 

created in the database of the server, as explained in the previous sections. 

 
 

For the automatic link to initialise, 

it is very important to carry out a 

diagnostic of the communications 

to the Hub. 

For this purpose, select the Hub 

and, once it has been highlighted 

in blue, click “Start Diagnostic”. 

Otherwise, it would be necessary to 

restart the “Glassfish” Web Service 

or wait an hour (communications 

for the automatic link are verified 

every hour, on the hour). 

 

For the automatic link process, bear the following in mind: 

• When a door device tries to link automatically, it will search for Hubs which are within its 
coverage range. If more than one Hub is found, it will automatically select the Hub with the 

strongest coverage signal. J 

• The device will only link to the Hubs which belong to the same site. 

• When a device finds a Hub which meets the preceding requirements, it will send the 

corresponding information to the Server, by means of the Hub (the Hubs do not store 
information on the devices assigned in their memory). 

 

When a device is correctly linked, the 

following message will be displayed in 

the system Auditor: 

“Add RF module - RF Autolink: Door 

XXX ===> Hub YYYY” 
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The V3 wireless door device will auto- 

matically be displayed in the Wireless 

menu as “Assigned” to the Hub. 

 
 
 
 
 
 
 
 
 
 
 

 
If, during the initialisation of a door device, it does not find any Hubs within its coverage range 

(communication attempts every 6 seconds), its link to a Hub will remain pending. The link can be 

established later on in any of the following ways: 

 

• Directly from the software, as explained in “Adding wireless devices to the Hub (manual link)” on 
page 143. 

 

• Bringing the “Init Wireless Card” 
special card close to the lock. 

This card is encoded in the “Setup” 

menu, “Other Cards” tab, “Init Wire- 

less Card” button. 

 
 

• By means of the Update of the lock 
either with the PP or PCToLock. 
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Adding wireless devices to the Hub (manual link) 
 

After adding the Hubs to the system, it is necessary to assign the wireless devices (locks, wall 

readers, etc.) with which they will communicate to them. 

 

NOTE: the devices of the V3 wireless system have the “Autolink” function, which has been 

explained in the previous section, for adding them to the Hub. Therefore, it is not necessary to 

apply what has been explained in this section for V3 devices, since they have “Autolink”. 

However, it may be useful in particular cases, for example: if the Hubs were not connected when 

the doors were initialised and you do not want to go around door by door again with the Init 

wireless card or the PP. 

 

In order to add a V3 wireless device to the Hub, carry out the following steps: 

1 Add the wireless device to the “Doors” menu if it has not been assigned yet (see “F.3 “Doors” 
menu” on page 74 if you do not know how to do this). 

2 Initialise the wireless device if it has not been initialised yet (see “I.3 Initialising the doors of the 
site” on page 123 if you do not know how to do this). 

3 In the TS1000 programme, in the 

“Setup” menu, “Wireless” tab, dou- 
ble-click the Hub chosen. 

 
 
 
 
 
 
 
 
 
 
 

J 

 
 
 
 
 

4 The following screen is displayed: 

Click the “Find New RFs” button. 
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5 Once it has been found, select it to 

highlight it in blue and click “Add 

RF”. 

The wireless device is now as- 

signed to the Hub. 

From this moment, it is possible 

to communicate with the “Man- 

agement” wireless lock through 

the PC, by means of the “Wireless” 

menu of the TS1000 main screen, as 

explained in “J.3 Management of wire- 
less devices” on page 150. 

 
 
 
 

 
Before proceeding to the next section, 

the functions available on the “Wire- 

less Setup” screen are described: 

The different configuration functions 

between the different RF modules and 

Hubs are available in this menu: 

• Start Diagnostic: verifies the state 
of the wireless device. 

• Stop Diagnostic: stops the diag- 
nostic. 

• Read RF List: reads the wireless 
devices. 

• Search New RFs: it searches the 

new devices to be added. 

• Add RF: adds the device selected in blue to the Hub. 

• Delete RF: removes the device selected from the Hub. 

• Start RF: enables the RF module so as to be able to carry out remote operations. 

• Delete Openings: removes the openings from the Hub selected, wiping the memory. 

• Init Uplinks: forces the doors which communicate with this Hub to connect and send the 
information they hold (this button is not applicable in the V1 and V2 wireless versions). 

• Reset Hub: wipes the volatile memory of the Hub, but neither deletes nor alters the 
configuration data. 
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Advanced setup 
 

Channel change 

The default values in the system, for the frequency and the channel, are 868 MHz and Channel= 0, 

respectively. These values are sent to the Hub and door devices during the initialisation process 

(both with the InitHubIP application and the Portable Programmer or PCToLock, respectively). 

 

It is also possible for the site to have a wireless SMARTair system, version V1-V2. In order to avoid 
conflicts with the devices previously installed, it is advisable not to use channels 1 and 2. 

 

It is also possible for the communication channel to be in use by other devices from third party 

systems (such as alarm systems or hospital equipment). 

 

The V3 wireless communication system allows changing the communication channel within 

values ranging from 0 to 31, in three steps: 

1 Changing the channel in the Hub by means of the InitHubIP application. 

2 Changing the channel in the door devices by means of the TS1000 Software Setup menu. 

Step 1 can be skipped if a diagnostic is conducted for all the Hubs at this point. 

During the diagnostic of the Hub, the name, channel and frequency are verified, and they are 

changed if necessary. 

3 Initialising the door devices, by means of the Portable Programmer or PCToLock. 

 

The three steps are described below: 

 

1 Changing the channel in the Hubs 
by means of InitHubIP. 

This process can be carried out both 

the first time the Hub is initialised 

and subsequently. For this purpose, 

it is necessary to have access to the J 
Hub through the network or direct- 
ly through the Ethernet cable. 

Select the channel desired (11 in 

the example) and click the “Initial- 

ise Hub” button. 
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2 Configuring the channel in the 
door devices. 

This is performed in the TS1000 

software, in the “Setup” menu, “Li- 

cence” tab. 

Select the same channel selected 
for the V3 Hubs (11 in the exam- 
ple) and click the “OK” button to 
confirm. 

 

Step 1 can be skipped if a diagnos- 

tic is conducted for all the Hubs at 

this point. 
During the diagnostic of the Hub, 

the name, channel and frequency 

are verified, and they are changed 

if necessary. 

 
 
 
 
 
 

 

3 Initialising the door devices again 

with the PP or PCToLock. This 

information cannot be updated by 

means of RF. 

 

Note: any door device which requires a “manual” update (with PP or PCToLock) will be displayed 
in orange in the programme, indicating that it needs to be updated. 

 
 
 
 

Frequency change (from 868 MHz to 915 MHz) 

 
Due to the restrictions applicable in several countries, in relation to the frequencies which can be 

used, it may be necessary to change the radio frequency to 915 MHz (for example, in the USA, 

Canada, Australia or New Zealand). 

 

This is carried out just like the channel change, explained in the previous section, but in the field 

corresponding to the frequency: 

1 Changing the frequency of the Hub by means of the InitHubIP application. 

2 Changing the frequency in the door devices by means of the TS1000 Software Setup menu. 

3 Initialising the door devices, by means of the Portable Programmer or PCToLock. 
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Multiple Wireless Server mode 

 
Similar to that used in the V1 and V2 wireless systems, it is possible to configure a Multiple Server 

mode. This allows for more agile management in multi-site systems. 

 

1 Standard mode: all the HUBs are managed by a single centralised Server. This mode is 

advisable for most sites (see “Fig. 4 Wireless system architecture, with a single centralised server” 
on page 131). 

 

2 Multiple Server mode: several serv- 

er instances can be run. Each server 

manages a particular number of 

Hubs. In this mode of operation, it 

is necessary to assign a server to 

each Hub, by selecting it from the 

drop-down list. It needs to be 

borne in mind that the servers 

must be in operation and the ac- 

cesses to the database correctly 

configured. Otherwise, the servers 

will not be displayed in the drop- 

down list. 
 

Take into account that it is not neces- 

sary for the Hubs to be on different 

machines. It is possible to have all 

the Hubs connected to the master 

server and use the secondary server 

as a DMZ to redirect Internet re- 

quests to the site; this is a typical 

wireless site with an App having a 

fixed IP. 

J 
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Remote Hubs 

 
In the event of the network connections being too slow, it is possible to select the response time 

of the Hubs to allow longer Timeouts and facilitating their correct operation. 

Take into account that the Hubs need a fixed IP address so that they can communicate with the PC. 

This selection is made during the con- 

figuration by means of the InitHubIP 
application. The possible settings are 

the following: 

• Low: LAN network connection (de- 

fault). This is the fastest mode of 

operation. 

• Medium: recommended for WAN 
networks. 

• High: connection through the In- 
ternet (remember that the Hub 

needs a fixed IP address). This is 

the slowest mode of operation. 

 
Do not select the High mode for a LAN connection, since communication with the Hubs would 
unnecessarily become much slower. 



Wireless System 

149 V 09/2016 

 

 

Firmware update 

 
The V3 wireless system allows updating the firmware in the RF modules and V3 Hubs. 

 

• RF module in door devices (locks and wall readers): 

The new module has to be updated by means of the Portable Programmer or PCToLock. This 

process will be very similar to the update process for the two relay boards in the wall readers. 

The two firmware updates will be loaded into the PP or PCToLock (the control module and the 

RF module). 

 
Device versions required: 

– PCToLock version 3.10 or higher. 

– PP version 6.70 or higher. 

 
The new firmware for the RF modules of the door devices will be versions R5RFxx. 

 

• RF module of the V3 HUB: 

The RF modules in the V3 Hubs are 

similar to the RF modules of the 

locks, but their firmware version up- 

date is carried out by means of the 

InitHubIP application, version 6.04 

or higher, connecting the Hub to the 

PC through the Ethernet network 

connection. 

 
 
 
 

 
J 
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J.3 MANAGEMENT OF WIRELESS DEVICES 
 

The management of wireless devices 

(locks, wall readers, etc.) is carried out 

by means of the “Wireless” menu of 

the TS1000 main screen. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

In the Wireless menu, the table with 

the wireless devices controlled by the 

Hubs connected to that PC is displayed. 

 
By selecting a device (in the example, 

the “Management” lock), it is possible, 

using the buttons on the left, to carry 

out the following operations: 

• Start Diagnostic: a message to test 

communication between the PC 

and the locks is sent in order to 

verify the connection. 

• Stop Diagnostic: the communica- 
tion test process can be stopped, 

in the event that the response is taking too long. 

• Update: allows updating the locking plan of the wireless lock. This is a manual update, for 

when the automatic update is taking too long or you wish it to take place immediately for 
some reason. 

• Set Time: sets the time in the lock with values from the PC. It is advisable to set the time every 
time the lock batteries are changed. 

• Auditor: collects the events which have taken place at the wireless lock. In general, it is not 

necessary to use this as it is automatically run every time a new event takes place in the door 
device. 

• Open: allows opening the wireless lock remotely. 

• Passage: sets the wireless lock to Open mode. 

• Close: if the lock is in Open mode, this turns that mode off, setting it to Standard mode. 

• Blocking: blocks the lock so that it can only be opened by users who have the option “Can 
open blocked doors” enabled. 

• Unblocking: unblocks the lock if it is blocked, setting it to Standard mode once again. 
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K –  SITE MANAGEMENT 
 

 
K.1 INTRODUCTION 

 
After installing the system and starting it up, the users can begin using it. That is to say, they will 

start opening the doors they have been granted access to, within the corresponding time zone, 

etc. All these movements will be recorded for consultation and analysis, and the site will be able 

to evolve based on the interests and needs. 

All this management will be performed by the system Operators, who will carry out the 

operations required, according to their assigned duties (for more information on the Operators, 

see chapter “G – Operators and Operator Levels”). 

In this chapter, the Management Tools provided by the system are described. 

 
 
 

 
K.2 READ CARDS/KEYS 

 
One of the tools provided by the system is reading of credentials. 

When encoding a credential, there is no visible physical identification on it about the user it belongs 

to. Therefore, if an already encoded credential, is found there is no information, beforehand, on who 

it belongs to. 

 

In order to learn who the credential 

belongs to, it is possible to read it. 

For this purpose, the same device em- 

ployed to encode it is used, that is to 

say, the Portable Programmer for Keys 

and the Card Encoder for Cards. 

 
 

 

K 
 

After connecting the Device to the PC, 

click “Cards” on the TS1000 main screen. 
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The software will read the credential 

and display a screen requesting the 

credential in question be brought clos- 

er or inserted. 

 

If the system does not manage to 

communicate with the credential, a 

window is displayed reporting this, 

which allows cancelling or retrying 

the operation. The most frequent 

cause is not having started the Pro- 

grammer or Card Encoder (take into 

account that the Programmer turns 

off automatically after some min- 

utes of inactivity). It can also be the 

case that the communication cable 

does not have a good connection. 

Verify both possibilities before click- 

ing “Retry”. 

 
 
 
 
 
 
 
 

Once communication has been estab- 

lished, a screen is displayed, with the 

fields to be read empty, where a mes- 

sage appears requesting the card to be 

brought closer. 

 

At the top of the window, both the 

model and version of the Encoder being 

used to read the card are shown. 
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After bringing the card closer, the infor- 

mation related to the User is displayed 

on the screen, in addition to the mes- 

sage “Reading OK”. 

 
 
 

 
If you want another card to be read, 

you only need to bring it closer to the 

Encoder and click the “Read Proximi- 

ty” button. 

 
 
 
 
 
 
 
 

The software also indicates, by means 

of messages, possible incidents with 

the cards, such as, for example, “Old 

Card”, in the event of another one hav- 

ing been subsequently encoded for the 

same user. 

For the Proximity and Electronic Key 

technologies, provided that the func- 

tion “Card openings record” is enabled 

in the credential (see “Settings” in the 

“Users” menu), after reading the basic 

data of the credential, the events re- 

corded in it are subsequently collected 

(see “Openings read from Credentials by 

means of the Portable Programmer or 

Encoder” on page 158). K 
 
 
 

This screen also allows deleting the information stored in the credential. This is carried out by 

means of the “Delete Key/Card/Proximity” button, depending on the technology. After deleting 
the credential, it remains empty, but it does not return to its Factory Settings. 
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K.3 OPENINGS 
 

The TS1000 Electronic Access Control System allows managing an “Opening Register” or, more 

precisely, an “Event Register”. In their memory, the Door Devices store the Openings which have 

been carried out, as well as any other event taking place, such as, for example, the communications 

with the Portable Programmer, attempted openings by unauthorised Users, etc. 

 

The TS1000 system allows checking all these events by means of the Opening Register. In order to 

be able to check these events by means of the TS1000, it is necessary in the first place to read them 

from the memory of the Door Devices or Credentials. 

 

In order to read this information and make it available to the TS1000, there are several methods: 

• Openings read from Doors by means of the Portable Programmer (valid for any technology). 

• Openings read from Credentials by means of the Portable Programmer (valid for Electronic 

Keys) or Proximity Encoder (valid for Proximity Cards). 

• Automatic Opening Register by means of the Updater (valid for Proximity and Electronic Keys). 

• Automatic Register by means of Hubs and RF Door Devices (wireless system). 

These methods are described below. 

 
 

 
Openings read from Doors by means of the Portable Programmer 

 
This is the traditional system for the collection of data and it is valid for any of the Access Control 

Technologies available. 

 

The method involves approaching each of the doors intended to be checked with the Portable 

Programmer and collecting the record stored within it. For this purpose: 

1 Connect the Programmer to the door with the corresponding cable. 

2 Turn on the Programmer. 

3 Access the F4 menu (Openings). 

4 Access the “Collect Openings” submenu. 

5 Click “OK”. 

For more information, refer to the instructions for the Portable Programmer. 

 
After loading all the records into the Portable Programmer, there are two options: 

• Viewing the event in the Portable Programmer (in the F4 “Openings” menu, “See Openings” 

submenu). 

• Transmitting the records to the PC and viewing them in the TS1000. 

 

The first option is more appropriate when you wish to quickly view a specific event related to a 

given door. 

For any other case, the second option is, in principle, more convenient. 
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The second option is carried out as follows: 

 

1 Connect the Portable Programmer 

to the PC with the corresponding 

serial cable (this can be USB or 

RS-232, depending on the model). 

 
 
 
 
 
 
 
 

 
2 Access the “Openings” menu on 

the main screen. 

 
 
 
 
 
 
 
 
 
 
 
 

 
3 The following screen is displayed: 

 

 

4 Make sure the Programmer is on (it 

turns off automatically after some 

minutes of inactivity) and, on the K 
TS1000 screen, click the “Collect 

Openings from PP” button. 

 
 
 

 
5 When the button is clicked, the PC 

collects the opening register con- 

tained in the Portable Programmer 

and sorts it in chronological order, 

as can be seen in the figure. 

 
All the events recorded in the 

doors are displayed. In addition, 

next to the “Collect Openings from 

PP” button, a message is displayed 

which indicates how many events 

have been collected in total. 
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Openings read from Credentials by means of the Portable Programmer or Encoder 
 

This option is possible for sites having Electronic Keys and Cylinders, as well as Proximity 

Credentials and Locks. This option cannot be implemented for sites having Magnetic Stripe 

Technology due to its nature. 

 

This event collection system is based on the possibility of recording these data not only at the 

doors, but also in the credentials of each user. This allows finding out the movements of a given 

credential, without needing to go around the entire site collecting the openings from each door. 

 

The process involves taking the credential of the user and reading it from the “Cards” menu, as has 

been explained in section “K.2 Read cards/keys” on page 153. In addition to finding the form of the 
credential, the system collects, records and deletes from it all the events stored. 

 

 
Analysis of the openings collected 

 
The following information is obtained 

from each event: 

• Date: date when the event took 
place. 

• Time: time when the event took 
place. 

• Door: name of the door where the 
event took place. 

• User: name of the user who prompt- 
ed the event at the door. 

• Operation: the event itself, that is 

to say, what happened. For exam- 

ple: “Denial: user not enabled”. 

 

All the events are sorted in chronological order. 

 

Some events will not make reference to any user, that is to say, the User field will be empty. This 

is due to the fact that the event is related to an operation of the lock itself, such as initialisation, 

time setting, etc. 

 

The information presented on this screen can be managed by means of the “Filter” and “Print” 

tools, which are included on it: 

• The “Filter” allows filtering the information, so that only some of the data are shown. For 

example, it is possible to view only the events related to one user in particular. 

• The “Print” button allows the information to be captured either on paper or in an ASCII file, 

which latter can be imported into another database in use at the site. It is also possible to 

produce an Excel table, which allows for subsequent processing, if so desired. 



Site management 

159 V 09/2016 

 

 

Filter 

In the field “Filter”, the option “All” is selected by default, which means that all the events 

collected and sorted in chronological order are displayed on the screen. 

 

By selecting the option “Selection”, 

the “Filter” button is enabled. 

 
 
 
 
 
 
 
 
 
 

 
By clicking the “Filter” button, a screen 

like the one shown below is displayed: 

 

It offers the possibility to set filters by 

Date and Time, Doors, Users and Op- 

erations. 

It is also possible to select the options 

“Only Warnings” or “Only Rejections”. 

 
 
 
 
 
 

 

• Filter by Date and Time: 

In order to set filters by Date and 

Time, it is necessary to enter the K 
dates and times in the fields “From” 
and “To”, and select the option 

“None” in the field “Filter”. 

Then, you have to click “OK” and 

the result is displayed. 
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• Filter by Doors: 

In the field “Filter”, the option “By 

Doors” is selected and the follow- 

ing screen is displayed: 

This screen allows selecting the 

doors whose events you want to 

see. 

The doors can be selected individ- 

ually or by “Groups”. 

They can also be selected by 

“Technology Type” or “Door Type”. 

It is also possible to conduct search- 

es by means of the  button. 

After selecting the doors desired, 
click “OK” and the previous screen 

will be displayed. Click “OK” again 

and the events from the doors se- 

lected will be displayed. 

 
 
 
 

• Filter by Users: 

In order to set filters by Users, 

select the option “By User” in the 

field “Filter”. The following screen 

will be displayed: 

In this screen, it is possible to 

select, individually or by groups, 

those users whose events you 

want to see. 

It is also possible to conduct 

searches by means of the  but- 
ton. 

After selecting the users desired, 

click “OK” and the previous screen 

will be displayed. Click “OK” again 

and the events from the users se- 

lected will be displayed. 



Site management 

161 V 09/2016 

 

 

• Filter by Operations: 

In order to set filters according to 

the operations carried out, select 

the option “By Operations” and the 

following screen will be displayed: 

This screen allows selecting, from 

among the different types of possible 

operations, the ones whose events 

you want to see. 

After selecting the operations de- 

sired, click “OK” and the previous 

screen will be displayed. Click “OK” 

again and the events correspond- 

ing to the operations selected will 

be displayed. 

 
 
 
 

• “Only Warnings” filter: 

It is possible to apply an additional 

filtering, so that only the warnings 

are shown. For this purpose, select 

the option “Only Warnings” and 

then click “OK”. 

 
 
 
 
 
 
 
 
 
 

 

K 
• “Only Rejections” filter: 

You also have the possibility of fil- 

tering to view only the rejections. 

Select the option “Only Rejections” 

and, then click “OK”. 
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Print 

 
It is possible to print the opening regis- 

ter by clicking the “Print” button located 

at the bottom right. 

 
 
 
 
 
 
 
 

 
After clicking the “Print” button, three 

possible options are displayed: 

 

• Output to printer: 
allows printing the opening regis- 

ter on the default printer of the 

computer being used. 

 
 
 
 
 

• Export to ASCII file: 
if you select this option and click 

“OK”, a window will be displayed 

which allows selecting the loca- 

tion to which you want to export 

the “Openings.txt” text file, which 

is created to hold the events. 

It is also possible to modify the 

name of that file as you wish. 

 
 
 
 

 
• Export to Excel file: 

by selecting this option and, then, 

clicking “OK”, a window will be 

displayed which allows selecting 

the location to which you want to 

export the “Openings.xls” text file, 

which is created to hold the events. 

It is also possible to modify the 

name of that file as you wish. 
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Open 

The “Open” button, located at the top 

left, allows finding and opening regis- 

ters which have been previously saved 

in order to be able to view them when 

so desired. These are the records which 

have been saved manually, or automat- 

ically during the scheduled purges (see 

“Purge auditors periodically” on page 59). 

If you click this button, a window will 

be displayed allowing you to find these 

old records. 

 
 
 
 

Active Alerts 

By clicking the “Active Alerts” button, 

located at the bottom, a new screen 

will be opened, where the alerts which 

are active at that moment are shown. 

No Active Alert is displayed in the ex- 

ample. 

For more information on alerts, see 

“Alerts” on page 175. 
 
 
 
 
 
 
 

 

Scroll automatically to last event 

There is an option, called “Scroll auto- 

matically to last event”, which is selected 

by default, that updates the screen every 

2 seconds approximately, adding any 

new event which has been generated. 

After each refresh, the cursor is located 

at the last event recorded. If you want to 

go through the events earlier than those 

shown on the screen, you need to disa- 

ble this check box. 

This is useful if the register is very large 

because, by selecting this check box, 

the most recent events will be automatically shown. 

K 
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K.4 REPORTS 
 

The “Reports” menu allows generating and printing what has been defined in the locking plan, 

that is to say, users lists, doors lists, locking plans for users, etc. 

 

In order to access the “Reports” screen, 

on the TS1000 main screen, click 

“Reports”. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
The following screen is displayed: 

All the types of reports which can be 

printed are displayed on this screen. 

 

There are three different types of proc- 

esses to be followed in order to print 

successfully, depending on the type of 

report selected. Each of the three types 

is explained below. 

 
 
 
 
 
 
 
 

 

Doors List, Users List (Type 1) 

 
 

If the Doors List or Users List is selected 

and the “Print” button is clicked, a 

screen is displayed where three op- 

tions are shown: 

• Output to printer 

• Export to ASCII file 

• Export to Excel file 
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If the option “Output to printer” is 

selected, a screen is displayed with a 

preview of what will be sent to the 

printer. 

By clicking the “Print” button, the infor- 

mation is sent to the printer configured 

for this purpose, which can be modified 

with the “Printer Setup” button. 

 
 
 
 
 
 

If the option “Export to ASCII file” is se- 

lected and the “OK” is clicked, a window 

is opened which allows selecting the 

doors (or users) you want to be dis- 

played on the list. By default, all the 

doors (or users) selected are displayed. 

After selecting the doors (or users) 

you want, click “OK”. 

 
 
 
 
 
 
 
 

 
After clicking “OK”, a window is dis- 

played requesting the location to which 

to save the “Doors.dat” (or “Users.dat”) 

file. K 

If you wish, the name of this file can be 

changed. 

 
 
 
 
 
 
 
 

If the option “Export to Excel file” is 

clicked, something similar to the pre- 

vious case happens, that is to say, a 

window is displayed for selecting the 

doors (or users) you want and, after 

making the selection and clicking “OK”, 

another window is displayed for se- 

lecting the name and location of the 

file to be saved. 
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Timezones List, Door States List, Holidays List (Type 2) 

 
 

If, in the “Reports” window, any of these 

reports is selected: 

• timezones list, 

• door states list, 

• holidays list, 

 

and then “Print” is clicked, a window is 

displayed showing a preview of what 

will be sent to the printer. 

 
 
 
 
 
 
 
 
 
 
 

 
The window showing the preview 

allows configuring the printer with 

the “Printer Setup” button. 

In order to print, click the “Print” button. 

 

By means of the corresponding but- 

tons, it allows conducting searches for 

specific pages and texts, which allows 

you to select what you want to print. 

 
 
 
 

 
It also allows saving reports, in *.QRP 

format, as well as opening other reports 

which have been previously saved. 

This is done with the “Save Report” 

and “Load Report” buttons, respec- 

tively. 
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Doors Form, Users Form, Locking Plan for a Door, Locking Plan for a User (Type 3) 

 
 

If, in the “Reports” window, any of these 

reports is selected: 

• doors form, 

• users form, 

• locking plan for a door, 

• locking plan for a user, 

 

and then “Print” is clicked, a window is 

displayed which allows selecting the 

forms (or plans) you want to be dis- 

played on the report. 

 
 
 
 
 
 
 
 
 

 
On this screen, the doors (or users) 

whose forms or locking plans you want 

to see are selected. 

 

After the selection, click “OK”. 

 
 
 

K 
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K.5 AUDITOR 

After clicking “OK”, a window is dis- 

played where the preview of what will 

be sent to the printer is shown. 

 

Just like in the previous cases, it is pos- 

sible to conduct searches, configure 

the printer, save the report or load an- 

other one which has been previously 

saved. 

 

In order to print the report, click “Print”. 

 

In order to exit without printing, click 

“Close”. 

 

The Auditor is a tool responsible for recording, in the form of a database, absolutely all the actions 

which the different operators perform in the TS1000 management software, which allows 

filtering and viewing as desired. 

 
 

 
In order to access the Auditor, click 

“Auditor” on the main screen of the 

TS1000. 
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The following screen is displayed: 

 

On this screen, all the operations car- 

ried out on the TS1000 are displayed 

in chronological order. 

 

The following information is shown: 

• Date: date when the operation 

was carried out. 

• Time: time when the operation 
was carried out. 

• PC: computer where the operation 

was carried out. This information is 

very useful when the site is on a 

network. 

• Operator: name of the operator 
who carried out the operation. 

• Task: operation carried out. 

• Referred to: what was actually 

affected by the operation carried 
out. 

 
 
 

Just as with the Opening Register, filters can be applied to the information in the Auditor file. 

 

By selecting the option “Selection”, 

the “Filter” button is enabled in the 

field “Filter”. 

 
 

 

When clicking the “Filter” button, the K 
following screen is displayed: 

This screen allows applying filters: 

• by Date and Time, 

• by Operator, 

• by Tasks, 

• by Doors. 

 

The way to proceed is similar to the one 

corresponding to the Openings menu, 

explained in “Analysis of the openings 
collected” on page 158. 
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K.6 LOGIN AND LOGOUT 

 
 

Clicking “Logout”, on the main screen 

and finishes the session in progress, 

but without closing the programme. 

 

All the options from the main screen 

are disabled and, as a result, it is not 

possible to access any menu, although 

the screen remains open. 

 

In addition, the “Logout” button turns 

into “Login”. 

 
 
 
 
 

If you want to use the software again, 

it is necessary to start a new session, 

by clicking “Login”. 

Then, a window is displayed requesting 

an “Operator Name” and “Password”. 

By entering the Operator Name and its 

corresponding Password, the corre- 

sponding session will be started, with 

the access levels corresponding to the 

Operator whose name and password 

have been entered. 

 
 
 

 
Only the buttons whose options are 

accessible to the operator identified 

will be enabled, according to their 

access levels. 
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K.7 LOGOUT  
 
 
 

In order to exit the programme, click 

the “Exit” button, which closes the 

main window. 

 

This is the correct way to leave the 

programme. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

K 
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K.8 SITE MANAGEMENT THROUGH THE WEB 
 

It is also possible to manage the site by means of the Web application, without accessing the 

TS1000 software. For this purpose, it is necessary to have the GlassFish service installed and 

running. 

The Web application is accessed through the following URL address: 

https://host:8181/TesaSmartairPlatform 

 
 
 

The application is accessed through 

an operator (User and Password) de- 

fined in the TESA – SMARTair TS1000 

application. 

For more information on the User and 

Password, see “E.1 Operator Name and 
Password” on page 57. 

 
 

 
By means of this application, it is possible 

to access the system menus, similarly to 

how this is done in the TS1000 applica- 

tion. The following menus are available: 

• Users 

• Doors 

• Matrix 

• Wireless 

• Hours 

• Openings 

• Auditor 

• Active Alerts 

• Settings 

 
 
 

Users menu 
 

By means of this menu, it is possible to 

see the forms of the system users and, 

in addition, you can: 

• Add User 

• View User 

• Delete User 

• Export Data 

For more information on these func- 

tions, see “F.2 “Users” menu” on page 69. 
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Doors menu 
 

This menu allows viewing the doors 

defined in the system and, addition, 

you can: 

• Add Door 

• View Door 

• Delete Door 

• Export Data 

For more information on these func- 

tions, see “F.3 “Doors” menu” on page 74. 

 

 
Matrix 

 
By means of the matrix, the users, doors 

and hours are related, thus configuring 

the locking plan. 

 

For more information, see “F.5 Matrix” 
on page 86. 

 
 
 
 
 
 

Wireless Doors 
 

It will be possible to interact with the 

wireless devices which have been con- 

figured, the following operations being 

available: 

• Diagnostic: verifies the state of the K 
wireless device of the door. 

• Update: updates the wireless de- 

vice of the door. 

• Set Time: sets the time in the wire- 

less device of the door. 

• Openings: shows the events of the 

wireless device selected. 

• Open: opens the device during the 

opening time set in the menu of 

the door. 

• Passage: leaves the device open. 

• Close: closes a device previously left open. 

• Block/Unblock: blocks or unblocks the device, allowing only the authorised users (with the 

parameter “Can open blocked doors” enabled) to open the door. 

For more information on these functions, see “J.3 Management of wireless devices” on page 150. 
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Hours 
 

The “Hours” menu allows configuring 

the different timetables which will be 

used to define the locking plan. 

 

For more information, see “F.4 “Hours” 
menu” on page 81. 

 
 
 
 
 
 

 

Openings 
 

The events of the door devices are shown 

in this tab, it being possible to apply fil- 

ters. 

 

For more information, see “K.3 Open- 
ings” on page 156. 

 
 
 
 

 

Auditor 
 

The Auditor shows all the operations 

carried out in the system, as well as 

who has carried them out. 

 

For more information, see “K.5 Auditor” 
on page 168. 
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Alerts 
 

All the alerts which are active are shown 

on this screen. 

The possible alerts are the following: 

• Very low batteries 

• RF module in Always Awake mode 

• Real time clock unsettled 

• Low batteries 

• Intrusion 

• Door left open 

• Duress opening 

• Power on reset 

• Watchdog reset 

• Reset 

 

 
Settings 

 

• E-mail notifications: 

This allows defining one or more 

e-mail addresses for receipt of no- 

tifications when certain events take 

place at given doors. 

For this purpose, first of all, write the 

e-mail address where you want 

to receive the notifications in the 

field “User e-mail” and click Add. 

The e-mail address will be displayed 

in the column on the left. 

If you wish, you can repeat the proc- 

ess to add more e-mail addresses. 

Then, in the column on the left, K 
select the e-mail address, in the 
central column, select the door and, in the column on the right, select the events desired. 

The notifications will be received at the address selected when the events selected take place 

at the door selected. 

Finally, click the “Save Changes” button. 

If you wish, repeat the process with another e-mail address. 

NOTE: for this setting to be available, the option “Enable applications for mobiles” in the 

“Licence” tab of the “Setup” menu of the TS1000 must be selected (for more information, see 

section “Licence” tab on page 59). 

 
• Language: allows selecting the display language. 

 
• Common PINs: allows defining a maximum of 7 common PINs. For more information, see 

“Common PINs” tab on page 65. 
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L –  OTHER FUNCTIONS 
 

 
L.1 INTRODUCTION 

 
The TS1000 Access Control Software has several functions which are not used frequently, but are 

of great interest on many occasions. 

Some of them are characteristic of cer- 

tain sites and, where needed, they 

become essential throughout the 

lifespan of the site. As a result, they are 

generally configured during start-up. 

Other functions may be necessary only 

on certain occasions, or for given users 

of the system, and, thus, remain availa- 

ble for use at any time. 

This chapter describes what all these 

functions mean and how they work. 

 
 
 
 
 
 

 
L.2 SPECIAL FUNCTIONS (SETUP MENU) 

 
If the TS1000 is accessed with the Op- 

erator Name and Password related to 

setup and maintenance (provided by 

the Technical Service of TESA), two 

more tabs are displayed in the Setup 

menu: “Licence” and “Facility”. 

 

These two tabs are normally hidden, 

since the functions defined here do 

not tend to be modified once the sys- L 
tem has been set up. 

 

Basically, the “Licence” tab allows de- 
fining the technology which is to be 

used in the site. In general, it is only 

necessary to configure it once, during 

start-up. This tab is described in “Li- 
cence” tab on page 59. 
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The “Facility” tab allows defining a 

series of special functions which will 

only be used in certain specific cases. 

These functions are the following: 

• Use PMS interface 

• Lock’s Audit trail 

• Proximity setup 

• PP asks for password to collect open- 

ings 

• Disable event register 

• Manage staff card copies 

• Manage Esc/Return feature 

• Use enhanced encryption for prox- 

imity cards 

• Proximity Intelligent Energy Savers 

These functions are described below. 

 
 

 

Use PMS interface 
 

On the market, there are systems for the management of buildings depending on their use. That 

is to say, there are systems to manage hospitals, schools, hotels, etc. These systems are called PMS 

(Property Management Systems). 

It may be the case that, in the building 

where the TESA Access Control sys- 

tem is intended to be installed, there 

is a PMS or there are plans to install 

one, so that the end user does not 

want to manage the access control 

system from the TS1000 software, but 

rather prefers to manage it from the 

PMS management system itself. 

TESA Access Control offers the possibili- 

ty of integrating the TS1000 system with 

any management system on the market. 

For this purpose, a communication pro- 

tocol is provided which describes how 

to integrate certain actions. 

For more information, contact your 

distributor. 
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Lock’s Audit trail 
 

The field “Lock’s Audit trail” allows choosing between two settings: Standard and Extended: 

• Standard Lock’s Audit trail: the doors can store a maximum of 1,500 users and 600 events. 

• Extended Lock’s Audit trail: the doors are capable of storing a maximum of 1,000 users and 

1,000 events. 

 
 
 

Proximity setup 
 

This field allows configuring the cards (Mifare or Desfire) to calculate how many events and 

locking plan crosses are stored, as well as for multiple application with other systems. 

 
 
 

PP asks for password to collect openings 
 

With the Portable Programmer, it is possible to collect the event register stored in the electronic 

cylinders, locks and/or wall readers. 

After collecting the information, there are two possibilities: 

• Viewing the event register in the Portable Programmer. 

• Transmitting the information to the PC to view it from the TS1000. 

 

When the event register of a lock is read, it remains unchanged, that is to say, it is read, but not 

deleted. For this reason, the reading of events from the lock by means of the Portable Programmer 

does not require, in principle, any additional security measure, that is to say, it does not require 

the use of the Authorisation Key. 

However, it is possible to introduce a security measure for this collection of events from the locks, 

which involves using a password. This password matches that used for Emergency Openings with 

the Portable Programmer, which is assigned in the “PP” menu of the TS1000. 

 
 
 

In order to establish this password requirement, carry out the following steps: L 
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1 In the “Setup” menu, “Facility” tab, 

tick the option “PP asks for pass- 

word to collect openings”. 

 

 
2 Click “OK” to accept it. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

3 In the “PP” menu of the TS1000, 

“Password to open doors” field, 

type the password. 

 

 
4 In that “PP” menu, click the “Send 

Data to PP” button. Before this, 

connect the PP to the PC and turn 

it on. 

 
 
 
 

WARNING: the password, just like 

the other parameters in this win- 

dow, is not stored in the system. It 

is only used for it to be sent to the 

PP, where it actually is stored. The 

next time this window is opened, 

the default values will be shown 

again. 
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Disable event register 
 

In some countries, regulations forbid recording any permitted access, except when it is carried 

out by means of a PIN (Personal Identification Number) code. That is to say, except when the 

opening of the door is carried out with the combination of card and keypad. 

For this reason, the TESA Access Control programme offers the possibility of “Disabling the event 

register”. 

 

In order to disable this register, tick 

the option “Disable event register” 

and, then, click “OK” to accept it. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
When this option is selected, two things 

happen: 

 

• The option “View openings” is dis- 

abled in the Portable Programmer L 
(this option is selected in the “PP” 

menu of the TS1000). 

 

• In the event register of the TS1000 

software (“Openings” menu), the 

permitted accesses of the users 

are not recorded. 
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Manage staff card copies 
 

By default, in the TESA Access Control system, it is not possible to make copies of credentials, that 

is to say, each user is unique and exclusive. 

This means that it is necessary to define each and every one of the system users, regardless of 

whether or not they have the same locking plan (even if they will enter through the same doors). 

Therefore, for each user defined in the system, there is a unique credential: 

• User 1 –> Credential 1 

• User 2 –> Credential 2 

• User 3 –> Credential 3 

• Etc. 

 

This way of managing the site allows adding the possibility for the locks to cancel a lost and/or 

stolen credential automatically to the system. 

Should a user lose their credential, in order to cancel that credential and assign a new one, you 

only need to encode a new credential for that user (the old one becomes invalid automatically). 

This operation does not affect any other user in the site. 

However, the obligation of having to define each and every one of the users of the site may be 

somewhat inconvenient for some sites. 

Consequently, the system allows making copies of credentials, that is to say: 

• User 1 –> Credential 1 

• User 2 –> Copy 1 Credential 1 

• User 3 –> Copy 2 Credential 1 

• User 4 –> Copy 3 Credential 1 

• Etc. 
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In order to be able to make copies of 

credentials, tick the option “Manage 

staff card copies” in the “Facility” tab 

of the “Setup” menu. 

 

WARNING: take into account that, 

when working with copies of 

credentials, if a new credential is 

encoded, the previous credential 

is cancelled, as well as all its copies. 

That is to say: 

New Credential 1: 

– Cancels Credential 1 

– Cancels Copy 1 Credential 1 

– Cancels Copy 2 Credential 1 

– Cancels Copy 3 Credential 1 

– Etc. 

 

When working with copies of 

credentials, the copy number is 
reflected in the event register. 

 
 

 
When the option “Manage staff card 

copies” in the “Facility” tab of the “Setup” 

menu is enabled, the button “Copy” is 

displayed in the “Users” menu of the 

TS1000, which allows making copies of 

the credential of that user, as well as 

the field “Encoded copies”, where the 

number of copies encoded from that 

credential is displayed. 

 
 
 
 
 

L 
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Manage Esc/Return feature (only available in the SMARTair series) 
 

In some European countries, regulations demand that when a user opens a door from the inside, 

it must remain in a state which allows it to be opened from the outside. 

The door must remain in this state during the time the user needs to get out of the room, reach 

the nearest emergency door and get back into the room. 

This function is called “Esc/Return”. 

 

In order to enable this function, tick 

the option “Manage Esc/Return fea- 

ture” in the “Facility” tab of the “Setup” 

menu. 

 

Click “OK” to accept it. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
When the function “Esc/Return” is ena- 

bled, the field “Activate Esc/Return” is 

displayed in the “Doors” menu, which 

allows enabling the function for that 

door, as well as the field “Indefinite”, 

which allows leaving the door open 

indefinitely and the field “Duration 

(1...4 min)”, which allows selecting the 

time it will remain open. 
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Proximity Intelligent Energy Savers 

 
 
 
 

If the option “Basic” is selected, the in- 

formation necessary to use the energy 

savers, if they are present in the site, 

will be encoded in the user cards. 

 
 
 

 
For more information, refer to the cor- 

responding instruction manual of the 

Proximity Intelligent Energy Saver. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
L 
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L.3 DEACTIVATION OF THE AUTHORISATION KEY 

Use of the Authorisation Key 

In the first place, it is worth highlighting the importance of the use of the Authorisation Key as 
a security measure. 

 

However, it is understandable that, for certain sites, its use may be inconvenient or unnecessary 

as a security measure. 

Therefore, the use of the Authorisation Key may be deactivated in the system, for one or more 

operators levels. In this way, there may be operators in the system requiring the use of the 

Authorisation Key and, in turn, others who do not. 

As a security measure, in order to deactivate the Authorisation Key, it is necessary to insert it into 

the Portable Programmer, thus ensuring that only the individual who has this key can decide on 

its deactivation. 

 

 
Deactivating the use of the Authorisation Key to use the PP 

 

1 On the TS1000 main screen, access 

the “Setup” menu. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
2 In the “Setup” menu, access the 

“Operators Levels” tab. 

 
3 Select the level you want to deacti- 

vate the Authorisation Key for (5 in 

the example). 

As you can see, the options making 

reference to the Authorisation Key 

are not ticked. 
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4 Select the option “Does NOT need 

Authorisation Key to use the PP”. 

If the Portable Programmer was 

not connected and powered on, a 

message will be displayed request- 

ing you to do this. 

 
 
 
 
 
 
 
 
 
 

5 A message is displayed asking you 

to insert the Authorisation Key. 

Once it is inserted and recognised, 

the option will become “active” 

and, therefore, the operators from 

that level will not need the Author- 

isation Key any more to Initialise, 

Update and/or Open doors with 

the Portable Programmer. 

 
 
 

 

When desired, you can activate the use of the Authorisation Key again. The process is similar, 

differing in that it is not necessary to insert the Authorisation Key into the Portable 
Programmer. 

 
 
 

NOTE: every time you access the TS1000 software with the administrator operator, the TS1000 
will request the Authorisation Key, except in “Demo” mode. Deactivating the use of the L 
Authorisation Key is only used for operators, who will have to enter the software with the 
password of the operator created. 
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“Does NOT need Authorisation Key to activate staff keys” option 
 

This option allows deactivating the Authorisation Key for the activation of staff keys. It only makes 

sense for sites with electronic cylinders and keys. 

 
 
 
 
 

1 On the TS1000 main screen, access 

the “Setup” menu. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

2 In the “Setup” menu, access the 

“Operators Levels” tab. 

 

 
3 Select the level you want to deacti- 

vate the Authorisation Key for (5 in 

the example). 
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4 Select the option “Does NOT need 

Authorisation Key to use the PP”. 

If the Portable Programmer was 

not connected and powered on, a 

message will be displayed request- 

ing you to do this. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

5 A message is displayed asking you 

to insert the Authorisation Key. 

Once it is inserted and recognised, 

the option will become “active” 

and, therefore, the operators from 

that level will not need to activate 

the user keys after encoding them, 

since they will be encoded active. 

 
 
 
 
 
 
 

 

L 

 
When desired, just as in the previous case, you can activate the use of the Authorisation Key 

again. The process is similar, differing in that it is not necessary to insert the Authorisation Key 
into the Portable Programmer. 
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L.4 OTHER CREDENTIALS 
 

Blocking key or Card 
 

The TS1000 system has one special credential: the Blocking Key or Card. 

The blocking credential allows “blocking” cylinders, locks and/or wall readers. A “blocked” door 

will not allow access to anybody, even if they normally have permitted access. 

The doors in this blocked state will only allow access to those individuals who normally have 

permitted access and, in addition, have the option “Can open blocked doors” enabled. This 

option is defined for each user in the “Options” tab of the “Users” menu. 

 

In order to encode the blocking card, proceed as follows: 

 

1 Access the “Special Cards” tab of 

the “Setup” menu. 

 
2 Click the “Blocking Card” button. 

If there is more than one technolo- 

gy in the site, the system will ask 

what type of Blocking Card you 

want to create: Key (for cylinders), 

Card (for Magnetic Stripe readers 

and locks) or Proximity (for Prox- 

imity readers and locks). 

 
 

 
3 A screen is displayed asking 

whether you want a “New” card 

(cancels the previous blocking 

card) or a “Copy” (which does not 

cancel it). 

In this case, we choose “New” and 

click “OK”. 

 
 
 
 
 

 
4 If the Card Encoder (or the Porta- 

ble Programmer, depending on 

the case) is not connected, a mes- 

sage will be displayed requesting 

you to do this. 
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5 A message is displayed indicating 

you to bring the card close. 

 
 
 
 
 
 
 
 
 
 
 
 
 

6 Once the encoding has been finished, 

the corresponding confirmation mes- 

sage is displayed. 

 
 
 
 
 
 
 
 
 
 
 

 

Blocking a door with the Blocking Credential 

In order to block a door, you only need to use the Blocking Credential in it. Each technology 

responds this event differently: 

• Electronic key: after inserting the blocking key into the cylinder, it flickers in the same way as 

for the Authorisation Key. 

• Card (Magnetic Stripe or Proximity): after presenting the blocking card, the lock or reader 

responds with a quick flickering of the red LED for a few seconds. L 

 

While a door remains blocked, any user who is normally authorised to access it will get an 

access denial signal, except they have the special option to open blocked doors enabled, in 
which case they can access without problems. 

The denial message is also different depending on the technology: 

• Electronic key: the user gets a normal red light, just like the one received for a standard non- 

authorised access. 

• Card (Magnetic Stripe or Proximity): the user gets, in the lock or reader, a quick flickering of 

the green light in conjunction with the red light for a few seconds. 

 

Both in the door and the credential (in the event of R/W Electronic Keys and Mifare Proximity 

Cards, provided that the openings read from door are enabled in the credential), the event 

“Denial: can not open blocked doors” will be recorded. 
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Unblocking a blocked door 

In order to unblock the blocked door, use the Blocking Credential in it once again. Depending on 

the technology, the response from the system will be different: 

• Electronic key: after inserting the blocking key in the cylinder, the key light will come on in red 

for a few seconds (just like in an access denial). 

• Card (Magnetic Stripe or Proximity): after presenting the blocking card, the lock or reader will 

respond with a quick flickering of the red LED for a few seconds, followed by a brief lighting up 

of the green LED. 

After this step, the door will behave normally once again according to the locking plan programmed. 

 
 
 

High Traffic Cancelling Card 
 

A High Traffic Door can be opened with 

any credential which belongs to the 

system, whose dates are correct and 

which hold the necessary permissions. 

That is to say, a user with a credential 

belonging to the site, but without an 

expiry date, will always have access to 

the high traffic doors and, in principle, 

there is no way to cancel such a cre- 

dential. In order to solve this problem, 

there exists a “High Traffic Cancelling 

Card” credential. 

For more information on high traffic 

doors, see High Traffic Door on page 77. 

The High Traffic Cancelling Card al- 

lows cancelling the credentials which 

have been encoded before the date 

selected in the field “Cards encoded 

before”. 

Select the date desired, connect the 

card encoder, click the “High Traffic 

Cancelling Card” button and place the 

card on the encoder. 

Once the card has been encoded, place it in the corresponding High Traffic Door and, as from that 

moment, the credentials encoded before the date selected will no longer have access permitted. 
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Init Wireless Card 

 
 

The “Init Wireless” Card is used in V3 

wireless systems to automatically link 

the doors to the Hub having the 

strongest coverage available. 

 
 
 
 
 
 
 
 
 
 
 
 

 
In order to encode the card, connect 

the card encoder and click the “Init 

Wireless Card” button; a window is 

displayed asking you to choose the 

technology of the card. 

 

Select the technology applicable to 

your card and click “OK”. 

 
 
 
 
 
 
 

 

A message is displayed indicating you 

to bring the card close. 
L
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Place the card on the encoder. After a 

brief moment, the card will be encod- 

ed and a confirmation message will be 

displayed. 

 
 
 
 
 
 
 
 
 

Once the initialisation process has 
been carried out, it is advisable to 
delete the card so as to avoid activat- 
ing the RF modules accidentally. 

 
 

In order to delete it, access the “Cards” 

menu. 

 
 
 
 
 
 
 
 
 
 

The window “Read Cards/Keys” is dis- 

played; click the “Delete Proximity” or 

“Delete Card” button, as appropriate. 

 

With the card encoder previously con- 

nected, click the corresponding deletion 

button and place the card on the en- 

coder. 
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A message is displayed asking you to 

confirm the deletion of the card. 

Click “OK” to confirm. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
The deletion takes place and a confir- 

mation message is displayed. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

L 
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