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Introduction to the TS1000 manual

A — INTRODUCTION TO THE TS1000 MANUAL

A.1 CHAPTERS OF THE TS1000 MANUAL

This manual describes how to install and use the TS1000 Management Software. It is divided n
into severalchapters, whosecontentisbrieflydescribedbelow, tofacilitateitsuseandconsultation.
These are the following:

A Introduction to the TS1000 manual
This chapter.

B System description

Presentation of the different components and structure of the system; usefulinformation for
the System Administrator.

C Licence
Presentation of the elements provided, as well as the scope of the licence acquired.

D Setup
Step by step description of the setup procedure for the TS1000 software.

E Running the programme for the firsttime

There is an explanation on how to proceed the first time the programme is run (Operator
NameandPassword), aswellastheconfigurationof someinitialsettingsinthe “Setup” menu.

F Creating the LockingPlan

The Locking Plan defines Who can enter, Where they can enterand When they canenter. This
chapter explains how tocreateit. For thispurpose, itisnecessary towork withseveral menus
of theTS1000:

“Users” menu, to define Who can enter.

“Doors” menu, to define Where the users will be able to enter.

“Hours” menu, tocreatetheallowableaccesshours, thatistosay, When.

“Matrix” menu, which,bymeansofatable, relates Who, Whereand When.

Finally, there is an explanation on how to store and transfer the locking plan created.

G Operators and Operator Levels
An Operator is a User of the system, who, in turn, can access the TS1000 software to manage
the system. It is possible to define Operators with different grants to carry out different
management operations in the system, that is to say, different Operators Levels can be defined.
- The different Levels are defined in the “Setup” menu.
- The Operators are added and the Level is assigned to them by means of the “Operators”
menu.

V 09/2016 5
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Grants

The Grants allow granting or denying the access of a user to a door, modifying only the credential of
said user, having to neither modify the locking plan nor go to the doors to update such a plan. This is
very useful on many occasions.

The Grants are managed by means of three menus:

- Firstly, the grants have to be defined by means of the “Setup” menu.

- Then, the grants have to be assigned to the doors by means of the “Doors” menu.

- Finally, by means of the “Users” menu, the grants are assigned to the users.

Programming Credentials and Doors

Oncethelockingplan, thegrants, etc.,havebeendefined,itisnecessarytotransmittheinformation
both to the credentials of the users (keys, cards, etc.) and to the doors (cylinders, locks, readers, walls,
etc.).

Itishighlyadvisabletocarryoutthe programmingof thedoorsbeforetheencodingof thecredentials,
particularly in Reading/Writing or UoC systems, so that the credentials are not loaded with data
unnecessarily.

- The programming of the users credentials is carried out by means of the “Users” menu, using the
corresponding device connected to the computer (Portable Programmer, Magnetic Stripe Encoder,
Proximity Encoder).

- Thedoorsareprogrammedonthespotusing thePortable Programmer. Previously, itisnecessary
tohave connected the Portable Programmer to the computer and transferred the locking planto
it by means of the “PP” menu (Portable Programmer).

Wireless System

The wireless system allows the wireless devices of the doors to communicate with the computervia
radio through hubs connected to it. This allows carrying out many operations without having to go
physically to the doors with the Portable Programmer

Afterinstalling and connecting the hub/s whichwill connect the computer with the locks by radio, it
is necessary to do the following:
- To configure the hubs by means of the “InitHubIP” software.

- Toincorporatethehubsandwirelessdevicesof thedoorsintothesystembymeansof the “Setup”
menu of the T51000.

- Tomanage the wireless devices of the doors by means of the “Wireless” menu of the TS1000.

Site management

After installing the system, once the users start using it, it is time to manage it. This involves the
following:

- Reading and deleting user credentials by means of the “Cards” menu.

- Reading and managing the record of openings or events of the doors by means of the “Openings”
menu.

- Generating and printing different reports by means of the “Reports” menu. These can be, for
example, user lists, door lists, hours, locking plan, etc.

- Managingtherecordof the operations carried out by the Operatorsin the system by means of the
“Auditor” menu.

Other Functions

There arealso lesscommon functions whichin certaincases canbevery useful. They canbe foundin
the “Setup” menu and, in short, they are the following:

- Special functions.

- Deactivation of the Authorisation Key.

- Other credentials: blocking key or card, High Traffic cancelling card, Init Wireless card.
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A.2 TS1000 MAIN FORM

The TS1000 main form, which displays after installing and running the programme, is shown
below.

This form allows accessing all the menus which have been mentioned above.

& TS1000 Version 6.04.04 : Access Control I:HEHX]

NWSMARTAIr

Users R[] Openings
Doors ™3 Auditor

Hours @&+ Operators

Matrix @8 Reports

Keys/Cards Rggfs1 Wireless

p.p. &/ setup

Fig.1 TS1000 mainform
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B — System description

SMARTair TS1000 platform
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Systemdescription

B — SYSTEM DESCRIPTION

SMARTair TS1000 PLATFORM

The SMARTair TS1000 platform is made up of a server and one or more guests that access it.

Mobile Phones

Local Area Network D D

SMARTairTS1000 Server Instance

A

SMARTairTS1000| ——— ; | |
PC Client PMS Service Application Server "—\_‘

T J

o | TR

Data Server (| A A

7 1™~

Csam [ |
@ | @D

Web Browsers

Fig.2 System overview

The server, in turn, is made up of 3 components:

e PMS Service: this is an autonomous PMS Service which is runin the server. By default, it uses
the TCP Port 7779.

e DataServer: this is the database system in charge of providing data to the guests through the
LAN network. By default, it uses the TCP Port 3050.

e Application Server: this is the application in charge of running the applications on the server
side. By default, it uses the TCP Port 8181.

e TimeService: this is a Service which is configured during setup, and allows synchronising the
date and time between the updaters and the PCs of the system. It uses port 10101.

The applications on the server side are in charge of running the centralised logic, for example:

e Wireless System management
e Database backup and purge
e E-mail alerts

The applicationserveroffers two typesof interface, which canbe accessed either frominside or
outside the LAN network, through the HTTPS secure protocol:

e HTML for access by WEB browser

e SOAP web service interface

V 09/2016
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C — Licence
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Licence

C - LICENCE

C.1 INTRODUCTION

The licence of the TESA Access Control system is made up of the following elements:
e Customised TS1000 management software with initial DATA file.
e Authorisation Key.

AS5F1CF72

Fig. 3  Authorisation Key and pen-drive with the Software
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C.2 TS1000 MANAGEMENT SOFTWARE-GUEST

Thisis the computer application through which the locking plan of the site is scheduled and managed.
Therefore, it basically allows making a decision on to whom, where and when access can be granted.

The main features of the TS1000 V6.04 software are the following:
e Easy touse.

e Itallows managing all the access control products: electronic cylinders, electronic locks and wall
readers (on/off-line).

e It can be run on any PC with Windows XP, Windows Vista, Windows 7, Windows 8, Windows 10,
Windows Server 2010 or Windows Server 2012 installed.

e Network connection possibility.

C.3 CUSTOMISED DATA FOLDER

Thedatarelatedtoeachsiteisstoredinafilecalled Data.fdbwhichissavedinafoldercalled “Data”. This
isthedatareferringtotheusers, doors, timezones, etc., anditiscustomisedandexclusiveforeachsite.

Therefore, theaforementioned “Data” folderandthefilesitcontainsmakeupthelockingplanofasite.

The “Data” folderiscreatedbyTalleresde Escoriaza, S. A. andeachDatafolderisassignedauniqueand
exclusive SystemCode.

ASystemCodeisan8digitcodemadeupofletters(A-F)and/ornumbers(0,1,...,9),suchas,forexample:
A5F1CF72.

When a Data folder is created, it is relatively empty of information. There are no doors, users or time
zones defined. Only the System Code is assigned to it.

The distributor or final user is the party who must create the specific locking plan for the site, as
described in the corresponding chapter of this manual.

Once the customised locking plan has been created, it is advisable to make a backup of it. In order to
make a manual backup, stop the services, copy the Data.fdb file to a secure destination and start the
services again.

C.4  AUTHORISATION KEY

The AuthorisationKeyisasecurity elementwhichallows preventing possible undesiredinterventionsin
the system by third parties.

The Authorisation Key is encoded with the System Code of the locking plan it belongs to.

By default, the Authorisation Key is required in the following cases:

e Data transmission from the Portable Programmer to the cylinders, locks and/or readers.

Intheinitialisation, updatingandopeningoperationscarriedoutfromthePortable Programmer, the
Authorisation Key must be entered in it. Otherwise, the data transmission is not carried out.

Inthisway, itisguaranteed thatonly the personhaving the AuthorisationKeyisable tocarryoutsuch
operations.

Therefore, it is understood that the Authorisation Key will have to be in the possession of the
individual responsible for the security and/or management of the system.
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e Authorisation of the keys.
This function is only available in the STX series, Electronic Cylinders.

When the user keys are encoded, they do not directly become operative in the system; they
are in a non-operative state referred to as “unauthorised key”.

So as to become operative, the keys require an activation process, which is carried out by
means of the Authorisation Key.

In this way, it is possible to prevent third parties from encoding keys without the consent of
the individual responsible for the security and/or management of the system.

C.5 LICENCE TYPES

The TESA Access Controlsystem, soastobetteradapttotherealneedsof eachsite, offersseveral
licence types, based on the following features:

e number of doors: 10, 30, 75 and unlimited
e system type: Off-line, Update On Card, Wireless

e “mobile” licence, which includes the package of functions: Remote opening by mobile,
antipassback, e-mailalerts

In the event of having a licence with a door limit, but the number required exceeds the limit
specified by the licence, the software will not allow adding more doors. In order to add more
doors, it will be necessary to expand the licence.

C.6  LICENCE EXPANSION

Intheevent of requiringalicence expansion, itisnecessary tocontact thedistributorandplacea
licence expansionorder.

Thelicenceexpansionsrequiringplacementofanorderarethefollowing: Antipassback, opening
by mobile App, NFC management, System change and Expansion of the number of doors. Contact
your distributor if you wish to acquire any of these expansions.

e Theordermustbeaccompaniedbyacopyofthe“licence.zip” filewhichisinthe “Data” folder
containing the locking plan. The “licence.zip” file isimported and exported by means of the
“Tools” application.

This file can either be sent by e-mail or burnt to a CD.

e Once the order has been placed, a new “licence.zip” file will be sent to you by Talleres de
Escoriaza, S.A.
The new “license.zip” file must be imported with the “Tools” application.

As from that moment, it will not only be possible to run the management software as you did
before, but also to keep adding doors to the site.
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D - SETUP

D.1 EXECUTABLE FILE

Thereisonly one executable file forinstalling both the server as well as the guests. During setup,
the installer asks the user if this is a Guest or Server setup.

If the Guest is going to manage wireless devices, the Server will be installed with GlassFish.
Otherwise (Guestwhichisnottomanagewireless), theServerwill beinstalled without GlassFish.

Itis mandatory toinstall GlassFish on the server in the event of using wireless management and/
or browser management (the wireless system is explainedin “J.1 Wireless system architecture” on
page 131).

aJavaservice added toit (the Update on Card systemis explained on page 61).

If GlassFish is installed on an Update on Card system, the system works in the same way, but wn

In the event of having only one PC for the setup of the system, the server and the guest will be
installed together on the same machine. In a multiuser setup, there will be one complete setup
(server + guest) and several guest setups being run on several other machines.

D.2 SYSTEM REQUIREMENTS

The minimum recommended requirements so as to be able to run the setup (complete setup
with guest and server) are the following:

PC with Pentium 4 or higher.
1 GB of free RAM.
1 GB of hard disk space.

Windows operating system (32 bits or 64 bits) with support for services (setupis NOT possible
on the Windows 95, Windows 98 and Windows Me platforms).

The Server communicates through UDP in the range of ports 7780 to 7781 in order to
communicatewiththewirelessdevices. These ports must beavailable and not blocked by the
Windows firewall. It also uses the UDP 7790, TCP 7890 and TCP 7881 ports.

The Server communicates through TCP by means of port 3050 (this port can be configured
during the setup process) in order to communicate with the database server. This port must
be available and not blocked by the Windows firewall.

The Server communicates through TCP by means of port 8181 (this port can be configured
during the setup process) in order to communicate with the web applications. This port must
be available and not blocked by the Windows firewall.

Communication by means of UDP port 10101 for the Time Service, which allows synchronising
the date and time between the PCs and updaters of the system.

The Software can be runwithminimum requirements, butitisimportant to point out that the
serverneedstohavefreeRAMavailablesoastorunproperly. Asaresult, itisadvisabletohave
1GB of free RAM memory for the server.

V 09/2016
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D.3 SETUP PREPARATION

Beforestartingwiththesetup, aseriesof pointshavetobeconsidered. Oneof themostimportant
points is the selection of the PC where the Server is to be installed. Consider the following:

¢ TheServerwill be the PC where the data is installed. The option Server necessarily has to be
chosen for that PC.

¢ ThePCusedasaServer has tobe always on to allow the guest PCs not only to access both the
database and the services, but also to deal with the wireless hubs and doors.

¢ Trytochoose the PCwith the largest capacity as the server so that it is able to manage in the
best possible way communications with the rest of the guest PCs.

D.4 UNINSTALLING OLDER VERSIONS OF THE TESA APPLICATION - SMARTair TS1000

The installer verifies the system, trying to find older versions of the application. Before proceeding
tothe setup of the application, it asks whether youwish it to be updated to amorerecent version
or not.

When updating a version of the software 5.x or higher, the installer asks whether you wish to
replace the existing version or not before proceeding to the setup of the application.

+ Smartair TS1000 6.04 Setup

_'5 A previous installation of T51000 (version 6.x) was found.

Do you want to upgrade it?
I Yes Q" [ No

¢ If you choose the option “YES”, to replace the older version, it will be uninstalled from the
system and replaced by the new version.

¢ Ifyouchoose “NO”, nottoreplace, version5.xwillnot be uninstalled and the new version will
beinstalledinparallel. Inthisway, itispossibletohavebothversionsinstalledonthesamePC.

Whenversions5.xand6.xareinstalledonthesame PC, takeintoaccount that the same ports will
be shared by both versions (for example, the ports of the system of wireless communications or
the ports of PMS communications). It will not be possible to run both versions simultaneously.

In order to be able to run version 6.x of the SMARTair TS1000 application, version 5.x must be
closedif both versions are being runin the same PC. The samerule has to be followed if you want
torunversion TESA - SMARTair TS10005.x: theservices “TESA_APPSERVER Glassfish Server” and
“TESA_APPSERVER PMS Service” must be stopped before being able to run it.
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SETUP PROCESS

[ ] Administrator rights are necessary so as to be able to install the application. For more

information, contact your system administrator.

1 InsertthePen-Drive. Itisadvisable to copy the “TS1000 6.04 Setup.exe” file to the PC which

will work as a Server to run it from there.

2 Run the “TS1000 6.x Setup.exe” programme (the one you have copied to the PC which will

work as a Server).
3 Select the language to be used

during thesetup.
Click “OK” to continue.

4 A welcome message is displayed.

Click “Next” to continue with the
setup.

5 Readand accept the licence terms.

V 09/2016

Installer Language @

0 Please select a language.

e
[ OK %I [ Cancel ]

Welcome to the Smartair TS1000
6.04 Setup Wizard

o This wizard will guide you through the installation of
Smartair TS1000 6.04.

- It is recommended that you close all other applications
| befaore starting Setup. This will make it possible to update
B4 relevant system files without having to reboot your
computer.

Click Next to continue.

[ <pack | Next>RJI cancel |

+ Smartair TS1000 6.04 Setup =] _{

+ Smartair TS1000 6.04 Setup

License Agreement

0
Please review the license terms before installing Smartair N
TS1000 6.04, va
Press Page Down 1o see the rest of the agreement.
END-USER LICENSE AGREEMEMT FOR TESA SMARTAIR TS1000/INHOVA 5 ~

MMPORTAMT PLEASE READ THE TERMS AMD CONDITIONS OF THIS LICENSE b |
WGREEMENT CAREFULLY BEFORE COMTIMUING WITH THIS PROGRAM INSTALL,

TESA End-User License Agreement ("EULA") is a legal agreement between you (either
an individual or a single entity) and TESA for the TESA software product(s) identified
above which may include associated software components, media, printed materials,

and "online" or electronic documentation ("SOFTWARE PRODUCT"). By installing,
copying, or otherwise using the SOFTWARE PRODUCT, you agree to be bound by the
terms of this EULA, This license agreement represents the entire agreement v
If you accept the terms of the agreement, click I Agree to continue. You must accept the
agreement to install Smartair TS1000 6.04,

< Back " IAgree%JI Cancel
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6 Specify the path for the setup.

# Smartair TS1000 6.04 Setup

Choose Install Location o
Choose the folder in which to install Smartair TS1000 6.04. L J

Setup will install Smartair TS1000 6.04 in the following folder. To install in a different
folder, click Browse and select another folder. Click Next to continue.

Destination Folder

‘ Browse...

Space required: 209.3MB
Space available: 575.4MB

r TS100i

< Back I[ Next > I I Cancel
7 Select the setup type: > ;
Ptyp _ + Smartair TS1000 6.04 Setup =] {
— “Complete (Server+Guest) with o
A oose Components 0/
mreless Choose which features of Smartair TS1000 6.04 you want to "
Wireless”, nstall ‘ “J
ins N .
— “Guest Only, with Wireless”, ;
Check the components you want to install and uncheck the components you don't want to
— “Basic, without Wireless” (serv- instal. Click Next to continue.
erwithout GlassFish service), Selcttreypeof mstall: [Pl v
- “Guest Only, without Wireless” S St ot .
. ’ . . ic:;:;iﬁnems foueh o Full (No appserver, sin wirele|
Client On lo appserver, no|
(without GlassFish service), lint Onl
and click “Next” (the last two op-
tions are used in Update on Card
systems which do not require wire- Space required: 2093V
lesssupport, when, inaddition, you
do not want to use the system
through a web browser) BT | (N

Complete Setup

The option “Complete Setup” installs the files both of the Server and the Guest on the PC selected.
1 After selecting the option “Com-

. + Smartair TS1000 6.04 Setu - O
plete Setup”, click the “Next” button = & LOK
. oose Components
to Cont] nue. Choose which features of Smartair TS1000 6.04 you want to '\o ‘
install. b

Check the components you want to install and uncheck the components you don't want to
install. Click Next to continue.

Select the type of install:

v
|
— [% Description

Or, select the optional TS1000 Client
components you wish to Database Server
install: TS1000 Web Server

Space required: 209.3MB

< Back " Next > II Cancel
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2 The “Server Settings” screen is
displayed, which allows you to
configure the parameters of the
server.

Configure the parameters (see the
table below) and click “Next” to
continue.

Afterwards, each time you want to
make changes to the Server
settings, you will need the
Administrator password. It is
advisable to keep a written copy of
the password in asafe placein case
it is necessary to consult it in the
future.

Server settings

+ Smartair TS1000 6.04 Setup

Server Settings o/
Enter settings for the Data Server m J
Please enter Data Server configuration
TCP Port; | 2050 |
Please enter Application Server configuration
HTTPS Port: [a181 |
Admin Port: 4848 |
Admin password: [ sssssssses ‘ Default: admin1234z
repeat password: 1' ssssssscee 1
Certificate CN: l RROTS-DB41BDIFA ‘

I < Back I[ Next > I [ Cancel

Default value

Description
TCP communication port of the

TCP port of the data server 3050
application with the dataserver
HTTPS port 8181 HTTFS cgmmunication port withthe
application server
Communication port 7779/TCP Port by means of which the PMS
for the PMS protocol communicates with the PMS service
TimeService port 10101
Administrator port 4848 Admlmstratorcommumcatwnportw1th
the application server
Password to access the Web Server
Admin Password admin1234z configuration module as an

administrator

Certificate CN

Name which will appear in the SSL
certificate of the server. It must coin-
cide with the IP or machine name
usedin the browser for web access.

V 09/2016
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3 Configure the PMS service and
click “Next” to continue.
By default, the PMS service is off.

4 Configure the port for the Time
service and click “Next” to continue.

5 Data folder: source (physical unit
and path) where the database
(Data.fdb) to be used is hosted.

[11t is necessary to use the database
provided in the Pen-Drive, as it has
beencustomisedaccordingtoyour
order.

The database will be copied to the
internal local directory of the data-
base server.

V 09/2016

# Smartair TS1000 6.04 Setup

PMS Service
PMS Service Installation J

[V]Install PMS as Windows service

PMS Port: [7779 | [1cp v |
K
[ < Back Il Next > I I Cancel I
+ Smartair TS1000 6.04 Setup =]
Time Service 0
Time Service Installation 1 i
Time service Port: l 10101 ‘
[ < Back " Next > I [ Cancel I
+ Smartair TS1000 6.04 Setup =] _{
Install Local Site Data ol
Please select the site data folder to copy data from 1
Select Site Data Source (leave blank to skip)
Site Data: \ | 3
Destination: C:\Smartair TS1000
i
< Back " Install I I Cancel




[11f you have not selected the source of

the database, a “demo” databaseis
installed by default. THE “demo”
OPTION MUST NOT BE USED ONA
REAL SITE, as its features are limited
and it is not customised according
to your order. The “demo” option
is appropriate only for tests and
demonstrations.

In order to configure the fields,
click “Install” tocontinuewiththe
setup.

The setup files will be copied to
the PC in the following step. Click
“See Details” if you wish to view
the setup process.

The setupbegins.

IfthePCuseddoesnothaveJava,or
it does not have the required
version, the setup will be carried
out. In such a case, amessage
pointing this out is displayed.
Followitsinstructionsandclick “Try
again”.

+ Smartair TS1000 6.04 Setup

Install Local Site Data
Please select the site data folder to copy data from

Select Site Data Source (leave blank to skip)

[ |[J
+ Smartair TS1000 6.04 Setup

a

Site Data:

No site data has been selected. A demo database will be installed instead. Are you sure?

Yes ] [ No

< Back “ Install ][ Cancel

+ Smartair TS1000 6.04 Setup

Installing 0
Please wait while Smartair TS1000 6.04 is being installed.

BExtract: vcert8_Win32.msi... 100%

[ )

Show details |

+ Smartair TS1000 6.04 Setup

Installing °
Please wait while Smartair TS1000 6.04 is being installed,

+ Smartair TS1000 6.04 Setup

&N

Cannot install Java dependencies. Please close all the programs that are running on your PC before retrying

Copy to C:\Smartair TS10000\Data\Data. filb ‘

Delete file: C:\Smartair TS10000\NIT.FDB

Checking JOK...

Installing JOK...

Extract: jok-1.7.0_79-windows-i566.exe... 100% |
Execute: 'C:\Smartair TS10000\jdk-1.7.0_79-windows-i566.exe" fpassive

B3
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8 Java isinstalled.

# Java SE Development Kit 7 Update 79 (9 [w] ]

¢
= Java

ORACLE

Welcome to the Installation Wizard for Java SE Development Kit 7 Update 79

Java SE Development Kit 7 Update 79 Setup is preparing the Installation Wizard which will
guide you through the program setup process. Please wait.

ach Next Cancel

# Java SE Development Kit 7 Update 79 - Custom Setup

G
::ﬁ; Java

ORACLE

Select optional features to install from the list below. You can change your choice of features after
installation by using the Add/Remove Programs utility in the Control Panel

Feature Description

Java SE Development Kit 7 Update
2-ISource Code 79, including the JavaFX SDK, a
2| Public JRE private JRE, a private JavaFX

runtime, and the Java Mission
Control tools suite. This will
require 300MB on your hard drive.

Install to:

C:\Archivos de programa\Java\jdk1.7.0_79\

<Back | Net> |[  cancel |

i® Java Setup - Destination Folder

¢
= Java

ORACLE

Install to:

C:\Archivos de programa\Java\jre7\
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9 Awarning is displayed indicating
that the port which was previously
configuredintheWindows firewall
willbeopened. Click “Unblock”.

va SE Development Kit 7

¢
= Java

ORACLE

lled Java SE ! Kit 7 Update 79

Click Next Steps to access tutorials, API documentation, developer guides, release notes and
more to help you get started with the JDK.

+ Smartair TS1000 6.04 Setup

Installing 0
Please wait while Smartair TS1000 6.04 is being installed. '\ 1

10 The setupcontinues.

V 09/2016

Starting domain...

% Windows Security Alert

€ To help protect your computer. Windows Firewall has blocked some
features of this program.

Do you want to keep blocking this program?

Name: Java(TM) Platform SE binary

Publisher: Oracle Corporation

-

[ Keep Blocking ] [ Unhlock ] [ Ask Me Later

Windows Firewall has blocked this program from accepting connections from the Internet or

a network. If you recognize the program or trust the publisher, you can unblock it. When
should | unblock a program?

# Smartair TS1000 6.04 Setup

Installing

Pleage wait while Smartair TS1000 6.04 is being installed.

Deploying server platforem application...

(] AERRRRERRERRARRRRRRRERRRRRRRRRRERRRNT J
Exiract: messages_no.properties... 100% ~
Exiract: messages_se.properties... 100% n
Output folder: CASmmartalr TS10000\appServeri\glassfish3iglassfish\domains\TESA...
Extract: loga.jpg... 100%

Create folder: C\Smartair TS10000\backuphmigration
Copying C:\Smartair TS10000YDatat\Data.fdb -> C\Smartair TS10000Ybackupimigr. .
Copy to C:\Smartair TS10000%hackupimigrationDATA_FDB

Execute: "C:\Smartair TS10000MTS1000.exe" AMSTALLER
Deploving systemn config application...

Application deployed with name TesaServerConfig.

Cormand deploy executed successfully,

Deploying server platform application... |

Srnartair TE1000 6,04
< Back Mext = Cancel

29




30

TS1000 - Instruction Manual

11 Thesetup summaryisshown. Note
down the data in case you need
them in the future.

Click “Next” to continue.

12 The server setup is completed.
Click “End”.

13 If the firewall warning shown is
displayed, click “Unblock”.

V 09/2016

+ Smartair TS1000 6.04 Setup

Installation Summary 0
This is the summary of the installation '\ J
B

Installation is completed. The following settings have been used:

TS1000 Client: Installed
Default Data: C:A\Smartair TS1000\Data\Data. fdb@localhost
TS1000 Server: Installed
Server TCP Port: 3050
Server hostname: RROTS-DB41BDIFA
Webserver Port: 8181
PMS Port: 7779 (TCP)
T 3ir TS1 (
+ Smartair TS1000 6.04 Setup L
2 Completing the Smartair TS1000

6.04 Setup Wizard

X
A

Smartair TS1000 6.04 has been installed on your
computer.

2 Click Finish to close this wizard.

@ TS1000 Version 6.04.04 : Access Control

% Windows Security Alert

@) To help protect your computer. Windows Firewall has blocked some
W features of this program

Do you want to keep blocking this program?

E‘ Name:  TS1000

Publisher: Unknown

[ KeepBiocking | [ Unblack | [ AskMelater |

‘Windows Firewall has blocked this program from accepting connections from the Internet or
anetwork. If you recognize the program or trust the publisher, you can unblock it When
should | unblock a program?

Zﬁ' Logout




Setup of the Guest Only, with Wireless mode

A setup of type Guest Only with Wireless installs the application in the Guest Only mode on the
PC, which allows managing wireless devices. APC with the TESA SMARTair TS1000 applicationin
the Guest Only mode communicates with the application server through TCP/IP to access the

database andservices.

1 Selectthesetuptype “GuestOnly”
and click “Next”.

2 Apply the Guest Settings, which
involves configuring the parameters
of the Server for the Guest PCs.

Once you have finished, click “Next”
to continue.

Server settings Description

Name of the Server PC on the network itself or, otherwise,
the IP address on the network

Name of the Server PCon the net-
work/IP

# Smartair TS1000 6.04 Setup E} ;

Choose Components

¢
Choose which features of Smartair TS1000 6.04 you want to " J
install. v a

Check the components you want to install and uncheck the components you don't want to
install. Click Next to continue.

Select the type of install:

Description

| & 751000 Client
| [ Database Server
| [] 751000 Web Server

Or, select the optional
components you wish to
install:

Space required: 16.2MB

X/

[ < Back ][ Next > I [ Cancel ]
+ Smartair TS1000 6.04 Setup =]
Client Settings 0
Enter settings for the default data location o J
Default data access settings
Server hostname/IP: ‘ localhost
Database Server Port 3050 ‘
Application Server Port l 8181 ‘
Database path | CASmartair TS1000\Data\Data.fib

< Back " Next > I[ Cancel

Port of the Database Server

with the Server which contains the Database

TCP port through which a communication is established

Port of the application Server

TCP port through which a communication is established
with the application Server

Target address of the Database

Directory where the Database is located

V 09/2016
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3 Configure the PMS service (in the
event of being necessary in your
site).

By default, the PMS service is off.

4 The setup is carried out.

5 Once the setup has been finished,
the application displays a summary
screen.

V 09/2016

# Smartair TS1000 6.04 Setup

PMS Service 0
PMS Service Installation ¥ j

[V]install PMS as Windows service

PMS Port: [% 7779 ‘ :E ::

< Back I[ Next > I [ Cancel
+ Smartair TS1000 6.04 Setup =]
Installing 0
Please wait while Smartair TS1000 6.04 is being installed. f\j
Bxtract: veert8_Win32.msi... 100%
(m J
Back Ne: 3
+ Smartair TS1000 6.04 Setup (=] _J
Installation Summary 0
This is the summary of the installation o j

Installation is completed. The following settings have been used:

TS1000 Client: Installed
Default Data: C:A\Smartair TS1000\Data\Data. fdb@localhost
TS1000 Server: Mot Installed




In order to finish the setup process
(eitherServer+GuestorGuestOnly), a
summary screen is displayed with the
parameters defined.

It is advisable to keep a copy of the
configuration parameters of thecom-
puterworkingasServer+Guest. These
datacouldbeusefulasareferencefor
future setups or configurations.

Furthermore, an “Instal.log” fileis gen-
erated, which is stored in the setup
directory. Thisfile providesvaluable
information for Technical Service, for
example, in order tosolve possible
issues during the setup.

Click the “Next” button to continue.

The application setup finishes at this
point. Click the “End” button tofinish
the setup.

V 09/2016

Summary and end of the application setup

+ Smartair TS1000 6.04 Setup (=]
Installation Summary 0
This is the summary of the installation ‘f\" J

Installation is completed. The following settings have been used:

TS1000 Client: Installed
Default Data: C:\Smartair TS1000Y\Data\Data. fdb@localhost
TS1000 Server: Installed
Server TCP Port: 3050
Server hostname: RROTS-DB41BDSIFA
Webserver Port: 8181
PMS Part: 7779 (TCP)
+ Smartair TS1000 6.04 Setup =]

Installation Summary
This is the summary of the installation ™ J

Installation is completed. The following settings have been used:

TS1000 Client: Installed
Default Data: C:\Smartair TS1000\Data\Data. fdb@localhost

TS1000 Server: Not Installed

+ Smartair TS1000 6.04 Setup g my

Completing the Smartair TS1000
6.04 Setup Wizard

Smartair TS1000 6.04 has been installed on your
computer.

Click Finish to close this wizard.
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Oncethecompletesetuphasbeenfinished, theServergeneratestwowebapplicationswhichcan
be accessed through the web browser:

Application URL®
TESA - SMARTair T51000 Web Appli- https://host:8181/TesaSmartairPlatform
cation

Web Server Settings Application https://host:8181/TesaServerConfig

a. replace host by the IP address of the server

Windows services installed

The Web Server installs several Windows services on the system, depending on the selections
made during the setup.

All the possible services are shown below, in spite of the fact that only the ones selected are
installed:

Name of the Windows service Description

Firebird Server TESA_DATASERVER_6 Database server
This is always installed

TESA Time Service Se':rvice‘for synchronising the Date and
Time withupdaters

Application server

Thisis not installed in the Basic (without
wireless) and Guest Only (without wire-
less) options

TESA_APPSERVER PMS Service * PMS service (TCP only)

TESA_APPSERVER GlassFish Server

"TESA_APPSERVERPMS Serviceisonly [
installed if during the setup process, = 2 @m »
in the step related to the configura-

tion of the PMS service, the “Install as

* Services (Local)

a Windows service” option has been TESA_APPSERVER %;Jame
GlassFish Server TESA Time Service
selected. TESA_APPSERVER GlassFish Server
: Start the service TESA_APPSERVER PMS Service

By defaul‘t, all these Services arerun B Windowe CardSpace
automat1cally when the PC is pow- o ; %Windows Driver Foundation - User-made Drive.

: ; : escription: Windows Firewall /Internet Cornection Sharing .
ered on. It is possible to specify that GlaseFish Server S Windows [netaller
the services be run manually or disa- %Windows Presentation Foundation Font Cache 3

: Windows Presentation Foundation Font Cache 4
ble themdirectly. Wired AutoConfig

BWTGService

They are standard Windows Services,

and therefore they can be stopped or S
startedusingtheservices.mscWindows Extenced SRR

utility (fromthe Runmenuof Windows).
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D.6 CONFIGURATION OF THE GUESTPC

Configuration to connect the Guest PCs to the Server can be carried out by editing the
Config.ini file whichisin the directory where the executable files of the application are
located in the Guest PC. By default, the folder is “C:\SMARTair TS1000”.

The lines to be edited are the ones displayed under the heading [SERVER].

Parameter Description

DataServer IP address or name of the Server PC on the network

DataServerPort TCP port by means of which the Database Server communicates
Complete path with physical unit to the file of the database (*.fdb file).

DatabasePath By default: “C:\SMARTair TS1000\Data\Data.fdb”

WebServer IP address or name of the Server PC on the network

WebServerPort HTTPS portbymeansof whichtheapplicationServercommunicates

Example of config.ini file:
[SERVERS]
DataServer=210.110.20.28
DataServerPort=3050
DatabasePath=C:\Data\Data.fdb
WebServer=210.110.20.28
WebServerPort=8181

[ ] IfthereisafirewallontheGuestPC,
make sure the TCP entry ports 3050
and 8181 (standard ports) are open
and notinuse.

These standard ports can only be
modified during the server setup.
These ports are applicable to the
serverandtoalltheguestsinstalled.

V 09/2016
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D.7 CONFIGURATION OF THE SERVERPC

The Server PC must be configured to work with the database intended to be used.

In the event of selecting a local database during the setup process, the Server is configured
automatically; therefore, this step is not necessary.

The Server settings can be accessed through the following direct access to the Server configurator:
https://host:8181/TesaServerConfig

*replace host by the IP address of the server.

An administrator password is request-

ed to access the configuration (this NSmARTAaIr" T G
password was configured during the DR

application setup, see “Admin Password” | Server settings

on page 25): Admin password: T

Configuration of the datasource

The data of the database server and the location of the database on the server are defined in the
Datasource tab of the “Datasource state”.

The following parameters have to be configured:

Parameter Description Example

Name of the PC which contains the DATA and its
Communication port.

Database server Format: Server name/port or IP/port host /3050
This must always coincide with the path written in
the config.ini file of the guests and the server.

Databasefile Path tothe FDB Database file C:\Data\Data.fdb

Click the “Save and Deploy” button to

. : NSmARTAaIr" [Logout]
save the changes. This operation can ™ o cces.vourConcel
take seve ral m]nutes (Wa]t) . () Datasource state: Connection suscessiul

l Datasource I PMS Service I Email Server I Server Mode I Advanced Settings I Server Logs -

Database Server Service: RUNNING

Database server. localhost/3050

Database file C:\Smartair TS1000%data\Data fdb

Backup Folder

Save and Redeploy
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Once the operation has been com-
pleted, the messages “Deployment:
OK” and “Datasource state: Connec-
tion successful” will be displayed.

The deployment does not always end
when the OK message appears. This
depends on the stabilisation of the
java.exe processes and, depending on
the server, it can take several minutes.
It is necessary to wait or confirm that
the java.exe processes are stable with
the Task Manager of Windows.

If it is not possible to connect to the
database, the following error message

[Logout]

NsSmARTAaIr-"

Your Access. Your Control.

W Deploy: Error
Datasource state: Connection successful

—_— v
] Datasource i PMS Service Email Server Server Mode T Advanced Settings Server Logs ﬁ

Database Server Service:  RUNNING

Database server. localhost/3050

Database file C:\Smartair T$1000\data\Datafdb

Backup Folder. C:\Smartair TS1000\backup

Save and Redeploy

will be displayed: “Datasource state: Cannot communicate”.

Inthiscase, verifywhetherthedataarecorrect: theservername, thecommunicationportandthe

location of the database.

After verifying these data, try to communicate again.

Configuration of the PMS Service

In order to configure the PMS Service, access the “PMS Service” tab and configure the following
settings (this tab only appears if, during the setup, the option “Install as a Windows service” has
been selected, on the screen “PMS service setup”):

Server Description

PMS Port

Port number for the PMS requests

PMS Protocol

Type of communication with the PMS: TCP, UDP or SSL

The SSL protocol allows a high degree
of encryption over the TCP protocol,
and ensures the integrity and confi-
dentiality of data.

It is advisable to use the SSL protocol
if the PMS guest is compatible.

Click the “Save” button to save the
changes made.

[Logout]

NSMARTAIr"

Your Access. Your Control.

&) Deploy: Enor
Datasource state: Connection successful

{ Datasource I PMS Service Email Server TSEWH Mode Advanced Settings Server Logs ﬁ

PMS Service:

RUNNING Stop |
PMS Port: 7779 |
PMS Protocol TCP UDP  SSL

Save

V 09/2016
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Configuration of the E-mail Server

The Server can be configured to connect to an Internet SMTP server and send warning/alarm
e-mails. The configuration of the SMTP server is carried out in the “E-mail Server” tab and it has
the following fields to be configured:

Server property Description

SMTP Host Name of the E-mail Server or IP address of the SMTP Mail Server
Port TCP port of the SMTP Server

User User for SMTP authentication

Password Password for SMTP authentication (optional)

Authentication Use Authentication in the SMTP server

Protocol Protocol of the SMTP server

Sender address for the outgoing messages: (it does not have
Sender Address to be a real address, for example, noreply@TesaSMARTAIR
TS1000_warning)

Click “Save” to save the changes. If a

new E-mail Server is configured, itis | SSMARTAIC oseu)
necessary to restart the service for the Sy E—

. ot Daras::m(e state: Connection successful
changes to be applied.

In order to restart the service, access
“services.msc” in Windows, find the
service TESA APPSERVER Glassfish Serv- i — —
er and restart it. Wait for the java.exe password:
process to stabilise (depending on the e pueneaon
server, this can take several minutes; . e
you can confirm that the java.exe proc- save

esses are stable with the Task Manager
of Windows).

SMTP Host: localhost

Port: 587

Protocol TCP SSL TLS

NOTE: toenable thee-mailservice, itisnecessary for the licence tohave thisoptionenabledor to
request the corresponding licence expansion (see “C.6 Licence expansion” on page 17).

Configuration example: typical configuration for SMTP of GMAIL

In the event of not having an SMTP server of your own available, it is possible to open an e-mail
account with a free service provider on the Internet, such as, for example, GMAIL, and use their
own SMTP server to send messages securely.

The following table shows the configuration to be carried out in the event of using a Gmail
account. Itis possible to access the SMTP server of GMAIL through the SSL or TLS protocols.

Both protocols use a secure connection through their encrypted communications.
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Gmail through SSL protocol

Server property Description

SMTP Host smtp.gmail.com

Port 465

User Your Gmail e-mail account, for example, youraccount@gmail.com
Password Password of your Gmail account

Authentication ENABLED

Protocol SSL

Sender Address

Sender address for outgoing messages. This can be your Gmail
accountoraninventedaddress. Forexample,
noreply@TesaSMARTAIR TS1000_warning

Gmail through TLS protocol

Server property Description

Deploy: Error
v Datasource state:

AsmARTAaIr” [Logout]

Your Access. Your Control

Connection successful

SMTP Host.

Port:

Password!

Protocol!

Default User:

Use Authentication:

Sender Address:

[ Datasource I PMS Service I Email Server I Server Mode T Advanced Settings I Server Logs -

smtp.gmail.com

465

ccaa.smartair@gmail.com

TCP (®)SSL LITLS

| noreplay @TESASMARTAIR TS1000. warming

SMTP Host smtp.gmail.com
Port 587
User Your Gmail e-mailaccount. Forexample, youraccount@gmail.com
Password Password of your Gmail account
Authentication ENABLED
Protocol TLS
Sender address for outgoing messages. This can be your Gmail
Sender Address accountoraninventedaddress. Forexample,

noreply@TesaSMARTAIR TS1000_warning
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Server mode

There may be cases where it is necessary to configure more than one server for a site with the
wireless system, for example, to connect hubs on different PCs. Each server configured will be
assigned a number of specific hubs. This particular mode of operating is only necessary when the
datapacket trafficincommunications between the serverand the hubsinthe networkis too high
and generates long waiting times at the hubs.

Itisalsouseful for segmenting the network, placingan external serverinasegment which canbe
accessed from the Internet and another internal server, with the “data”, inan internal segment
having a more restricted access.

Whenthereareseveralserversfor thesite, one of them must be configured asMasterand therest
as Secondary.

e The server configured as “Master” will be in charge of making the backups, purging the
database and sending the warning/alarm e-mails within the working logic of the hubs in a
wireless system. The database will also be stored on the Master server.

¢ Therestoftheserversmustbeconfiguredas “Secondary”. These secondary pointswillonlybe
in charge of managing the normal operation of the hubs assigned to them.

Itisimportant to take intoaccount thatall the “servers” will access the same database stored on
the “Master” server. The servers must have constant access to the database and, inaddition, the
communications through the high-speed LAN network must be stable.

Once the Server Mode has been con-
figured, click the “Save” button to save
the data. If a new Server Mode is con-
figured, itis necessary torestart the
servicefor the changestobe applied.

NSmARTAaIr" [Logout]

Your Access. Your Control.

Restart needed: Serve

@) Instance type: Server type settings have been saved

| patasource | PMSService | Email Server | Server Mode ‘ Advanced Settings | Server Logs |

Hostname: rrots-db41bdgfa

40

In order to restart the service, access
“services.msc” in Windows, find the
service TESA APPSERVER Glassfish Server
and restart it. Wait for the java.exe
process to stabilise (depending on the
server, this can take several minutes;
youcanconfirmthatthejava.exe proc-
essesarestablewiththe TaskManager
of Windows).

Instance type
Simultaneous hubs in update:
Uplink TCP Port:

Save

Master  Secondary
10F

7881

NOTE: to see how to configure this mode in detail, see “Multiple Wireless Server mode” on

page 147.
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Advanced settings

The expiry of the HTTP sessions and the administrator password are configured in this tab.

Expiry of the HTTP sessions

Thevalueinsecondsoftheexpiryof theHTTPsessiondefinesafterhowmanysecondsof inactivity
the system automatically ends the session of the web application. The default value for session
expiry is 1,800 seconds (30 minutes), but it can be customised to the desired value. After
configuring thevalueinseconds, clickthe “Save” buttontosave thechangesmade. Itisnecessary
to restart the web application for the changes to be applied.

In order to restart the service, access “services.msc” in Windows, find the service TESA APPSERVER
GlassfishServerandrestartit. Wait forthe java.exe process tostabilise (dependingon theserver,
thiscantakeseveralminutes; youcanconfirmthatthejava.exe processesarestablewiththeTask

Manager of Windows). n

Administrator Password

The Administrator Password is requested when the configuration of the web application is
accessed. The default password is the one configured during the application setup and it can be
modified in this tab.

N SMARTAaIr" [Logout]
Your Access. Your Control
Restart needed: Server ser
. . W) Instance ype: Server type settings have heen saved
Set the new password (and confirm it = ~ I
-in the Subsequent f'leld) and CliCk the l Datasource | PMSService | EmailServer | ServerMode | Advanced Settings ] Server ans“ﬂ
“Save” button for the changes to be HTP Sessions

HTTP Session Timeout (seconds): 1800

made.

Save

Administrador password:

Set new password:
Repeat password:

Save
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Configuration of the Server Logs

It is possible to download the information of the latest records of the server through the Server
Logs tab. There are 5 configurable levels for the records to be downloaded. From the OFF mode
(without records) to the FINE mode (detailed information on records). The mode set by default
after the application setup is the INFO (Information) mode.

Record level Description

OFF Without record

SEVERE Only errors are recorded

WARNING Errors and alarms are recorded

INFO Theinformationonactions, errorsandalarmsisrecorded

Detailed information on actions, errors and alarms

Information for Technical Service in the event that any problem
arises

Whenever necessary, you will be requested to set this mode and
subsequently reproduce the incident so that the data are reflected
inthefile.

FINE

NSmARTAaIr" [Logout]

Your Access. Your Control.

W) Datasource state: Connection successful

In order to save the changes made in -
the Configuration Of the Server Logs’ [ Datasource [ PMS Service [ Email Server [ Server Mode [ Advanced Settings I Server Logs ﬁ
click the “Save” button. Server Logs Downioad

PMS Logs: Download

Level INFO -

Log files kept ﬁ:

Log file

Save

Notes to be considered in relation to the Windows firewall

If a Server setup is run in a Windows system where the firewall is enabled, make sure the
communication ports of the server and the guests are not blocked.

The ports which, by default, the system requires to be enabled and open onceits setup has been
carried out are the following:

e TCP 3050 (database server)

e TCP 8181 (application server)

¢ UDP ports 7780 and 7781 (communication with the wireless hubs)
¢ PMS Service port (by default, 7779)

¢ TimeService port (UDP 10101)

e UDP 7790, TCP 7890, TCP 7881
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D.8

SETUP AND VALIDATION OF THE SERVER CERTIFICATE

A Certificate is necessary to identify the Server and ensure communications in secure mode.

All the server certificates which belong to the system are issued by the TESA CA Certificate
Authority, which must be identified by the browser as a trusted authorised certificate. For this
purpose, the TESACAcertificate must beinstalledin the list of trusted Authorised Certificates of
the browser, in the list of “root” certificates.

The following list shows the properties and values of the valid TESA CA certificate:

TESA CA Certificate property Value
Serial number 00f3 74 bc 60 6a ee Oe f8
SHA-1 hash e1131637c8fef6 baba87dd9a7a701df5615f 60c2

The TESA CA certificate can be found in the ca.crt file.

This file is located in the root directory of the application setup (for example, C:\ SMARTair
TS1000).

In addition, it can be downloaded
through the browser, from the URL
address of the Server location (for s s

example, https://host:8181/) by clicking
thelink Download TESACA Certificate.

Onceit has been clicked, save thefile
with the name ca.crt.

V 09/2016
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Setup of the TESA CA certificate with Internet Explorer

Double-click the ca.crtfile. The following
screen will be shown:

Click the “Install Certificate” button. A
setup wizard is run.

Click the “Next” button successively on
each screen until the last step of the
process.

V 09/2016

Certificate

General | Details | Certification Path|

Certificate Information

This certificate is intended for the following purpose(s):

» 4l issuance policies
» all application policies

Issued to: TESA Ch

Issued by: TESA Ch

valid from 20/11/2012 to 18/11/2022

Install Certificate. .. Issuer Staternent

Certificate Import Wizard FZI

Welcome to the Certificate
Import Wizard

This wizard helps you copy certificates, certificate trust
lists, and certificate revocation lists from your disk to a
certificate store,

& certificate, which is issued by a certification autharity,
is a confirmation of your identity and contains
infarmation used to protect data or to establish secure
network connections, 4 certificate store is the system
area where certificates are kept,

To continue, click Mext,

Certificate Import Wizard X]

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location
@Automat\ca\ly select the certificate store based on the type of certificate

OF'Iace all certificates in the following store

| Browse...

< Back “ Mext = 1[ Cancel




In the last step, click “Finish”.

A “Security warning” screen will then
be displayed for acceptingthe setup
of the certificate.

Click the “Yes” button. Be careful since
the “No” button is underlined by default.

Finally, a message confirming that this
hasbeen done correctlyis displayed.

V 09/2016

Certificate Import Wizard

Completing the Certificate
Import Wizard

*You have successfully completed the Certificate Import
wizard,
*You have specified the following settings:

Certificate Store Selected  Autornatically determined by
Content Certificate

A
v

< Back ” Finish II Cancel

Certificate Import Wizard @

b

The import was successful,
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Setup of the TESA CA certificate with Mozilla Firefox

Open the Options menu (Tools ->
Options) of the browser.

Clickthe “Advanced” menuinthe “Cer-
tificates” tab.

Click the “See certificates” button and
selectthe “Authorities” tab.

Click the “Import” button and select
the ca.crt file from its location in the
system.

Confirm that the three check boxes
validating all the purposes areselect-
ed and click the “OK” button.

The authorisation of the TESA CA
certificatewillbeaddedtothe list of
authorised certificates.

Options W

054 ® # 4 Q)%

General Tabs Content  Applications  Privacy  Security Sync Advéhoed

General | Data Choices | Network | Update | Certificates |

When a server requests my personal certificate:
O Select one automatically @ Ask me every time

I\/iew Certificatesl [ Validation ] ISecuriw Devioes]

[ oK ][ Cancel H Help

‘Wiew Certificates

) Certificate Manager

Your Certificates | People | Servers | Authorities | Others|
You have certificates on file that identify these certificate authorities:
\fcgr'ﬁﬂcate Name Security Device. 8
1= (c) 2005 TURKTRUST Bilgi {letigim ve Biligim ... ~
TURKTRUST Elektronik Sertifika Hizmet S... Builtin Object Token
= A-Trust Ges. f. Sicherheitssysteme im elektr. ... H
A-Trust-nQual-03 Builtin Object Token
(= AC Camerfirma S.A.
Chambers of Commerce Root - 2008 Builtin Object Token
Global Chambersign Root - 2008 Builtin Object Token
= AC Camerfirma SA CIF AB2743287
Chambers of Commerce Root Builtin Object Token
Global Chambersign Root Builtin Object Token
= Actalis S.p.A.f03358520967
Actalis Authentication Root CA Builtin Object Token
= AddTrust AB
AddTrust Class 1 CA Root Builtin Obiect Token 5
_Imaort,‘.
25
Downloading Certificate r)?\

You have been asked to trust a new Certificate Authority (CA).

Do you want to trust "TESA CA" for the following purposes?
Trust this CA to identify web sites.

Trust this CA to identify email users.

Trust this CA to identify software developers.

Before trusting this CA for any purpose, you should examine its certificate and its policy and
procedures (if available).

Examine CA certificate

) Certificate Manager

Your Certificates | People | Servers ‘Authorities kOihers\

You have certificates on file that identify these certificate authorities:

| Certificate Name Security Device =
[=TDC A
TDC OCES CA Builtin Object Token
= TDC Internet
TDC Internet Root CA Builtin Object Token
E TESA

(= Thawte Consulting cc
Thawte Premium Server CA Builtin Object Token
Thawte Server CA Builtin Object Token
= thawte, Inc.
thawte Primary Root CA - G2 Builtin Object Token
thawte Primary Root CA - G3 Builtin Object Token o]
View... ] I Edit Trust... I 1 Import... ] [ Export... ] IDeIete or Distrust... I

Lo ]
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Setup of the TESA CA certificate with Google Chrome

Open the Google Chrome browser and proceed as follows:

1 Click the “Customise and control
Google Chrome” button (upper
right-handcorner)and,inthemenu
which is displayed, click “Configura-
tion”.

2 Scroll down, through the Advanced
Settings, until youreach HTTPS/SSL.

Click the “Manage certificates”
button.

3 In the window which is displayed,
click the “Import” button.

V 09/2016

crassse

s e q anis
i Apps. For quick access, place your bookmarks here on the bockmarks bar, fmp NeW 20
New window
New incognito window
History
Downloads
Bockmarks
Zoom - 110% +
Print...
oogle =
Mare tools
Espal o at  Copy Paste
Help
Exit
2 Settings X
€ & € [4chrome://settings =
Chrome Settings
Cowrioads
Dawnioad lecatior: C:\Documents and Caos\¥ | Change.
HTTPS/SSL
Manage certificates. .
Googe Cloud Prit
Set up o munage printers i Google Cloud Fri. Leam more
Manage
Show notications when new ornters are detected on the network
System
¥ Contrus runving backaround 2pps when Googls Checme s dosed
) Use hardware acceleration when avaiabie
Reset settings
Restore settings to ther cngnal dafauits,
Reset settngs
Hide advanced settings
— [Eli=[E] 2]
|/ % Settings. * - - i
« c . //settings =
Chrome Setti

oownoad i interded papose: | NI
I Set o askwhd  Persoral | Other People | Intermediate Certification Authorities | Trusted Root Certification + *
HTTPS/SSL Issued To Is5ued By Exprat..  Friendly Name
Manacn of
Google Cloud
Setup oem
Manage
Show
Accessbilty
4dd aditod
Irrport. -Amlr(-ﬂ
System
@ Contru]  Cortificat ntended purposes
& Use b
Reset settingd
Chose
Reset st

ings - o
Certificates ? X

Hde advanced settings
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The “Certificate import wizard” is
displayed.

Click the “Next” button.

In the dialogue box, enter the
nameofthefilecontainingthecer-
tificate (ca.crt) with the complete
path (C:\Smartair TS1000\ca.crt).

Click the “Next” button.

The wizard requests a location to
store thecertificate.

Leave the default option and click
“Next”.

V 09/2016

Certificate Import Wizard

Welcome to the Certificate
Import Wizard

This wizard helps you copy certificates, certificate trust
lists, and certificate revocation lists from your disk to a
certificate store.

A certificate, which is issued by a certification authority,
is & confirmation of your identity and containg
information used to protect data or to establish secure
network connections, & certificate store is the system
area where certificates are kept.

To continue, click Mext.

(| [ ]

Certificate Import Wizard PZI

File to Import
Specify the file you want to import,

File name:
CASmartsir TS100MA.rt ‘ [ rowse..

MNote: Maore than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (F7B)

Microsoft Serialized Certificate Store ((SST)

< Back ][ Mext = %[ Cancel

Certificate Import Wizard X

Certificate Store
Certificate stores are system areas where certificates are kept,

‘indows can automatically select a certificate store, or you can specify a location
() Automatically select the certificate store based on the type of certificate

(®)Place all certificates in the following store

Certificate store:

‘ Personal ‘ l Browsa...

< Back ][ et > Q [ Cancel




7 A window is displayed showing a
box with the properties of the
certificate imported.

Click “OK”.

8 Aboxis displayed confirming that
the certificate has been correctly
imported.
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Certificate Import Wizard rz

Completing the Certificate
Import Wizard

“You have successfully corpleted the Certificate Impart
wizard,

You have specified the following settings:

Certificate Store Selected by User  Personal
Content Certificate
File Mame C:\Smartair TS1000Y

~
-

Reset ssttngs

Hade advanced settings

< Back ” Finish & [ Cancel
— EEEEE])
& Settings *
« c settings =
Chrome Settings Certificates [? X
Dchrieds Interded purpose; | <All> pr:
Downioad scaters: |C\0o
I Porsonal | Oher Pecple | Intermediate Certification Authorities | Trusted Root Certficaton ¢ ¥
Settr o Ask whare to
Issued To Issued By Bxprat. Friendly Name
HTTPS/SSL
Manage certfcate
Google Cloud Frint
St up ox marnsge pnters
Morge
ERMes Certificate Import Wizard [X]
Acosesblty 1)  Theimport was successil
System OK
¥ Contrue
@ use b
Resat settngs
Restore settings to ther of —CIDSE
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D.9 IMPORT OF A DATABASE FROM AN OLDER VERSION OF THE TESA - SMARTair TS1000
APPLICATION

Import of a database from a 4.x version

This process can only be carried out if the engines of both databases, Paradox and Firebird, are
installed x (both versions installed on the PC).

Theresulting fileis directly compatible with the 5.x versions, but not with the 6.x. Itisnecessary
toopenitwithab.6sothatitcanthenbeopenedwithaé6.x. If the guest hasa 6.x version, it will
not be able to open the database even if it manages to import it.

Inordertoimport adata froma SMARTair TS10004.x version, toa SMARTair TS1000 5.00 version,
it is necessary to use the “ParadoxToFirebird.exe” tool, installed together with the application on
itsServer PC. Afterwards, fromversion 5.00, it is necessary to update to the desired version.

1 Select the source database you
wish toupdate.

£ TS1000 Data Migration Tool v1.0

Data Path
Source DATA Directory >
[c:\Inhova\Inhova 4.24 ‘ E] Start

Destination DATABASE File

‘ ‘ B View Log

Destination DATABASE SERVER PC
i localhost

Stop

Program Name

® TS1000 O InHova

Ready

2 Select the name of the target
database (for example, Data.fbd) A

in the server. If the database does . ' >
. ource DATA Directory
not exist, type a new name. [C:\Inhovalinhova 4.24 1[.] AEE

Destination DATABASE File

‘ ‘ I:] View Log

Destination DATABASE SERVER PC
ilocalhost

£ TS1000 Data Migration Tool v1.0

Stop

Program Name

® T51000 O InHova

Ready

3 Click the “Start” button.

Start
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4 Wait while the process is carried
out.

& InHova Data Migration Tool ¥1.0

Data Path
Source DATA Directory
i \ Start

Destination DATABASE File

I :idata.FOB View Log
Destination DATABASE SERVER PC O
| o

Program Name

(O 151000 ® InHova

Migrating from "C:\InhovalInhova 4.24\Data\MigrationTempDiriPCS.DE" to table "PCS"

(I

Row 122 of 122

5 Whenthe process ends, a message
similar to this one will be dis-
played: i ) 13695 rows migrated successfully,

Information

6 Openthedatabase converted by means of the TESA - SMARTair TS1000 6.0 application on the
PC to complete the migration process.

Itispossible that, when trying tomigrate the database to Firebird, the versionof SMARTair TS1000
is too old, so that, before using the migration tool, you would have to update the database to a
higher version of SMARTair TS1000, nearer to v4.25 (last official version of the system under
paradox).

Import of a database from a 5.x version

The possibility of migrating databases from a 5.x version is integrated into the executable file itself
of the 6.x version.

When a 5.x version is updated to a 6.x version, the TESA - SMARTair TS1000 application is run
during the update process and a dialogue box is displayed asking for permission to update the
database tové6.x.

Iftherequestisaccepted, theupdateprocessoftheapplicationupdatesthedatabaseatthesame
time, so that when the former process ends, both are automatically configured.

Toconvertadatatoversion6,importingitfromversion5, itis not possible todo this fromversion
5.00; itisadvisable to have the datain version 5.06 so as to update it from there to version 6.
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D.10 TROUBLESHOOTING

Errors or alerts from the security certificate

Possible cause:
The TESACASecurity Certificate has not beeninstalledinthe list of authorised certificates of the
browser or the server name does not coincide with the name specified in the address bar.

Solution:

Install the TESA CA Certificate as explained in point “D.8 Setup and validation of the Server
Certificate” on page 43 of this manual, and make sure that the name specified in the address bar
of the browser to access the web application serveris the correct one and is not its IP address or
an alias.

Message from the TESA - SMARTair TS1000 Guest:
“The Web Server is not running or it is not available”

Possible cause:
TheTESAAPPSERVERGlassfish Serverserviceisnotrunningortheplatformhasnotbeencorrectly

deployed.

Solution:

Restart the service. For this purpose, access “services.msc” in Windows, find the service TESA
APPSERVERGlassfishServerandrestartit. Wait forthe java.exe processtostabilise (dependingon
the server, this can take several minutes; you can confirm that the java.exe processes are stable
with the Task Manager of Windows).

Afterwards, it may be necessary to set the database server again using the web configurator applica-
tion https://host:8181/TesaServerConfig/views/index.xhtml as shown in point “D.7 Configuration of
the server PC” on page 36 of this manual.

Message from the TESA - SMARTair TS1000 Guest:
“The TESA — SMARTair TS1000 database and the location of the database do not
coincide”

Possible cause:
The TESA - SMARTair TS1000 Guest PCand the Server PCare accessing different databases, or the

Server uses the localhost name rather than the real name of the machine in the network, or a
different redirectionis taking place from the web service and the config.ini (IPinone and namein
the other, etc.).

Solution:
Setthesamenamebothfortheapplicationserverandthedatabaseserver,intheserverPCaswell
asintheguest PCs. Use thereal PCnamesratherthan/ocalhost (localhost isthe name set by default
when installing the application).

Thatistosay, thelines “DataServer”and “Webserver” of thefile config.ini and the field “Database
server” do not coincide. It is necessary to put the name in both or the IP in both, and never
“localhost”, unless there is only one PC and it is both guest and server.
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The TESA - SMARTair TS1000Platform web application is not being run

Possible cause:
The location of the database on the Server is not correctly configured.

Solution:

Configure the location of the database in the Server correctly. The TESA - SMARTair TS1000Platform
application is only available at the URL address
https://host:8181/TesaSmartairPlatform/views/login.xhtml

after configuring the location of the database correctly. Follow the steps of point “Configuration
of the datasource” on page 36 of this manual to configure the location of the database.

The ServerConfig application shows the “Deployment Error” message when setting
the location of the database

Solution:

Restart the TESA_APPSERVER GlassFish Server Windows service as shownin point “Windows services
installed” onpage 34and, afterwards, set thedatabaseserveragainusingtheweb configuratorappli-
cation https://host:8181/TesaServerConfig/views/index.xhtml as shown in point “D.7 Configuration of
the server PC” on page 36 of this manual.
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Running the programme for the first time

E — Running the programme for the first time

Operator Name and PassWord ......cc.cccieiieiiiieieiiieiiereceiieceiresasssessssesasssssssssssansess 57
S EEUP” MENU.cuieiieiieiieiieiiiiiieiieiieiiesietrettetseteetastastastostessessessssassassassassessessessesanss 58
“General” tab .ooviiiiiiiii i e, 58
B I8 (o= Lol =2l - | o N 59
“Antipassback” tab .ovvuueuiiiiii e 61
ENEEWOTK” EAD 1.1 vttt bbbt 63
g o Tot- 1 =GR - o PP 63
“ComMMON PINS” tab . ueeeeiiiiiiiiiii i et et e e aees 65
CEXtra Fields” tab covvereeiiiie i e, 65
Other tabsand fuNCLiONS ...cvvvriiiiiiii i e eeeeas 65
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Running the programme for the first time

E — RUNNING THE PROGRAMME FOR THE FIRST TIME

E.1 OPERATOR NAME AND PASSWORD

Afterinstalling the software as described in the corresponding chapter, the programme is now
ready to be run.

1 Run the programme. You can proceed in two different ways:

- Double-clicking the shortcut sl
created in the Windows desk- -~

Smartair

top, or, e

- In the event of a local setup,
running it from the T$1000 en-
try of the “Programmes” menu “ Server Platform

= TS51000

@ Uninstall TS1000

2 Onceithasbeenrun, the programme requests the “Operator Name” and “Password”, which
are necessary to access the system.

EntertheOperatorNameandPass- I = T T
word. If you do not know these, Access TS1000 E\
request them from the SMARTair ,
TechnicalService, indicatingthe8
digit alphanumeric code which is  Ipetatornonie

labelled in the licence.

@ Java Development Kit »

fis Smartair TS1000 6.04

Enter your password

[JOnce you have accessed the pro-
gramme, you willbe able to add as X Cancel l [ < OK
many operators as you wish, with
the same or different rights and
with their corresponding passwords, according to your needs.

For more information, refer to section “G.3 Operators” on page 95.

3 Afterentering the correct Operator Name and Password, click “OK”.
The main screen of the TS1000
programme is displayed and, as a
result, itispossible tostart config-
uring the locking plan.

®TS1000 Version 6.04.04 : Access Control

Users XF10Openings
Doors WA Auditor

Hours @3 Operators

Matrix [ @ Reports

Keys/Cards Bgg#fa Wireless

P.P. E/’ Setup
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E.2 “SETUP” MENU

Before starting to programme the locking plan (defining users, doors, etc.), it is necessary to
configure the site, defining aspects such as the language, etc.

Accessthe “Setup” menu, clicking the
corresponding button on the main
screen of the T51000 software.

B TS1000 Version 6.04.04 : Access Control

Users 2] Openings
Doors W@ Auditor

Hours @3y Operators

Matrix [B @ Reports

Keys/Cards Bggfs Wireless

i
_ i

® Logout EXIT

“General” tab

In the “General” tab of the “Setup” menu, the following fields are displayed:

& System Setup EI@I@

» Facility name

] Short Grant Names H CommonPins | ExtraFields | IS0 Tracks H Special Key/Cards
General ‘ License H Facility | Operators Levels Local PC Network H Wireless

d Language Facility name ‘AccessComml | Short  |AACC |
Server : localhost

.

Week type Data File : C:\Smartair TS10004data\Data fdb
: : : Licence : ECFB8280DE794077BC2BDA445416547CC

o Purge auditorsperiodically

Language ‘Week type

ltaliana Svenska English
Ll
(OFrangais (O Norwegian (O Espatiol

@ MTWTFSSH
(O SMTWTFSH

. ODeutsch O Suomi
e Show deleted users with non- ooanlk

expired card/key

Purge auditors periodically Purge every (1.365) | 30 |days
Purge destination directory :

EE: _‘C:\Temp ‘

Each of the fields is described below.

[[]Show deleted users with unexpired key/cards

Facility name: this is the name which
will be displayed on the main screen i
of the TS1000, after the programme
version.

7o

Short: this is the name used to iden-

tify the locking plan of the site in the

Portable Programmer. This field is

particularly useful when managing more than one site with the same PP, since the screen of the
Programmerissmall, preventing the full facility name frombeingseenifitistoo long. When only
one site is managed with the Programmer, this field is less important.

Language: this is the language used in the TS1000 software and in the messages of the Portable
Programmer. The language can be changed whenever desired, as many times as you want,
without losingasaresultany dataorconfiguration. Select thelanguage you preferandclick “OK”
to confirm.

Week type: this allows selecting the first day of the week as Monday (Europe) or Sunday (America).
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Purge auditors periodically: the Auditor is a file where all the operations carried out in the
TS1000 are recorded. Each record provides information making reference to the date and time
when an operation is carried out, who the operator carrying it out is, which operation is carried
out, and which user, door or time zone was the subject of the operation. That is to say, itisafile
withwhichyou canalways know which operations have been carried out in the software and who
did so.

Thisfile has nocapacity limit. Inorder to preventit frombecoming toolarge, the function “Purge
auditors periodically” is available. This function deletes or saves the records of the auditor file
automatically in an ASCII file after a given number of days.

When this function is enabled, the option “Purge after (1...365) dlays” is also enabled, where
youindicate in the box the number of days you wish to wait until the new cleaning of the auditor
takes place.

The field “Purge target folder” is also enabled, which allows selecting the folder where we want
the purge to be carried out.

The record of openings is also purged in this process, in the same way and at the same time, in
another file. The resulting files have names with a given format “EventOldAAMMDD. txt” for the
record of openings and “SistOldAAMMDD.txt”, where AAMMDD is the date of the last record
stored, and can be consulted from the “Openings” and “Auditor” windows using the “Open”
button (see sections “K.3 Openings” on page 156 and “K.5 Auditor” on page 168).

Show deleted users with non-expired card/key: the users who have been deleted, whose card
has not yet expired, are also shown on the list of users. They are indicated with their names
crossed out.

“Licence” tab

aetors and the parametess of the
rameters and the parameters of the S Es A=

. . GrantNames | Comman Pins Extra Fields 130 Tracks |  Special Key/Cards
wireless management can be modi- General | License | Facity | Operstorslevels | LocalPC | Nework | Wirsless
fiedin this tab (the latterif awireless Facilty code anrraan |
licence is available). Maximum number of doors in the system

OUpto10 OUpto30 OUpta?5 @ Nolimit

The rest of the fields are shown in RDeagji?gJechnologies ;%Dximvae

g N inder Prox 15693
“Read-only” rr.lo'de. For the modification WiNeanaie éM;;e
of thevalues, itisnecessarytocarryout (A Praximity O Desfire
an update process by means of the ex- Wbl CaRaed s )
port, delivery to Tesaand import of the V] Autometic card updaters
. . re [V] Audit openings
license.zip file. o e
Th]s tab]sonlyV151bledU nngtheStart'Up Manage Wireless doors [V] Automatically update Wireless doors
ofthesystem.Oncethebasicconfigura- Update every 00m 105 J
tion has been programmed, this tab Frequency @86aMHz: OUSMHz | Selected R0 |3
disappears, since the data mcl'u‘ded ST
mUSt nOt be SUbsequently mOd]fled) [[IManage safes [C]Enable Mobile phone Apps and mail a
under normalconditions. [Manage Antipassback

7o
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The following fields are viewed in the “Licence” tab:

» Facility code (unique and not editable in any case)

« Maximum number of doors

» Update on Card and its parameters

* Manage wirelessdoors

* Manage cabinet locks

* Manage safes

» Manage Antipassback

« Enableapplicationsfor mobilesandsending of e-mails

Each of the fields is described below.

Facility code: thisis the System Code. Itis the unique and exclusive code which has been assigned
toyoursite. By means of the System Code, itis guaranteed that there are no two identical sites.
This code can also be found in the identification labels of the licence folder (see “Licence” on
page 15).

Reading technologies: the TESA Access Control system offers the possibility of working with
different product ranges: electronic cylinders (whose identification technology is a contact chip),
locksandwallreaderswith magneticstripecard, andlocksandwallreaderswithcontactlesschip
technology (proximity). The product typetobeinstalledisdecidedinthisfield. Thisisextremely
important since, based on the reading technology selected, the communication with doors and
credentials (keys or cards) will be different.

» Inthe case of electronic cylinders, the encoder of keys is the Portable Programmer itself.

» Inthecaseof magneticstripe products, theencoderrequiredistheencoderof magneticstripe
cards.

» In the case of using contactless chip technology (proximity), the encoder to be used is the
encoder of contactless chip credentials.

» Inthecaseofdoors, thedata transferredto the Portable Programmer, depending on whether
theyareassigned toCylinders, Magnetic Stripe Locks or Proximity Locks, will be differentand
specific.

Of course, itis possible toselect twoor evenallthree technologies, if sorequired by thessite, asa
result of having installed more than one different product.

In addition, in the event of selecting “Proximity” as the reading technology, it is necessary to select
the type of chip used. For this purpose, the fields “Prox 15693”, “Mifare” and “Desfire” are enabled,
which represent the three types of chips available:

¢ Prox15693:
Contactless read-write chips according to the ISO 15693 standard.

» Mifare: Contactless read-write Mifare Classic chips, 1k or 4k (ISO 14443 A). Also compatible
with Mifare Ultralight. In the event of selecting this type of chip, the configuration of the
sectors involved must be determined, especially if the credentials to be programmed are
already being used or are going to be used for any other application which requires the
reservation of any of the sectors.

o Desfire: Compatible with Desfire EV1.
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Update on Card (Read & Write): this allows defining whether updaters will be installed, in
addition to readers and/or locks. And, in turn, whether the credentials will be carriers of
information related to the locking plan of the user they belong to (openings and crosses).

The Update on Card (UoC) system allows updating the information related to the doors without
having togotothem. Forthispurpose, thereisaReader-Updateravailable, whichisconnectedto
the PC over Ethernet. In this way, when any piece of data isupdated in the TS1000 software, the
information is transmitted to the Reader-Updater over Ethernet, which updates the user’s card
whenitis held within range of the Reader-Updater. Afterwards, when the user holds the card by
the door, that door will be updated with the new information contained in the card.

Manage wireless doors: in the event of having wireless equipment on the site, it is possible to
define how often, and whether automatically or not, the software should connect to the Hubs to
updatethelocks/readersandcapture theopeningrecords. Formoreinformationonthewireless
system, see “Wireless system architecture” on page 131.

Manage cabinet locks/Manage safes: it is also possible to have Mifare cabinet locks and safes, in
addition to locks, readers and wireless readers and locks. In order to manage this type of device,
itisnecessary for these boxes tobeenabled. Otherwise, it will be necessary tosend the exported .

license.zip file by means of the application “Tools” for updating by Tesa, and thenimporting it with
the same application.

Manage Antipassback: if you enable this option, a new tab is displayed in the “Setup” menu,
which we are describing in this section: the “Antipassback” tab. To learn how this option works,
refer to section “Antipassback” tab below.

Enable applications for mobiles: this allows wireless door opening by means of the mobile App.
The possibility of sending alerts by mail is also enabled by this. In order to select this function, it
must be enabled in the licence acquired.

“Antipassback” tab

NOTE: this tabis only displayed if the option “Manage Antipassback” is enabledin the “Licence”
tab of the “Setup” menu, which is described in this section.

The Antipassback system can be used to prevent multiple accesses with the same credential and
it works as follows:

» A number of doors are defined, some of them as “antipassback entry” and some others as
“antipassback exit”.

» When a user goes through an “antipassback entry” door, a signal is activated in their credential,
which prevents the user going through any other “antipassback entry” door.

» Thissignalisdeactivatedwhenthatusergoesthroughan “antipassbackexit” doororelseafter
a given period of time. Once the signal has been deactivated, the user can go through an
“antipassback entry” door again.

Theconfigurationiscarriedoutinthe “Antipassback” tabof the “Setup” menu.
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antpossback aveas, by e of the
= System Set - B
antipassback areas, by means of the R ELoE R =]

. . . | General | License | Facilty | Operstorslevels | LocalPC | Network | ‘Wireless
fOllOW]ng flelds- | GrantNames | CommonPins | ExtraFields | IS0 Tracks | Special Key/Cards | Antipasshack
e Area name: name which defines AR e [ \

thecontrolledantipassback area. If —— — p—_p

two areas are created, it is neces-
sary to assign a different name to AipaSshenReRt: @©Never  OPeriod O Fbeed
each of them. ‘ , e ——

o Entry mode: this offers two s R

options: “Hard” and “Soft”.
“Hard” mode: the locks defined
asantipassback entry will not let
auserwhosesignalisactivated Eipmoelas ©Herd Osot
go through. Antipassback reset: @Never  OPeriod  OFixed

- “Soft” mode: the locks defined ;
as antipassback entry will let a ‘ =
user go through even if the sig- ‘ —
nal is activated, but they will
generate analert event fglr the A
site manager.
Depending on the technology used, the event will be collected by the Portable Program-
mer at the door itself, by means of the updaters when the credential is passed through
them or by the Hubs in the wireless system.

Area 2 options :

Area 2 name:

» Reset antipassback: this allows configuring how the antipassback signal is deactivated when
it has been activated in the user credential:
- Never: thesignalremainsactivatedindefinitely untiltheusergoesthroughanantipassback
exit.
- Fixed: the signal is deactivated every day at the same time (fixed reset hour).

- Period: thesignalis deactivated a certain time after having gone through the antipassback
entry door (reset APB info after...).

Afterhaving defined at least one antipassback area, inthe “Doors” menu, foreachdoor, afieldis

displayedwhich allows selecting whether the dooris “entry”, “exit” or “neither”. If “entry” or “exit”
is selected, another field is displayed to select the area.

Inaddition, inthe “Settings” tabof the “Users” menu, anoptionisdisplayed, foreachuser, which
allows choosing whether the user will be affected or not by the antipassback mode.
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“Network” tab

The TS1000 system can be installed on a network of PCs.

In the “Network” tab of the “Setup” menu of the TS1000 programme, all the network computers
where the programme is installed and has been run are shown, including their name, their IP
address in the network, the way in which the Encoder is used (local or remote) and which COM
port they use to communicate with the Portable Programmer.

& System Setup E|@|®

NOTE: it is pOSS]ble fOr a PC Wh]ch is GrantNames | Comman Pins Extra Fields 130 Tracks |  Special Key/Cards
nOt currently _In the SyStem, even _If _It VGeneraI License | Facility | Operators Levels Local PC Network W"QIES,S,

. . |Name |IPAddress |Encoder COM ~
has been present in previous phases, ¥|RROTS-DB41BDIFA 1921681101 Local 0 W
to appear on the list. If desired, it is
possible to remove all these obsolete
PCs from the list, by means of the
TOOLS programme.

(%4

X Cancel ' OK

“Local PC” tab

Using the “Local PC” tab of the “Setup” menu, it is possible to view the data related to the com-
munications and to the computer from which the TS1000 programme is being run.

The following data are shown:

* Name B System Setup =] 4

L4 IP Add ress Grant Names Common Pins ExraFields | IS0 Tracks | Special Key/Cards
General | License | Facity | Operatorslevels | LocalPC ‘ Network | Wireless
» Card Encoder Lacal PC
o Local COM Name |RROTS-DBA41BDIFA IP Address 157 1 i
. [¥] Autarnati
+ Use timed auto logout i
° Pop up OpemngS I’eJeCtIOI’IS and Card Encoder @ Local O PRemote
wa rn] ngs Local COM I [V] Automatic |
Each of the fields is described below.
Name: this is the network identifica- [Juse timed auto lagout B ]
tion name of the computeritself. This [BlEeRtecpetincetclocion et vaids

fieldisfilledinautomatically with the
name assigned to the local PC in the
Operating System. Ifitisempty, itcan
be filled in by means of the option v X
“System” of the “Computer Control
Panel”. Intheoption “System”, click
the “Computer name” tab and verify the field “Full computername”. If this field isempty, issues
may arise when communicating with the Portable Programmer and, therefore, itis necessary to
enteranidentification name, clicking the “Change” button. Contact your distributorif youneed
assistance.
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IP Address: this is also automatically filled in. If it is blank, contact your distributor.

Card Encoder: if the TS1000 system is installed on a single PC, the card encoder will always have
to be connected to that through the RS-232 serial port or a USB port. That is to say, it will be a
“local” connection. As aresult, the option “Local” must be selected for this field.

Sharing an encoder amongst various PCs

IftheaccesscontrolsystemisinstalledonaPCnetwork, thesystemoffersthe possibilityof sharing
an encoder. That is to say, the encoder can be connected by means of RS-232 to one of the PCs
and the rest will be able to use it remotely. This is valid for:

» Encoder of magnetic stripe cards

» SMARTair Encoder

« Portable Programmer (whenworking as an electronic key encoder)
Proceed asfollows:

1 Onthe computer where the encoderisinstalled locally viaRS-232, select the option “Local” in
the field “Card Encoder”.

2 On the network computers where you want to use the encoder remotely, select the option
“Remote”. Oncethishasbeenselected, adrop-downfieldisdisplayed, whichshows the list of
networkcomputers. Inthisfield, select thecomputerwheretheencoderisconnectedlocally.

Local COM: thisrefers to the serial port of the computer through which the TS1000 software will
communicate with the Portable Programmer and/or the Encoder. Itisadvisable to maintain the
option “Automatic”, which automatically searches for the port the device isconnected to.

WhentheTS1000softwareisinstalled, the drivers forcommunicatingwith the portable programmer
and the encoder are alsoinstalled. Once these devices have been connected to the computer by
means of the USB cable, the system will generate the corresponding COM ports, which can be
consulted in the Device Manager. If the automatic detection check box (“Automatic” option) is
selected, the software itself will locate them.

If issues arisewhengenerating these COM ports, itis possible toinstall the drivers again manually,
running the file containedin the “Drivers” folder whichisincludedin the software setup folder.

If your devices have RS232 entries rather than USB, it is possible to provide you with approved
RS232-USB adaptorcables.

Timed auto LOGOUT: this is an automatic security blocking system. If the option “Use timed auto
LOGOUT” is selected, every time the software is fully inactive for a set period of time, it will be
blocked. It will be necessary to enter a valid operator name and password again to reactivate it.
The “Timed auto LOGOUT” is set in minutes and it can be modified as desired.

Pop up openings rejections and warnings: if this option is selected, when the “Openings” menu
isaccessed from the PC which has the TS1000 installed, a “Pop up” will be displayed showing the
rejections and warnings of the doors.

A “Pop up” is a pop-up window located in the lower right-hand area of the screen, which is only
displayed when a new alert is generated, provided that the software is open and the openings
window isdisplayed.
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“Common PINs” tab

o406 gurts, which b uted
from 4 to 6 figures, which can be used YR ELD — ——— ’

| General | License | Facility | Operatorslevels | Local PC | Network | Wireless |
by.severa.l L.lsers to open the doors. In | GrantNames | CommonPins | ExraFields | SO Tracks ‘ Special Key/Cards |
thisway, itispossible todefine groups '

of users (for example, by depart- 1 [Maintenance | [irzeas
ments) with the same common PIN for 2 [Secuty | foeazt
all ofthem. 3 [Cleaning ] 031416

means of their identification name,
followed by the “PIN” number.

5 |GenericPin5 ‘ ‘

6 |GenericPin 6 ‘ [
| L

It is necessary to assign the Common
PINsto the doorswheretheywillbe used
(see F.3 “Doors” menu on page 74).

|

|

|

The Common PINs are defined by 4 [GenericPin4 [ \
]

|

|

7 1Generic Pin? ‘ ‘

[xganceI][ v OK ]

“Extra Fields” tab n

The “ExtraFields” tab allows defining a

maximum of 4additional fields for the S5ystemSetup — |}
| General | License | Facility | Operatorslevels | Local PC | Netwark | ‘Wireless |
::Jlierdform: and tl:]rehsami numz_er for | GrantNames | Common Pins | ExtraFields ‘ 130 Tracks | Special Cards
e door forms. This information is
transmitted neither to doors nor to User Additional Fields
credentials: itisonlyusefulformaking Additonl fisld 1 NOTE ™ |
data management in the software Addiional fild 2 NOTE 2 \
easier. Additional field 3: \ |
Additional field 4: [ |
These fields can be used later on for Door Additional Fields
multiple selection of users or doors. Additional field 1 : Model |
Additional field 2 : ‘ModsIZ ‘
By means of these fields, it is possible il | |
to add customised data, according to Additons field 4: l |
your preferencesandneeds, tothein-

formation related to the users and
doors. Forexample, differentdepart-
ments can be defined for users, and
buildings, floors, etc., canbe defined
for doors.

ngancelll  OK l

Other tabs and functions

The other tabs and functions are explained in chapter “L — Other Functions” on page 179.
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F — Creating the Locking Plan

1 X o o Yo 10T ot o e o TS 69
B U Y =T 3 1 2 1=] 1 1 N 69
B 0 Lo Yo Y3 1 1 1=] 2 1T PN 74
High TraffiC DOOK «uvveiiiiiii it ittt ettt eeeeaennnas 77
2= 00 g -3 78
MULET ot et ettt ettt teseeaeaeaeeaeesesassasasnannnns 78
FINA o1voveteeistetiteresrerestssestsseseesesbesetesestssessssessstasessssessssessstasestassssesessesenessesestasessaseressessssessasessases 80
Tt U 80
CHOUES” IMEBINU.cueiurnrieiernrerereeresesessesesesesessssssessssssssssesssssssssssssasssssessssssssasassasssasases 81
B o 0 10 S - | o TS 81
1) 1= 1 1 82
“Update Mode” tab ...vvviiiiiiiiiiiiii e et rraees 84
(08 1 1= e 1= | 84
“Time Changes” tab .uvveiiiiiiiiiiiiiiiiiii it et e e et e e rraaeaas 85
IMLAREIX ceueriereeeierenreeneearenseeneensoeseenssnsonssenssnsoessensssssensensssssensensesssensensesssensansesnsanses 86
Saving and transferring thelocking plan .....cccveeeieieiiiieiiiiiecercceereceereceeennaens 89
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F — CREATING THE LOCKING PLAN

F.1 INTRODUCTION

The locking plan allows making a decision on to whom, where and when access can be granted.

The creation of the locking plan consists of the following steps:
Creating the user list, by means of the “Users” menu.

2 Creating the door list, by means of the “Doors” menu.

3 Creating the access hours, by means of the “Hours” menu.

4 Saving the locking plan.

=

Oncethelocking plan hasbeencreated, itis necessary to encode the credentials of theusersand
load it into the Portable Programmer to initialise the locks, readers and/or cylinders, as will be
seen in the corresponding chapters.

[Before proceeding to the creation of the locking plan, it is advisable to configure some of the
settings of the system by means of the “Setup” menu, as described in chapter “E - Running
the programme for the first time”.

[JIn UoC systems (Update on Card), it is VERY IMPORTANT to previously configure the
distribution of data on the cards (see “Proximity setup” on page 181).

F.2 “USERS” MENU

The first step in creating a locking plan is creating the user list in the “Users” menu.

B TS1000 Version 6.04.04 : Access Control

In order to access the “Users” menu,
click this option on the main screen of
the TS1000.

Openings

Doors M Auditor

Hours @3¢ Operators

Matrix [B @ Reports

Keys/Cards Bggfs Wireless

p.p. B setup

® Logout

V 09/2016 69




70

In the “Users” menu, the following

fields are displayed: ¢ o 50 Br il
@ [
* Name: user name. @ Chartes || Name [Bnn |
©) Ferdinad F =1
@ Mart
¢ Group: name of the group the user = Genersl Techrelocy,
belongs tO. E:;; l?eatrix Group %rCentral v’f
Card ID ;7CZ7A1 o |
e (Card ID: identification number in- UseriD \ ]
corporated into all the sourcecre-
dentials, whichisreadandrecorded - [ —
when the user card is encoded. i ‘
It is also possible to carry out the BxpireionDete  [12/022017 | [][1710 | Encoded copies[o |
process the other way around: writ- e I [ R T
. . .. ) Keypad code e
ing the ID manually if thisis known,
distributing the credentials which
arenotencoded, anddelegatingthe :
encoding to an automatic updater g
whichis connected to the database #i Add | [ £ Delete
andmade available to the users. p— ) ErErE
N .
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@ Users List

User ID: additional information
you wish to add in relation to the
user.

NOTE 1, NOTE 2: customised fields.
Itispossible todefineamaximum of 4 customisedfields, whichcanbe configuredinthe “Extra

Fields” tab of the “Setup” menu, as shownin section “Extra Fields” tabon page 65.

Expiry Date: date when the credential of the user ceases to be valid on the site and from
which, therefore, the useris no longer able to access the doors authorisation was held for.

Activation Date: date when the credential of the user becomes valid on the site and from
which, therefore, the user is able to access the doors authorisation is held for.

Keypad Code: code (from 4 to 6 digits) for opening the door if it isin the state “Card + PIN” or
“PIN + Card”. Refer to “States” on page 82.

“Encode” button: this allows encoding the credentials of the user (see chapter “I — Programming
Credentials and Doors™).

“Copy” button: this allows making a copy of master cards. It is only displayed if the option
“Manage staff card copies” is enabled in the “Facility” tab of the “Setup” menu. For more
information, see “Manage staff card copies” on page 184.

“Add” button: this allows adding new users. This button must always be clicked before you
start to enter data related to a new user, as otherwise, the data of an existing user are
overwritten.

“Delete” button: this allows removing the user from the locking plan.
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“Multi” button: this allows modify-
ing the properties of different users
at the same time, by selecting them
and clicking “OK”.

Finally, thesettings tobe modified
areselectedandyouclick “OK”.

“Matrix” button: this allows ac-
cessing the matrix menu directly,
but showing only the userselected
and those who belong to the same
group.

SUSers| Users selection

= Centrall ot selected 0 selected
e EEE——
€ Chaj (@Beatrix
€ Ferd lycharles
@ Vo) |edFerdinad

(=] Geners (Hugh
©) Bea| \@Martha
@ Hugl

M

Group — L‘

NOTE 2 — &

‘ . ‘ & Batch Emmrix ][ #® Find ]l/ Close

X
@) Ann|
@ chy | [JGroup —
@ Ferf | MNOTE —
((”)) ey D imit
= Gener

@) Bed i
@ Hu ["]Can open blocked doors No Ves

[CDisabled (ADA) ho Yes

D Update Key/Cards every: No

|

[[JKey/Card audits openings
bncel Card

[]Does not open if openings ove

I:[Modiﬁes own locking plan Na Yes

[JGrants [OWwarEHOUS

> Apply
= /o :ﬁ
Cl
Busers ¥/ Close

@ Users List

= Central
@) Ann
@ Charles
@) Ferdinad
€ Martha
= General
) Beatrix

¢ [T y
| & | ocking plan matrix

Data | Options | Grants |

Name ‘Hugh ‘

Technology

[@ Select anups” 2 Find User J [ 84 Find Door ] [ B Copy User J [ B% Copy Door J E

i Add *% Delete {8 Reports > Apply
i gM_atriE # Eind « Close
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e “Reports” button: this allows
consulting and exporting the in-
formation related to the users. earch Resuts| |~

The information shown by the || = e
reports is the following:

— User: username.

— Group: name of the group the
user belongsto.

— Door: name of the door they -
have accessto.

— Time Zone: hours when the user
has access to the door. 3

— Open: if the “@” symbol is dis- 4 2
played, then the user can leave ===
the door in open mode. For
more information on the “Can leave door open” concept, see “F.5 Matrix” on page 86.

— Privac:ifthe“®@” symbolisdisplayed, thentheuseroverridesprivacy. Formoreinformation
on the “Overrides privacy” concept, see “F.5 Matrix” on page 86.

— State: this indicates the situation which the encoding process of a user is in.

An arrow pointing to the right (==>) indicates that the changes made in the locking plan
of auser have NOT yet been transferred to the credential of the user.

An arrow pointing to the left (<==) indicates that the changes made in the locking plan of
a user have already been transferred to the credential.

A blank space () indicates that the changes in the locking plan have already been
transferred to the lock and, then, the credential has been passed through an updater
reader or has been read from the TS1000.

[l IMPORTANT: it is advisable to transfer the information related to the locks to the system.
Inasitewithoutupdaterreaders, thiswillbe carriedout by meansof thePortable Program-
mer. It is enough to connect the programmer to the computer once the initialisation of the
locks/cylinders has finished, and read the openings.

e “Find” button: this allows finding muserslist IO A 'E[E

& Report Preview :
QPN e

SH 58 EHE Cose

~
v

a user, making this task easier T T
. . (_ﬂ) Ann L 1 1
when the list is long. Cel, e = i
@) Ferdinad
€9 bias Technolo
The search can be conducted by |= g iy
Name, by User ID or by any of the 9ty & Find User
extrafields which have been defined. - e
S ane
Search for text \| o
Encoded cop|es&r‘
Busers EMEMX ]] # Find I I ¥ Close ]
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e “Apply” button: this saves the latest changes made.

¢ “Close” button: this closes the users window and saves the changes made.

On the left of the window, the list of  fery——_= REL

users who are in the‘ system is dis- T T
played, sorted according to the group waa, - =
they belongto. ¥ radeod r
|
Theuser colour canbeorange, blue or 4 Beat Group [comwal v
black: - CardID pooam |
UserID %
* ORANGE indicates that the cre-
dential of the user has not been EiaionDete  [02/0272017 |[@][1710|  Encodedcopies|d |
encoded yet. AcivetonDate  [19/04/2016 | ) 1650 |
y Keypad code o ‘

e BLUE indicates that there are
pending modifications and, there- \

fore, the card has to be encoded ‘- 3
g i} Encode
again. ‘ ‘
o
* BLACK indicates that the creden- o (e ] [ Eva ] [ cose ]

tials of the user have already been
encoded or the pending modifica-
tionshavealreadybeentransferred
to the locks/cylinders.

V 09/2016 73



TS1000 - Instruction Manual

F.3 “DOORS” MENU

Aftercreating the user list, the next stepinvolves creating the door list, by means of the “Doors”
menu.

@ TS1000 Version 6.04.04 : Access Control

In order to access the “Doors” menu,
click this option on the main screen of
the TS1000.

Users XF]Openings
Hours @11 Operators
Matrix E‘a&eports

Keys/Cards Rggfa Wireless

BB E/ Setup

® Logout

“« ”
The “Doors” menu presents the fol M Doors List

lowing fields (all the possible fields T = ‘
. . ame. Management
are shown here, but, at any given time, 2,, ‘IOMC: 5
only those which correspond to the = Foor Technology Type [SMARTairWisless Easutcheor ¥
type of door selected are displayed): - Model 1 \ 3
(':' i Model 2 [ v
o i e [ BE»
¢ Name: door name. [ i Faties Giant \ 3
;m :
Open Time lil
e Group: name of the group the Common Keypad code
door belongs to. [CJHigh Traffic door [JPrivacy overrides passage
Wireless address 255.0.85.236 v
. Technology Type: this allows se- [[JActivate Esc/Retum feature indsfiteBuretion 1 4min [ ]
lecting the type of door available SaRder [oee
n theSyStem. [[]Registers internal handle
[Cwith pushbutton
Version 04.94 Type 01.92.01.00
¢ Model 1, Model 2: customised [ oo | [inawe ] P s et |
fields. Itispossibletodefineamax- = e : mepém =
imum of 4 customised fields — (o ) (8 o) [ S ] LB o L oo
)

which can be configured in the
“Extra Fields” tab of the “Setup”
menu, as shown in section “Extra
Fields” tabon page65.

* Door States: the states are automatic behaviours of the doors, based on the day of the week
andthetime. Itispossible todefine up to256 differentstates forthedoorsinthestatetables,
with a maximum of 20 zones. For more information, see “States” on page 82.

* Requires Grant: a grant is an additional parameter which can be assigned to a door, in order
torestrict the passage of users, allowing passage only to those who hold this grant. For more
information, see “Grants” on page 103.

74 V 09/2016



Creating the Locking Plan

¢ OpenTime: timeinseconds a door remains open from when avalid credential is brought near
toit. The standard time is 4 seconds. The maximum is 15 seconds.

¢ Common Keypad: code ranging from 4 to 6 digits for opening the door if it is in the state
“Common Keypad”: refer to “States” on page 82.

¢ Common PINs: the Common PINs m
|

are identification numbers which = [o ™ scess - —

canbeusedbyseveralusers. Inthis 'i on e |

way, it is possible to define groups | = ::H Tectnolagy Type [swaRTerEccucheon ]

of users (for example, by depart- £ abl e -

ments) with the same common PIN | . L. e T

for all of them. o«Mgm‘ B [ — ®

The Common PINs are defined in gL S .

the “Setup” menu, “CommonPINs” Commen Keypad code — ]

tab, by means of their identification Miaee oo [ Eieo/overioes fasseas

name, followed by the “PIN” number, & common Pins [ 01X

as shown in section “Common PINs” Dlacweescrod| o o b |

tabon page 65. b bty

The Common PINs are assigned to Olregitersinemelf | []Olsaning

the doors desired, by means of the Claietes GarericF

“Magnifier” icon, which opens the

window that allows them to be as-

signed.

#i a0 ][ Zo ) pJ

High Traffic Door: see section 10dosrs [8— =3

“High Traffic Door” on page 77.
¢ Close without card: only for cabinet locks.

¢ RFAddress: thisisautomaticallyfilledinwhenthewirelessdoorsareinitialised. Itisadvisable
not to modify it.

¢ Updater:ifthedoorisof theupdaterreadertype, thelist of updatersof thesystemisdisplayed
to associate it to one of them.

e Calendar: this allows selecting the calendar desired, from amongst those which have been
defined by means of the “Calendar” tab of the “Hours” menu.

¢ Registers internal handle: this saves the record of the number of times the internal handle is
used.

e With pushbutton: this allows opening by means of a pushbutton or “Request To Enter”.
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* Relay 2: in the Wall Reader type B Doors List

doors with a 2 relay board, it is 5 Access —

possible to configure the opera- ¥ s [ };,1 v}
tion of relay 2, so that it is either a ?.1 ‘ Technolocy Tyoe [Magnetiowieless Reader | ¥
copy of relay 1 or different and P o Model1 \ ]
with diverse configurations, which o Medel? ‘ &
can be selected by means of the T L W s { =L
corresponding drop-down menu. " Visseman A
Itisalsopossibletoconfigurerelay G o

2 by means of the DIPs of the 2 re-

lay board. For more information, Elhichreticsor

refer to the instructions for that s esess a
board.

The software always has priority Calendar [Deteut v

over the DIPs of the board. The
DIPs are only decisive when the
software version is lower than

6.03.

(B copy | [ F o | [ Em

Relay2: | Nonoperative v

Request To Exit Pushbutton
Door Sensor & Tamper
Bypass Alarm (30 secs;

10 doors

¢ “Add” button: this adds a door. This button must always be clicked before you start to enter
datarelated toanew door, as otherwise, the data of an existing door are overwritten.

e “Copy” button: this allows adding a new door, by copying an already existing one, which
makes the task of adding doors easier.

¢ “Delete” button: this deletes a door.

¢ “Multi” button: this modifies the properties of several doors at the same time: see section
“Multi” on page 78.

e “Matrix” button: see section “Matrix” on page 80.

e “Reports” button: see section “Reports” on page 78.
¢ “Find” button: see section “Find” on page 80.

¢ “Apply” button: this saves the latest changes made.

* “Close” button: this closes the doors menu and saves the changes made.

On the left of the window, the list of B Doors st BEE

doors which are in the system is =
3 : Name evator
displayed, sorted according to the = o — ;!
group they belong to‘ =] F\u;:lr“\ Technology Type iDuaI SMARTairWireless Elevat v |
P Ofi —
e \ v
The door colour can be orange, blue B e —
. ¥ of
or blaCk. ] .S?w Level Door Siates [ v‘!
+ ORANGE indicates that the door  |= gfeee = Fesrescen ‘ o
has not been initialised yet; it is A ST ]
o _egs . . —
necessary toinitialise it.
. . e []High Traffic door
* BLUE indicates that the door is ini- i s -
tialised, but there is still information
which has to be transmitted toit, |
eitherby meansof the Portable Pro- i T |
grammer or through wireless.
P . 10 doors - Copy -5 Batch -H Eind -/ Close
e BLACK indicates that the door is

initialised and there is no
information which has to be transmitted to it.
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High Traffic Door

Thecylinders, aswellasthelocksandreaders, havethecapacitytorecogniseupto1,500different
users. For moreinformation on the limitations of the devices, see “Lock’s Audit trail” on page 181.

For doors where it is necessary to provide access to more than 1,500 users, the TS1000 system
offers the option “High Traffic Door”.

The High Traffic Door can be combined with grants.

Whenadoorisdefinedasa “High TrafficDoor”, the productinstalledonthedoor (acylinder, alock
and/or areader) isinstructed that, in order to grant or reject access, it only has to take into account
the systemcode, theactivationand expiry dates, and the grants. That is tosay, a high trafficdoor
allowsaccesstoalltheuserswhosecredentials belong to the system, whose activationand expiry
dates are correct, and who have the appropriate grants (for more information, refer to the chapter
“Grants”).

Therefore, ahightrafficdoorisnotdisplayedonthe Matrix of thesystem, sinceit does not require
any other condition for granting access or not.

For a door to operate as a high traffic gerem—gr" WEE

door, do the following: . p— ‘
1 Selectthedoorandticktheoption b Group = 3
“H]gh Traff.lc Door”. = ;#uuﬂ Technology Type iD}gaI SMARTair Wireless Eleval v 1
W o Model 1 | v
2 Click the “Apply” button to save ;3 . . |
the changes. s Lovlewl Door States I [
The “Matrix” button ceases to be & Ofices Facies Grant: \ %)
. . " Management
operative for this door. P Mare
Open Time }4 J
. . . [V]High Traffic door
For high traffic doors, it is important e 0000 V]
to consider that a user with a creden-
tial belonging to thesite, but without - ‘
. . Calendar | Default M|
an expiry date, will always have access
tothehightrafficdoorsand, inprinci- .
. 5§ Cop: 7 Bacl Mat Eins Close
ple, there is no way to cancel such a oo =
credential.

In order to solve this problem, there
exists a “High Traffic Cancelling Card”
credential.

For more information, see the cor-
responding chapter (“High Traffic
Cancelling Card” on page 194).
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Reports

The “Reports” button allows consulting and exporting the information related to the users.
Theinformation shown by thereports

. - = Doors List
is thefollowing: 5 Access
6 Ele

Name iManagemenl ‘

‘P Main entrance i {Oﬂnces

¢ Door: door name. L
& Report Preview :
¢ Group: hame of the group the Aol 4w v D@ mE

door belongsto. i

iis || Search Results ~

 User: user name. — e ==

¢ Time Zone: this indicates whether
the user is granted access or not
and whether this is restricted to a
time zone.

¢ Open: if the “@” symbol is dis-
played, thentheusercanleavethe
door in open mode. For more in-
formation on the “Can leave door | |3

open” concept, see “F.5 Matrix” on 33%/Page 1 of -
p p ’ 1 Add *+i Delete | &3 Reports > Apply

age 86.
p g I Copy I[ & Batch I { = Matrix H # Find ” ' Close I

v

10 doors

e Privac: if the “®@” symbol is
displayed, thenthe user overrides
privacy. Formoreinformationonthe “Overridesprivacy” concept, see “F.5 Matrix”onpage 86.

¢ State: thisindicates the situation which the userisin at the door.

— Anarrow pointing to the right (==>) indicates that the changes made in the locking plan
of auserin that door have NOT been transferred yet to the credential of the user.

— Anarrow pointing to the left (<==) indicates that the changes made in the locking plan of
auser in that door have already been transferred to the credential.

— Ablank space () indicates that the changes in the locking plan of that door have been
transferred to the TS1000 system.

Multi

The “Multi” button allows modifying the properties of several doors at the same time.
1 Click the “Multi” button; thefol-

lowing screenis displayed: g
B 10notselected ‘
¥ Mair FE_ Clevaor [N = *‘
& Par] # Main entrance J
= Floor1 | | Management
P ofic] [ Marketing 0
P ofic] [ office 2 J
ol P office 3 i
o] (@office 4
= Lowle ('.l OcalS %
2 e |@Parking 4
& Offices | [ Warehouse w J
1 Man
& 0
Group ‘— _ B3
Technology Type | —— b
Door Type s
Model 1
Model 2
5
] = Matrix i
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2 Select the doors whose properties
youwanttomodifyandclick “OK”.

88 9 not selected 1 selected
Park I!’ "’ Management
P Marketing

iof Poffice 2

cof [Poffice 3

o] |@office 4
e (B office s
@fParking

| [P warehouse

Mg
e

= Offices
£ Man

B Mark

<

Group

Technology Type :l
Door Type @

Model 1 EI

Model 2 IS

L

3 Select the settings you need and & Doors List

click “OK” toaccept the changes. SRGCLUTH '
[ Elevator | Name ‘E\Evator
Yo batimane L oess ]
e 1 i evators P v
‘3 = -
® Ofice 5|
=} ‘\;?w Level ClModel 1 3l
| Waret - i)
=] .Oﬂices ‘ D Hesels 7
P Manag
P Market]| [JDoorStates
[[JRequires Grant:
[ Calendar Defat ]
[]Open Time
[[]Common Keypad code Il
-
10 doors Mat ‘
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Find
The “Find” button allows conducting quick searches, which is very useful if the door list is too long.
Whgn this buttgn isclicked, a wmdow EDoors List
is displayed which allows selecting the S ‘
. Name EENEvatur ‘
lookup field (door name or door ID) e e 5
and entering the name or ID sought. TechnolomTyrs [SMARTairWreless Elevatars P v
The search can be conducted by | Moo | vl
Name, by Door ID or by any of the Door & laiien & Find Door - o
Extra Fields which have been defined. s oOfices i, e T E—
¥ Management iel ame &
g Search for text l
Celender [Deteut E
10 doors e |
Matrix

By clicking the “Matrix” button, the ®Doors List
“Matrix” menuisaccesseddirectly, =
but only the doors which belong to
the same group as the door selected
will bedisplayed.

If, for example, the door “Management”
is selected, which belongs to the “Offic-
es” group, only the doors belonging to
the “Offices” groupwillbe displayed.

Access - -
Name {Palkmg

‘Accass

I@ Select anupsl [ 8 Find User ] [ @ Find Door ] I B3 Copy User I [ Copy Door I Xca

Relay2: ‘Non operative v ‘
|

ooy BY Copy & Batch = Matrix # FEind « Close
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F.4 “HOURS” MENU

Afterdefining both usersanddoors, we should to define the access hours, even though this is not
essential in order to create a locking plan.

In order to access the “Hours” menu,
click this option on the main screen of
the TS1000.

Users XF1Openings

Doors ™ Auditor

' rei
I3

Keys/Cards g Wireless

P.P. ﬂ/’ Setup

® Logout

In the “Hours” menu, there are 5 con-

flguratlon tabs: Hours Stetetable | UpdatingMode | Celendar | Daylight Seving Time |
Offices Beas: | i M
. Narne [ofiices Colorin Matrix: [ Yellow =
Hours T =
Timezone 3 Erom To
e States Timezone 4 [1800 S Sturay Sunday | Holday

Timezone 5 @
¢ Update Mode Tmezone6 @
Timezone 7 M
==
.

\Mnnday Tuesday fednesdzThursday Friday Saturday Sunday | Holiday

[Manday' Tuesday fednesdeThursday Friday Saturday Sunday | Holiday

1000

¢ Calendar E:ZZ::Z [ Mordiay TuesdayjednesdThursday Friday Saturday Sunday Huliday‘
]
. T'lme Chan ges 1::::::? ‘Munday Tuesday ednesdeThursday Friday Saturday Sunday | Holiday
. . Timezone 12
These tabs are described in the fol- Timezons 13
lowing sections. | Tmeelr
“Hours” tab
[ ” L
The ‘ Hours tjclb allows deflmng upto  [eymewe
14 different time zones with a maxi- [ e Seleteble | UpdaingMode |  Colender | DeylightSeving Time |
mum of 5 periods of time. Ofis Neme [pamn | ColorinMeic [Mvarcor
Admin
Timezone 3 Erom To
Timezone 4 08:00 [13:00 WERE] Friday Saturday Sunday | Holiday
:::::::: 14:00 \ [18:00 e AMEE) Friday Saturday Sunday Hcllday‘
oy s . . Timezone 7 ¥ [ londay | Tuesday fednesdzThursday IRTEEMSatrday Sun: i ‘
For example, it is possible todefinea | %ﬂ g }M oo Ty T Sy R
. . . B [ Monday Tuesday JednesdzThursday Friday Saturday Sunday | Holida
time zone called “Admin”, with an | fmeeres ] — —
. Timezone 10 : [ LMnnday Tuesday fednesdzThursday Friday Saturday Sunday | Haliday
access time from 08:00 to 13:00 and Timezone 11 -
from 14:00 to 18:00 from Mondays to B
Thursdays, and from 08:00 to 14:30 Tmezone 14
on Fridays.
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Another time zone could also be de-  fymm CExK

ﬁned, called “OfﬁceS”, with permitted Hours 1 Stteteble Updating Made | Calendar | DayiightSaving Time |
access from 08:00 to 18:00 fromMon- | ofe= ]
days toFridays. o

Neme |Pfiices | Colorin Matrix: |[] Yellow =

Timezane 3 =

5
5

=

0800 | 1800 |

Tistone “dia] Friiay P Ep——

Timezone 5

— Manday (Tuesday fecnesdzThursday Friday Saurday Sunday | Holiday

[
In order to define a time zone, write Timezone?_| | [

|

\

(Manday Tuesday fednesdaThursday Friday Saturday Sunday | Holiday

itsnameinthefield “Name”, the limit Jneeene?
hours in the fields “From” and “To”, Lnesie
andselect thedaysbydouble-clicking [ raaes
the day desired. Finally, click “Close” Dinezoneis

Timezone 14
to accept and save the changes.

[ Monday | Tuesday JednesdeThursday Friday Saturday Sunday | Holiday
Timezone 8 L

iMnnday Tuesday JednesdaThursday Friday Saturday Sunday | Holiday

Once the hours have been defined, they have to be assigned to the corresponding locking plan
crosses in the matrix.

[ As canbe seen, each timetable has a different colour, which allows the timetable assigned to
each user-door combination to be quickly distinguished in the matrix.

States

These are only available for Electronic Locks and Wall Readers.

Thestates, definedinthestatetables, areautomaticbehavioursof thedoors, basedonthe day of
the week and the time.

Itispossibletodefineupto256differ- ey WG

ent states for the doors in the state [ ... Swstble | Updainghode Colendar | Deylight Seving Time
tables, with a maximum of 20 zones.

[Frloor1 | Narme FLOOR 1|
The doors can be programmed in any w0 | [open v
of the following states:

[18:30 | |standard

vl O ‘Munday Tuesday fednesdeThursday Friday Saturday, Sund.

* Open: the door passes to open — i
. & v Monday Tuesday fednesdsThursday Friday Saturday Sund.
mode at the time scheduled. — A eliE Lot ey

[ | | [ [Monday |TuesdayliednesdsThursday Friday Saturday Sund
* First User: the door Operates in e | v | [] [Monday Tuesday JechesdaThursday Friday Saturday Sundt
standard mode until the first user = 1] [ [yt sresiarsin rrdey Sanrdoyi 1
with granted access goes through < L
it, as from the time indicated. As

from that moment, the door
passes to open mode.

¢« Common Keypad: all the users open a door by typing the same code (from 4 to 6 digits) or
one of the 8 common PINs defined and valid for that door. This code is programmed in the
“Doors” menu.
This operation mode is only available for locks with a built-in keypad (magnetic stripe and
proximity readers and locks).

e Standard: the door operates in standard mode, that is to say, it is necessary for each user to
pass their credential to open it.

e Card + PIN: in order to open the door, it is necessary to pass an authorised card through and
then type the code (from 4 to 6 digits) assigned to that card. This code is programmed in the
“Users” menu.

Thisoperation modeisonlyavailable forlocks withabuilt-inkeypad (magnetic stripe readers
and locks).
It is only compatible with wireless devices; it is incompatible with the UoC system.

¢ Dual User: the door opens only if two credentials from authorised users are brought near to
the locksuccessively.
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¢ PIN + Card: in order to open the door, it is necessary in the first place to type the access code
and then pass through the card associated to that code. This code is programmed in the
“Users” menu.
Thisis the only dualidentification option available in UoC (Update On Card) systems.
Itis also compatible with wireless systems.

In order to create a new State, click [ CExR

“Add” and enter the desired datain [ e | secwe | usngwose | Comow | DeyigsaumgTie |
thecorrespondingfields. Thedaysare Neme  [ooR1 | |
selected by double-clicking the | o ¥ RS e
corresponding day. Once you have 1630 | [Sendod 9] st iy oty |
finished y click “Apply” to encode the = W | [ [Monday [Tussday fednesdeThursday Friday Saturday Sunday | Holiday
d ata. = v | [ [Monday [Tuesday fednesdsThursday Friday [Saturday Sunday | Holiday ‘
M v Monday TuesdayfednesdaThursday Friday Saturday Sunday | Holiday
g I v E Monday Tuesday JecnesdzThursday Friday Saturday Sunday | Holiday |
For example, thestate FLOOR 1 is de- S
finedinsuchaway thatthedooropens — 9] [ [y russdyoescdrsda Fride Esrda] iy oy
at 08:00 and closes automatically at siad ol V] [ [vordey rossioesdursd ey st s iy
18:30. In addition, the possibility of sipose || ]| ] [ [y Ty Jechesieursdy Fridey ot unday oty | (91
leaving the door open has been ena- i ] =

bled by means of the corresponding
check box. This check box allows pri-

oritising the automatic or manual
change of state during the corresponding period.

Onceadoorstate hasbeencreated,a  [ryymrm

new Door States field is displayed in [ xeee - — ‘
the “Doors” menu: + Mein o i |
& Foon Technology Type | SMARTair Wireless Escutcheor v |

Ej: Model 1 I |

f'} o Model 2 v

] 'gg'w Lﬁyﬁf Door States M

= Offices Requires Grant I |

o

¥ Management
 NEE

Open Time 14

Common Keypad code [ -‘

[[High Traffic door [[IPrivacy averides passage

Wireless address 0.00.0 v

[[JActivate Esc/Return feature ndefinite B D

Calender [ Defautt v

[CIRegisters internal handle
[CJwith pushbutton

I Copy H 5 Batch | [ = Matrix H B Find H  Close ]

10 doors
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“Update Mode” tab

This tab allows defining how the up-

dater type door can be programmed. | e | sest UpdaingMode | Calender | Daylgh Seing Time |
It allows disregarding certain features | neme  uoves ]
for the purpose Of Opt]miS] ng the re- [1200 | |Updater v | [Monday Tuesday jednesdzThursday Friday Saturday Sunday | Holiday

1 1 Online Reader
sponse time of the device: ey A (Vordey Toedey eesdeursia. ooy Sahrd Sy oo

__ | |oniineReader® v | [Monday TuesdayednesdsThursday Friday Saturday Sunday | Holiday

¢ Online Reader: it is only a reader,
which simply reads the card.

__ | |onlineReader v | |Monday TuesdayJecnesdzThursday Friday Saturday Sunday | Holiday

.. __ | |onlineReader v | |Monday TuesdayJednesdzThursday Friday Saturday Sunday | Holiday
Th] s1s the faSteSt response mOde * ]\;\/ Online Reader v ijday Tuesday fednesdzThursday Friday Saturday Sunday | Holiday
I t nei t he ru pd ates d ata nor COl ) | | |onlineReader v |Monday Tuesday ecnesdzThursday Friday Saturday Sunday | Holiday
leCtS o pe ni n gS . I t 'iS on ly u Sed ] n [—_ | [onlineReader v| | WMonday TuesdayjfednesdaThursday Friday Saturday Sunday | Holiday
updaters with door control, since [ ] [onnsresser 191 [Hordey rossdyleiresadiursin ey o] iy oty
itonly manages the opening of the 71808 | [C_ | [onimeResder [¥] [Wondey Tussdeyledresiituraa Fridey Satrday Surcey [ Poiday

door associated to the device.

[ e 3

* Revalidator: reads and encodes
the dates and grants of the cards.
This is the intermediate response
mode.

It neither collects the stored events nor loads the locking plan crosses stillnot encodedonthe
credential, but it allows renewing the expiry of the credentials and modifying the grants
assigned to the user.

It can equally be used in updaters with or without door control.

e Updater: readsthecard, collectstheeventsandwritesthemodificationsof thematrix forthat
user.
Thisisthemostcompletemode, butthe processingtimeislonger. Itcollectsevents, writesthe
locking plan crosses still to be encoded, renews the expiry of the credential and modifies the
grants.
It can equally be used in updaters with or without door control.

Calendar

Itis possible todefine the holidays foreachsite, by means of the “Calendar” tab.

For this purpose, double-click the hol-

idays for them to turn red. Hours State table Updaiing Mods Calendar Deylight Seving Time
[Caterat Neme:  [Colendar] (<] 2016 [+]

i i 1 1 - Defoutt Janua: February March April
It1spOSSIblgtodef1ned1fferentc§len ST (R ETE Te] (RIS BT
dars of holidays. In order to define a L et
new calendar, click “Add” and writea e e L ma (C
name in the field “Name”. Select the e

. . . MITIWITI|F|S|S MITIWITIF|S|S MITIWITIFIS]S MITIWITI|F|S|S
hOlldaySbYdOUble'CthmgtheCorre' REAENLANARAL] | CAEAE R MTIL x5: Tlstelrts ;\]a AR x:‘: |Gx %
. . . 9 1011 12 13 14 15 13,1415 16 1718 19 11,12 13 14 15 16 17 15 16 17 18 19 20 21
sponding days. Once you have finished, Mujpamig) snseesa) i ze ) s ses e

30 31

click “Apply”. The new calendar is dis-
layedin the columnonthe left. ]
p y ;‘WI 12 1314 15 16 17 18 1011 .12 13 14 15 16 14 15 16 17 18 19 20 12 13 14 15 16 17 18

+iDelete 192021 22/23 2425 | |17 18 1920 21 22 23| |21 /22 23|24 25 26 27||[19/20 2122 23 24 25
—_— 2 27,28 23 30 24125 2627 2829 30 | (28|29 30 227/26/29 30 31

> Agply 3

Seplember October November December
MITIWITIFis|s] MITIWITIFIs|s] [ MITIWITIFISis]/(MITIW[TIF[sisS]
1]2]3]|4 1j2 1/2|/3]4[6]8 1]2]3]4

56,78 91011 /3/4 56 72/8 a|||7/8 3/1011/1213]||5/ 6 7 8 91011
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Aftersetting the holidays by meansof s W

the “Calendar” tab, itis pOSSible tore- Hours | stotetenle Updating Mode Celendar | Daylight Saving Time
stricttheaccesstotheusersonholidays, onces || ]
: « ” :
both in the “Hours” tab as well as in pamn | prom -
“ ” e « . 9 . 08:00 B IEEE st day Sunday | Holiday
States”, by clickingon “Holidays”, which e —
. « . E EN Monday Tussday fechesdzThursday Friday Saturday Sunday | Holiday
Ti 4
1S after Sunday * | 2 | ] Monday Tuesday JednesdzThursday Friday Saturday Sunday | Holiday
UGS B ] Monday | TuesdayfednesdaThursday Friday Saturday Sunday | Holiday
Timezone 6 R [z ] Monday Tuesday JednesdzThursday Friday Saturday Sunday | Holiday
Timezone 7
Timezone 8
= Hours T”E &3
Hours State table UpdatingMade | Calender | Deylight Saving Time |
Name FLOOR 1 S
Door can be left open or close
0800 | [open v | V) T et MR MRl 5. day Sty | ol
1830 | [Stenderd v O I VR R < ooy SundayHoldiay
[ v | [ [Monday Tussday jednesdaThursday Friday Satrday Sunday | Holday
iz | [] [ Monday Tussday jednesdaThursday Friday Satrday Surday | Holiday
IEN | [7] | Monday [Tussday fednesdThursdsy Friday Satrday Sundsy | Holdsy
L2 v D Monday [Tuesday fednesdsThursday Friday Saturday Sunday | Holiday
*iAdd = | [] |Monday Tuesday jednesdsThursday Fridsy Saturday Sunday | Holidsy
*iDelete Ik ~ D Monday Tuesday JednesdsThursdsy Friday Saturday Sundsy | Holiday e

S < >

“Time Changes” tab
This allows setting the time changes LK
for summer and winter. " o | Seswde | Upieioglok | Ceendr | DoygitSosmsTime — |
The specific dates are taken from those [ 2016 J
defined byWindows.
Changetme 1 Action Change tme 2 Ackon

Eventhough the databaseallowscon- | gmme| = ©stesseimetmmesime el || [OSate okt e

. . . m— (O$Satthe oficial tme 60 minutes backwards L — (@ Satthe officiel ime B0 minutes backwards
figuring all the years desired, each
devicestoresonly the two forthcoming
changes (validforthenext 12 months);
therefore, itis necessary toupdatethe
informationinthedoorsatleastoncea
year.
In the off-line and UoC systems, it is o e

necessary to update it manually with
the portable programmer.

In the wireless systems, this informa-
tionissentautomatically onthe 1st of
each month.
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Once the users (who), the doors (where) and the hours (when) have been created, it is time to
define the locking plan. The matrix allows the three things to be tied together.

Inorder to access the “Matrix” menu,
click this option on the main screen of
the TS1000.

The matrix relates a user to a door, by
means of a square.

This square is referred to as a “Cross”.

By double-clicking the Cross, it is pos-
sible todefine theaccess properties:

It is possible to define whether the
user Miren enters through the Car
Park: “Never”, “Always” or according
to one of the timetables defined (Of-
ficesand Admin). Between “Never”
and “Always” there will be as many
timetables as you have defined in the
Hours menu.

®TS1000 Version 6.04.04 : Access Control

Users XF]1Openings
Doors MR Auditor
Hours @3¢ Operators

geports
I3

Keys/Cards Bggfs Wireless

PR E/’ Setup

® Logout

& | ocking plan matrix

(@ setect Groups] [_# Eind user | [ # Find Door_| [_BA Copy wser | [ B CopyDoor ] [ X cancel | ok | > Amty |

@l | ocking plan matrix

Parking

O Never @ oOfices (O Admin O Always
Can leave door open [_] Overrides privacy
X Cancel V' OK

[@ Selectgruups][ & Find User ] [ 8% Find Door ] [ B Copy User ] [ B Copy Door ] [

¢ Can leave door open check box: if this check box is enabled, the user can leave the door open,
by acting as follows: passing their credential through the door once and, immediately
afterwards, passing it through once again, while the light is still green. In this way, the door
remains open permanently. For the door to be closed again (for example, at night), it is
necessary to define a State (see “States” on page 82).

¢ Overrides privacy check box: if this check box is enabled, the user can access a door which
they are authorised to access, even if its privacy thumb turn is engaged. Otherwise, they
cannot gain access to it, even if authorised to do so, because the privacy thumb turn is

engaged.
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From the colour of the cross, it is pos-
sible to tell the access type:

¢ Never: grey colour

¢ Always: green colour

¢ Hours: the colour of the timetable
set. In order to see the properties
of the hours, click the [ # | button.
Forthisbuttontobedisplayed, itis
necessarytodouble-clickthecross
and show the cross definition
window. It can also be seen by
right-clicking the corresponding
Ccross.

¢ +: indicates that the user Overrides privacy.
¢ 0:indicates that the user can leave the door open.

Thefollowingbuttonsareavailable at

the bottom:

[ select Groups] [_# Eind user | [ # Find Door_| [_BA Copy wser | [ B CopyDoor ] [ % cancel | v ok | > Amty |

¢ Select Groups: this allows defining M Sclect Groups A

which groups of doors and users

. . SelectDoors Groups electUsers Groups
aredisplayedonthescreen, which Sh erreml| |l ieeaem
is very useful when the matrix is - e
large. Bt e

V] ofices

* Find User: a window is displayed
when this button is clicked, which

allows finding a user quickly. The Fiel o
marker is placed on the name of Sesrchfortext
the usersought. Thesearch canbe No matching record found

conducted by Name, by User ID and
by any of the User Extra Fields e

which have been defined.

¢ Find Door: this allows finding a ® Find Door
door easily, by means of asearch
window, in a large-sized matrix. Field
The marker is placed on the name Seerchiortoxt
of the door sought. Thesearchcan
be conducted by Name, by Door ID
and by any of the Door Extra Fields At

which have been defined.

@ setectgroups| [ Enauser | [ ¢
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e Copy User: allows copying the
accesses of one user to a series of
individual users, or to one or
several groups of users.

e Copy Door: allows copying the
accesses of one door to a series of
individual doors, or to one or
several groups of doors.

¢ Cancel: exits the “Matrix” menu
without saving the changes made.

¢ OK: saves the changes made to the
matrix and closes the “Matrix”
menu.

e Apply: saves the changes made to
the matrix, without exiting the
menu.

88 V 09/2016

Source
@) Ann v
Target
@aroup Olndividual
Central
General
7z
Source
" Warehouse v
Target
@®Group Olndividual
Access
Floor1
Lo Lewvel
Offices
7z

Source

@3 Ann

Target

O Group

(@) Indlivicual

@dAnn
(“)Beatrix
EICharles
()Ferdinad
@)Hugh
Gdhdartha

¥ 0K

Source

I warehouse

Target

() Group

v

(@) Individual

1 Office 2
i Office 3
@0ffice 4
F Office 5
'Parking
P warehou

I Management
P Marketing

58

v 0K

[ X Cancel ][ 7./Q7K I » Apply 7




Creating the Locking Plan

F.6 SAVING AND TRANSFERRING THE LOCKING PLAN

Oncethelocking planhasbeencreated, itisnecessarytotransferthisinformationtothe portable
programmer and, subsequently, initialise the locks, readers and/or cylinders.

B TS1000 Version 6.04.04 : Access Control

In order to access the Portable Pro-
grammer menu, click “PP” on the
main screen of the TS1000.

Users XF]Openings
Doors !E\Auditor

Hours @3¢ Operators

Matrix [B -8 Reports

Keys/Cards Bggf Wireless

Setup
i

® Logout

D'I:‘he most commoryl, way is tg cl1<;k & pp £
Send Data to PP”, as detailed in 4 —
. " Lo Send Doors to PP [V]Initialize doors
section “I.2 Transmitting data to the ® ot Updeted » Unatadoors
Portable Programmer” on O Doors Selection 28 Doors Selection | ||| 0pen deors
page 1 14. Ol [V] Open safes
However, itisalsopossibletostore View doors sored by el
the data in a file, without sending PP data expiraton: 251207 v ] (2359 % | Cead Gl
1ew openings
them to the Portable Programmer Passwordtoopendoors: || et toys
for the moment, although this op- [Send PP detatois
tionis not currently used.
E @ sendDatato PP | [ @ \vrite PCToLock File ]
[ @ GetDatafrom PP ] [ @ Read PCTolock File J
3
PCTo Lock
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G — Operators and Operator Levels

(13} e Yo [ 7ot 1 1o ] o ISR 93
OPErator LEVEIS ......cieieiieiieiiiiiiiiieiieiietiesientesiesseteetestastastastessessessesssssssassassans 93
(0T o 7= - | o T 95
“CardUser” field ... it e e 96
“Operator Name” field ...coeeiiiiiiii it eaanas 97
“PassWOrd” field ...ttt eee e e 97
“Security Level” field. .., 98
“Cards Validity Limit” field ....cooveiiiiiiiiiiiiiiiiiiii e 98
“Showuseranddoorgroups” fleld .......vvvveeeeeeriiiiiiiiieee et 99
“Manage door groups” and “Manage user groups” fields ................... 100
“Add” and “Close” BULLONS. ..ccveeiiiii it eii e eeeeennannnns 100
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G — OPERATORS AND OPERATOR LEVELS

G.1 INTRODUCTION

InordertoaccesstheTS1000softwareforthefirsttime,itisnecessarytousethe “OperatorName”
and “Password” provided by your distributor.

ThisOperator Name and Password canbe modifiedasdesired. Inaddition, itis possible toregister
as many Operators as there are Users in the system.

The difference between a “User” of the system and an “Operator” of the system is the following:

e User: any individual holding a credential allowing them to open the different doors where a
cylinder, lock and/or reader are installed.

e Operator: thisisauserof the system, who, inaddition, has access to the TS1000 management
software. That is to say, they have an identification name (Operator Name) and password,
which allow them to access the software and carry out some or all of the operations which the
software allows.

Theaccess of the operators to the TS1000 software may have certainoperationsrestricted. That
is to say, there are “Operator Levels”.

G.2 OPERATOR LEVELS

On the TS1000 mam' Screen’ access B TS1000 Version 6.04.04 : Access Control
the “Setup” menu, clicking the corre-
sponding button.

Users XF]Openings
Doors !E\Auditor

Hours @3¢ Operators

Matrix [B -8 Reports

Keys/Cards Bggf Wireless

_ i

G Logout EXIT
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In the “Setup” menu, click the “Opera-
tor Levels” tab.

As can be seen, there are 5 different
Operator Levels.

Itis possible to define which functions
willbe available foreachofthe5levels.

Forthispurpose, selectoneof thelevels
from the drop-down menu (for exam-
ple, 5, which s the highest and has the
most functionsallowed)and, inthelist,
selecttheFunctionsavailablefor that
level.

You can do the same for the other 4
levels.

Afterwards, each Operator should be
assigned the Level which is consid-
ered appropriate.

The Functions selected for Level 1,
which has the fewest functions allowed,
are shownin thisexample.

Bydefault, thelevelsrangingfrom1to4
havetheoption“CloseProgramme” en-
abled, in order to avoid a situation
where an operator, who has been as-
signed by mistake to one of these levels
without this having been defined in ad-
vance, is left with the programme open
withoutbeingable tologout. Theother
options can be selected as desired, so
creatingdifferent profilesaccording to
needs. Thereisnoneedtogofromfew-
er tomore functions allowed.

Thefunctions “DoesNOTneedAuthor-
isingKeyto...” involve aspecial process
for their activation, which is explained
in section “L.3 Deactivation of the Au-
thorisation Key” on page 188.

Once the Operator Levels have been
defined, it is necessary to define the
System Operators.
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& System Setup

Gi

rant Names Commaon Pins Extra Fields
General License Facility ‘ Operators Levels ‘ Lacal PC Netwark

Awvailable options for level :

150 Tracks Special Key/Cards

Wireless

EEMT EEEEEEEEEEREEE AR EE KL

Modify Configuration

odify Matrix

Modify Operatars

Wiew Auditor

Print reports

Modify Timezones

Modify Automatic Changes
Modify Holidays

Modify Updating Modes
Modify users

Modify doors

Fead cards

Communication with PP
Encode user keys

Copy user keys

Delete user keys

Add users

Delete users

Exit application

View openings

Update doors

Initialize doors

Open doors

Open safes

Update firmware

Fiead openings from doars
Fiemate : Leave open/Close doars
Remote : Block/Unhlock doars
Tools : Advanced functions
Tools : Restore backup
Femate : Manage doars
Fiemate : Open/Close doors
Femaote : Update doars
Fiemate : Read openings from doors
Wireless Tools : Change configuration

Encode Blocking Card

Encode High Traffic Cancelling Card

Does NOT need Authorizing Key to use the PP
Does NOT need Authorizing Key to activate staff keys
Manage e-mail alerts

T =] m
<

WEB access

7

& System Setup

- O]

Grant Names Commaon Ping Extra Fields 150 Tracks Special Key/Cards
General License Facility ‘ Operatars Levels ‘ Local PC MNetwork ‘Wireless
Available options for level

T T T T T T T T T T T T T T Ty

1
Madify Configuration 2 k
M adify hatrix 3
Miodify Operatars 4
Wiew Auditor 3

Print reparts

Modify Timezones

Miodify Automatic Changes

Miodify Holidays

MWiodify Updating Modes

Modify users

Modify doors

Read cards

Communication with PP

Encode user keys

Copy user keys

Delete user keys

Add users

Delete users

Exit application

Wiew openings

Update doors

Initialize doars

Open doors

Open safes

Update firmware

Read openings from doors

Remote : Leave open/Close doors
Remote : Block/Unhlock doors
Tools : Advanced functions

Tools : Restare backup

Rermote : Manage doors

Remote : Open/Close doars
Remote : Update doors

Remote : Read openings from doars
Wireless Toals | Change configuration
Encode Blocking Card

Encode High Traffic Cancelling Card
Does MOT need Authorizing Key to use the PP
Does NMOT need Authorizing Key to activate staff keys
Manage e-mail alens

WEB access

-x Cancel o DK




G.3

OPERATORS

Operators and Operator Levels

On the TS1000 main screen, access
the “Operators” menu, byclicking the
corresponding button.

The “Operators” screen is displayed:

This screen allows adding the Opera-
tors to the system.

The meaning of the different fields is
explained below.

Users XF]Openings

Doors ™® Auditor

Matrix [ @ Reports

Keys/Cards Rgg#fa Wireless

P.P. E/’ Setup

(G} Logout EXIT

DEMO Data

& Operators
Key/Card user | | R
Operator name
Password |
Security level O1 O2 O3 O4 @5
Cards validity limit @ NoLimit O Limited to ta)id=
Show users and doors groups (O Collapsed (®) Expanded

Managed doors groups Managed users groups

@Al () Selection @Al (O Selection
2 253 =

21 Add i Delete > Apply I [ « Close I
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“Card User” field

Thisfield allows selecting, from among all the Users of the system, the one who is to be added as
an Operator.

Byclickingtheuserlist, allof themare (=
displayed, except for those who have [=

Operators

- DX

already been added as operators. w SR -
&) Ann ~
Operator name ) Beatrix |
@) Charles

Erseward @ Ferdinad =
) @) Hugh ke

Security level | S S W B N A B/

‘ Cards validity limit @NoLimt OLimitedto |1 (3]0

Show users and doors groups (O Collapsed (®) Expanded

Managed doors groups Managed users groups
@Al () Selection @Al
%

() Selection

i Add % Delete > Apply ] [ « Close ]

Select a user from the list, and their

& Operators

“Card User”.

N L

Key/Card user Ferdinad Kent]

96

name will be displayed in the field [

S " '
Operatorname | i

Password |
Security level
Cards validity limit

Show users and doors groups.
Managed doors groups

@Al (O Selection

[ 1]

O1 Oz O3 O4 @5
@NoLimt OLimitedto |1 (3]0

(O Collapsed (®) Expanded
Managed users groups

@Al () Selection

[V] Central
%

> Apply ] [ « Close ]
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Operators and Operator Levels

“Operator Name” field

This field allows assigning an Identification Name to the Operator whoisbeingadded. Thisname

& Operators EI@I@

need not match the User name.

Type the Operator name in the corre-
sponding field.

Itis possible tochoose an “alias” from
1 to 10 digits for the Operator name,
whereas the User name tends to be
their first name and both surnames.

Either capital or lower case letters
may be used in the Operator name.

Once the Operator has been added,
they will be displayed in the column
ontheleftwith theassigned Operator
name in this field.

Key{Card user |@) Ferdinad

Kent

Operator name |Frede|

Password |
Security level
Cards validity limit

Show users and doors groups.
Managed doors groups

@Al () Selection

]
O1 O2
® NoLimit O

(O Collapsed

O3 04 @5
Limitedta | {3{‘

(®) Expanded

Managed users groups

(O Selection

@Al

»  Apply ]

[ « Close ]

“Password” field

The password must have at least 6
characters, including acapital letter
and adigit.

When entering the password, for
security, this is shown as asterisks on
the screen.

& Operators E|@|@

Kent

v

Key/Card user |@) Ferdinad
Operator name |Frede
Password ke
Security level

Cards validity limit

Show users and doors groups

Managed doors groups

|

J
O1 Q2
@ NoLimit O

(O Collapsed

O3 04 @5
[a

Limitedto | [-}J -

(®) Expanded

Managed users groups

@Al () Selection

@Al

(O Selection

> Apply ]

[ « Close
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“Security Level” field

This field allows selecting the Security
Level, fromamongthe5existingones.

In the previous section, “G.2 Operator
Levels” on page 93, it was explained
how to define the operations allowed
for eachlevel.

“Cards Validity Limit” field

& Operators E|@|E|

Key/Card user |@) Ferdinad Kent

Managed doors groups

Operator name |Frede ‘
Password = [

Security level O1 Oz O3 %4 Os
Cards validity limit @® NoLimit O Limited to EJ -
Show users and doors groups (O Collapsed (®) Expanded

Managed users groups

@Al O Selection

@Al (O Selection

»  Apply ] [  Close ]

This field allows preventing certain operators from encoding user cards with no expiry limit.

When encoding a user card, it is possible to set an expiry date for it. If the field is left blank, this
means that it will never expire. If adate is entered, the card will stop working from then.

Therearetwosettings: NoLimitandLimitedto.

“No Limit” setting:

This option allows this Operator to
encode user cards without indicating
an expiry date and, as a result, these
cards will NEVER expire.

B Operators =13
Key/Card user |@) Ferdinad Kent v
Operatorname  |Frede ‘
Password [pooeeee |
Security level O1 Oz O3 @4 Os

Cards validity limit

Show users and doors groups.
Managed doors groups

@Al () Selection

%ND Limit OLimitedta [0 [2]]d=
(O Collapsed (®) Expanded
Managed users groups

@Al (O Selection

> Apply ] [ « Close
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Operators and Operator Levels

& Operators

“Limited to” setting: ’ . :
Key{Card user |@) Ferdinad Kent |
Operator name L]
This option allows entering a number v |
of days (from 1 to 730; 100 in the ex- Secury level O1 Oz O3 @4 Os
ample) afterWh]Ch the Cal’d W]u eXp] re} Cards validity limit OND Limit @Limi(ed to mrfqdays
even if the operator had not entered an
R . . Show users and doors groups. (O Collapsed (®) Expanded
expiry date when encodingit.
Managed doors groups Managed users groups
@Al () Selection @Al (O Selection
i Add ) > Apply ] [ « Close

“Show user and door groups” field

This field allows choosing between = Gperators L OX

the “Collapsed” or “Expanded” view.

This refers to the initial view of the Key/Corduser | Ferdinad Kent
matrix with user and door groups. Operatornems [Frede |
Password [ |

.. .. . Security level O1 Oz O3 @4 Os
If the matrix is too large, it is impossi- R
ble to view all of it on the computer el ONotimit @Uiedto [100 +]days
screen;only apartcanbeseen. Inthis Showuserssnddoors groups @ Collapsed (O Expanded
Case, ]t ]S preferable to ]n]t]ally use the Managed doors groups Managed users groups
“Collapsed” view for the groups and @Al O Selection @Al Oselection
then expand them one by one as re- o s M Centrl
quired.

i Add +% Delete > Apply ] [  Close ]

V 09/2016 99



TS1000 - Instruction Manual

“Manage door groups” and “Manage user groups” fields

This option allows restricting (for this Operator) the possibility of viewing and managing some
groups of doors and/or users.

ettt e g
> EXe] t L=
select the option “All”, either for the REIS S2 E”:||

door groups, the user groups or both. SeviCrlis A ¢ Férdinad Kot
. e . 1 |Fr 4 Find
If youwant to apply a restriction, tick SRR [ e ]
. « . 9 s Password rosees
the option “Selection” in the corre-
sponding group (doors, users or both) Secitlens| O1 Oz O3 @4 Os
and thk the gI’OUpS Wthh the Opel’a- Cards validity limit (O NoLimit @) Limited to ﬁEIIJ {:ﬂdays
: : “« ” 3
tor 1S gOIng to manage ( Accesses n Show users and doors groups. @) Collapsed () Expanded
the eXample). Managed doors groups Managed users groups
Oal (@ Selection @Al (O Selection
. . . . :{ Access % ‘

This option is very useful in some cas- Il Low Lo
es,when, forexample, asiteisdivided ROl
into several buildings with a manage-
ment team in each. In this way, it is
possible for each Operator to manage -

: ‘ 21 Add = » apy | [ close |
only the users from their own build-

ing, preventing them from providing
credentials to users from others.

“Add” and “Close” buttons

Afterfillinginallthe fields, click “Add”,
if youwant to keep adding operators,
or “Close”, if you do not want to add

any other. @ Operator : Frede
Save the changes ?

In both cases, a screen is displayed
which asks whether you want to save
the changes.

X No ][ & Yes |

’ [_Yo] t =]
the “Operators” window, the new op- PErators E| X

erator will be displayedin the column k Key/Corduser @ Ferdi
on the left: Operator name :FTQGQ ‘
Password P
Security level O1 02 O3 @14 Os5
SR o o [ Tal
Cards validity limit (ONoLimit @) Limitedto 100 {3]/days
Show users and doors groups. @) Collapsed () Expanded
Managed doors groups Managed users groups
OaAl (@ Selection @Al (O Selection
W Access i
|| Floor1
| | Low Level
|| Offices
21 Add } [:— ge|exe] [ > Agply ] [ o Close
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H.1

H.2

H — GRANTS

INTRODUCTION

One of the functions of the “TESA Access Control” system is managing electronic cylinders,
electronic locks and/or wall readers “off-line”.

Inan “off-line” system, once it is in operation, each time a modification is made to the locking
plan, the data must be transmitted to the affected doors using the Portable Programmer.

The “TESA Access Control” system allows defining certain special parameters by means of which
it is possible to grant or deny the access of a user to a door (or group of doors) precisely at the
moment when the credential of that user is encoded. This avoids the need to go to the door.

These special parameters are called “Grants”.

OPERATION WITHOUT GRANTS

Once the system is in operation, when working without grants, the operation sequence of the
cylinders, locks and/or readers is the following:

¢ Thecylinders, locksand/orreadershavethelockingplanstoredinthememoryof theircontrol
unit.

*  When a user uses their credential in a door, the reader module reads the information stored n

in the credential and transmits it to the control unit.

¢ Fortheusertobeabletoopenthedoor, the controlunit mustcheck that the credential meets
the followingrequirements:

System code
The system code encoded in the credential must match that of the site.

Activation and expiry dates

If the credential has an activation date encoded init, this must be prior to the date and time
when the door opening is attempted.

If thecredentialhasanexpirydateencodedinit, thismust besubsequent tothedateandtime
when the door opening is attempted.

Matrix

The user must hold authorised access in the system matrix (locking plan). Either Always or
based on one of the Time Zones set.

If the credential meets all these requirements, the user will be able to open the door.
Otherwise, the opening will be denied.
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In this operation mode, each time you want to authorise or deny the access of a user to a door,
the following steps are necessary:

1 Tomodify the locking plan: User/Door locking plan cross on the matrix.

2 To transmit the data to the Portable Programmer (this step is not necessary for wireless
doors). For an Update on Card system, it is also possible to encode the credential of the
affected user (in the encoder or updater) for the pending modification to be loaded.

3 To bring the Portable Programmer to the door and update it. That is to say, to update the
locking plan stored in the control unit of the door (this step is not necessary for wireless
doors). If the system is Update on Card and the credential has been encoded in the previous
step, theuserwillthemselvesupdate theinformationwhenpassing the card through the lock.

4 TocollectthedatafromthePortable Programmerbymeansof thecorrespondingbuttononthe
“PP”menuintheTS1000, for thedatabasetobeupdatedwiththeinformationabout the doors
alreadyupdatedandforthesystemtoclosetheprocess. If thesystemisUpdateonCardandthe
modificationhasbeenmadebymeansofthecredentialoftheuser, thecardwillhavetoberead
again, either using the encoder or in an updater, in order to capture the confirmation of the
update and for the database to close the update process.

This process may end up becoming burdensome when it must be carried out relatively often
(frequent changes of permissions). Grants allow this situation to be avoided.

H.3 OPERATION WITH GRANTS

A Grant is an additional parameter which can be entered into the system voluntarily.

This parameter will be anadditional condition that a door or group of doors willdemand of users.
Thatis tosay, auserintending to open a door whichrequires a Grant will have to be in possession
of that Grant.

The Grants held are stored in each user’s credential and therefore can be determined at the
moment of encoding it.

The operation sequence is as follows:

¢ Thecylinders, locksand/orreadershavethelockingplanstoredinthememoryof theircontrol
unit.

¢ When auser uses their credential in a door, the reader module reads the information stored
in the credential and transmits it to the control unit.

¢ Fortheusertobeabletoopenthedoor, the control unit mustcheck that the credential meets
the following requirements:

System code

Activation and expiry dates

Matrix

Grant: the credential of the user must be in possession of the grant required by that door
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In this way, if you want to withdraw the access of a user to a door, you only need to encode the
credentialagain, havingcancelled the corresponding grantbeforehand. Itisneither necessaryto
modify the locking plan nor to go to the door with the Portable Programmer.

If the system is Update on Card, the card can be encoded in the encoder or simply in an updater
connected to the database.

H.4 USING GRANTS

Using grants requires taking the following steps:
1 “Defining the Grants”

“Assigning grants to the doors”

“Updating the matrix”

“Updating thedoors”

“Assigning the grants to the users”

a b~ WN

These steps are described in the following sections.

Defining the Grants

Inordertouse thegrants, in thefirst place, itis necessary todefine the grants desired.

Forthispurpose, firstofall, accessthe ®TS1000 Version 6.04.04 : Access Control
“Setup” menu, on the TS1000 main
screen.

Users X[ Openings
Doors WA Auditor

Hours @3¢ Operators

Matrix [B -8 Reports

Keys/Cards Bggf= Wireless

N Oy Setup
ks

(G} Logout EXIT
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In the “Setup” menu, select the “Grant
Names” tab.

Itis possible to define up to 48 differ-
ent grants.

EXAMPLE:inordertocreateagrantfor
the “Warehouse” door of asite, write
the word WAREHOUSE in the field 1.

V 09/2016

& System Setup

General | License 7\ Facility \ Operators Levels ,i. Local PC 7_\ Network J Wireless |

GrantNemes | CommonPins | ExtaFields | ISOTracks | SpecialKey/Cards |
1412 34 34
q13
:M 35 (35
36 [36
37 37
38 38
I 9 |
S Y S
wpe | a1l
18 a2«
1909 43 43
20x0 Ml ]
2102 45 45
22 L
[[IManage elevators

’xgancelll  OK ]

& System Setup E”E”g

General | License | Facilty | Operatorslevels | Local PC | Network | Wireless |
GrantNames | CommonPins | ExtaFields | 1SOTracks | Special Key/Cards |

WAREHOUSE | 25 [25

26 |26
27 o7
28 [28

3
4
5
8 29 |29
7
8
9

TP N S WP R S Y

2
30 ?U
31 31

1(10 32 32
1411 33 [33
1412 34 i34
1413 (35
1414 S

36 |3

oz oo

[[IManage elevators

[ Xgancel | [ wox ]




Assigning grants to the doors

@ Doors List B@@

5 Access

Once a grant has been created, a new Tevsior
field called “Requires Grant” is dis- Wrakng
played in the “Doors” menu. ‘

If this field is blank, it means that that |+ i
door does not require any grant and, £ Menadersin
therefore, its operation mode will be like
the one explainedin section “H.2 Opero-

tion without Grants” on page 103.

11 doors

Narme

Group
Technology Type
Model 1

Model 2

Door States

Requires Grant: [%

Open Time
Common Keypad code
[CJHigh Traffic door

Wireless address

Calendar

|Warehouse

Low Level v

[Magnetic Stipe Wirless Elevat v

|

[petet =]

@ Doors List E‘@|®

If youwant toassignagranttoadoor, |~ % 7
in the first place, the door is selected | gﬂ?\]‘ Trine
(for example, the “Warehouse” door). | £ or

& O

P

2 Low Level
o

Afterwards, in the drop-down menu

of the field “Requires Grant”, there- ’O“M‘-‘”’
quired grant is selected (“WARE-

HOUSE” in the example).

Finally, the “Apply” button is clicked.

Nare

Group
Technology Type
Model 1

Model 2

Door States

Requires Grant:

Open Time
Common Keypad code
[CJHigh Traffic door

Wireless address

Calendar

-Z‘ Add -Dele(e

T
‘Warehuuse

|LowLevel

@ Doors List

If desired, the same grant canbe as- |~ &=
signed to several different doors. For W
example, if there are 5 different offices | rF‘
onafloor (Floor 1), itis possible tode- M :
fineagrantcalled “Floor1”andassign |. % ...

ittothe5doorsofthe“Floor1”group. |. %"

1 Management
P Marketir

11 doors

Name

Group
Technolagy Type
Model 1

Model 2

Door States

Requires Grant:

Open Time
Common Keypad code
[JHigh Traffic door
Wireless address

Calendar

|Office 1

[Fioor1 v

FLOOR 1 v
WAREHOUSE

FLOOR 1
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Updating the matrix

Fortheuseofgrantstobereally effective, itisadvisable toauthorise access byall the users of the
system to all the doors which require a grant.

The granted access can be according ; ;

tothe ime zone “Always” (green cal
our) or according to any of the Time ‘ |

Zones set in the system.

Office 2
Wnrehcu; q

E

Inthisway, authorising or denying the
access of a user to a door which re-
quires a grant will only depend on
whether the user holds that grant.

| - LowLevel

In the example, all the users have
been provided with granted access to
the “Warehouse” door.

[@ Selectgroups][ #4 Find User ] [ #4 Find Door ] [ B Copy Uset

Updating the doors

After the previous steps have been followed, it is necessary to update the affected doors for the
grants to start operating. In the event of aninitial start-up, rather than updating the doors, it is
necessary to initialise them.

This is done in the following steps:
1 Transmitting the data to the portable programmer
2 Updating and/or initialising the affected doors

According to the example, the door to be updated would be “Warehouse”.

Assigning the grants to the users

On a similar basis to the Doors menu, when Grants are defined in the system, a new tab called
“Grants” is automatically displayed in the Users menu.
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Inthattab, thelist of Grants available
in the systemis displayed. Each grant
has acheck box for selection which, if
empty, means that the user does not
hold thatgrant.

If youwant to assign a grant to a user,
you only need to select the user and
assign them that grant.

The assignment of grants can be mod-
ified as many times as desired; you
only need to encode the credential of
the user again each time the assign-
ment ismodified.

In the example, the grant WARE-
HOUSE has been assigned to the user
Fernando.

Once the credential of Fernando has
been encoded, he will be able to ac-
cess the Warehouse without carrying
out any other process.

Inorder to prevent Fernando fromac-
cessing the warehouse, you only need
to remove the selection from the grant
WAREHOUSE and encode his credential
again.

If the system is Update on Card, the
encoding can be carried out manually
in an encoder or when the user goes
through anupdater.
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& Users List B@

Central

©

@) Charles
@) Ferdinad Ki
@ Mariha
General

) Beatrix

@ Hug

=}

v

<

6 users

Data | Options | Grants ‘

User's Grants

|1 WAREHOUSE
FLOOR 1

Expiration Date

Encoded cnpiesg |

Activation Date 19/04/2016 | (E] 16:50 |
Keypad code e ] X Cancel Card

|
[ [
£ Matrix 4 FEind v Close

@ Users List

Central

) Ann

@) Charles

> GEEEERR
© Martha
General

) Beatrix

@ Hug

2

<

v

B users

Data | Options | Grants l

User's Grants

ViSEm——
FLOOR 1 ‘

.

Encoded :npias@j |

X Cancel Card

(@8] (v

Expiration Date

Activation Date 19042016 | ()
Keypad code s

=

rix H # Find ] l ' Close ]
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H.5 EXAMPLES OF APPLICATION OF THE GRANTS

Management of the entire site using grants

Inasite with up to 48 doors (which is the maximum number of grants which can be defined in the
“Grant Names” tab of the “Setup” menu), a grant can be defined for each door.

Itisthereforepossibletodesignamatrixwhereallusershaveaccesstoallthedoors, either Always
or based on a Time Zone.

Inthisway, whetherauserhasaccessornot toanydoorof thesiteonly dependsontheassignment
of grants and not on the matrix.

In a site with these characteristics, it is only necessary to go to the doors with the Portable
Programmer during the initial start-up, when you want to collect the record of openings and/or
when you need to add users to the system.

The changes to the accesses of each user will be made by modifying their grants and encoding
their credentials again, without the need to go to the doors. If the system is Update on Card and
there is an updater, the changes will be automatically applied by the users when passing the
credential through the updater.

Guest management

In general, the issues related to guest management in a site are the following:
¢ Thereis noinformation on “Who” the guest will be
¢ Thereis noinformation on “How many” guests there will be

¢ There is no information on “Who” the guest is visiting and, therefore, “Where” they need
access to

¢ Thereis noinformation on “How much time” they are going to be in the site

Grants can help in the management of this situation. For this purpose, it is possible to define a
group of users called “Guests”.

Wewillrefertothemas “Guest 1, Guest2, Guest 3, ..., GuestZ”, Z being the maximum number of
guests expected per day.

The users of this group will be provided with access according to the time zone to such doors or
groups of doors which are deemed appropriate.

These doors or groups of doors will require one of the grants defined.
Inthis way, when a potential guest arrives, the following is done:

¢ selecting the user number “Guest X” which is available,

¢ assigning the necessary grants based on the visit to be paid,

¢ assigning the expiry date and time, and

¢ encoding the credential (if the systemis Update on Card and there isan updater, the changes
canbeautomatically applied by the users when passing the credential through the updater).

Afterthatexpirydateandtime, the “GuestX” credential willbeavailableonceagainforanotherguest.

The names of the individuals are not managed with this system (changing the name of a
credential would affect all the events, both past and future, of that credential).

However, thiscan be managedinanother programme, recording the name of the individual next
to the number of the credential assigned, and the entry and exit dates.
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| = PROGRAMMING CREDENTIALS AND DOORS

.1 INTRODUCTION

Afterenteringthenecessaryparametersfortheoperationofthesiteintothesoftware,inorderto
run the system, it is necessary to transfer the information to the credentials (keys or cards) and
doors (cylinders, locksor wall readers). Inaddition, for the case of electronickeys, itisnecessary
to authorise them after encoding.

In order that the computer can communicate with the credentials and doors, different devices
are needed, based on the type of technology used:
¢ Encoding of credentials:

— Electronic keys (contact chip): ST Portable Programmer

— Proximity (cards, key-rings, wristbands, watches...): Proximity Encoder

— Magnetic Stripe Cards: Magnetic Stripe Encoder

¢ Encoding of doors:
— Electronic cylinders: ST Portable Programmer
— Proximity Locks and Wall Readers: ST Portable Programmer
— MagneticStripe LocksandWall Readers: IT Portable Programmer

A summary table is shown below:

Proximity Magnetic Stripe
1 Encoding credentials ST Portable Programmer Proximity Encoder Magnetic Stripe Encoder
2 Encoding doors ST Portable Programmer ST Portable Programmer IT Portable Programmer
3 Authorising Key Not necessary Not necessary

NOTE: the authorisation of the key can be omitted from the process if its encoding is carried out
by an operator of an operator level where the option “Does not need Authorising Key to activate
staff keys” has been enabled (see “Does NOT need Authorisation Key to activate staff keys” option on
page 190).
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1.2 TRANSMITTING DATA TO THE PORTABLE PROGRAMMER

Afterencodingthecredentials, the nextstepinordertorunthesystemistransmitting thedatato
thePortableProgrammer (PP)soastoinitialisethecylinders, locksand/orreaderswiththatdata.

To send the data to the Portable Programmer, it is necessary to for the Programmer to be
connected to and installed on the computer. It will be necessary to have a USB or RS-232 serial
port, depending on the Programmer model.

[IRefer to the Instruction Manual of the Programmer used to see how it is connected, installed
and managed.

B TS1000 Version 6.04.04 : Access Control

After installing and connecting the

Programmer to the PC, click the “PP”

button on the TS1000 main screen.
Users XF]Openings
Doors W& Auditor
Hours @3¢ Operators

Matrix [B-@ Reports

Keys/Cards Bgefn Wireless

Setu p
iy

8 Logout

= pp =] J

The following screen is displayed: I — Dl iilize doors

@ Not Updated [¥]Update doors
ODnors Selection 4 Doors Selection Open oo
BeforesendingthedatatothePortable | ©* Open safes
Programmer, it is necessary to select | viewdoors soredby: 1 Pt e
some options in the corresponding | ep e exsieion: [z7j01 /2017 ] (2359 % S_E““' RemngSfon shore
1ew openings
ﬁelds: Password to open doors : \:] D Read :eys E
[[]send PP data to file
E @ sendDatato PP i [ @ rite PCToLock File |
[ @ GetData from PP J [ @® Read PCToLock File I
b
PCToLock
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“Send Doors to PP” field

This field has three settings: “Not Updated”, “Door Selection”, “All”.

¢ The option “Not Updated” is the one selected by default. By selecting this option, the
information on those doors whose locking plan or information has undergone some change
but which are still not updated will be sent to the Portable Programmer. If this optionis used
the first time the data are sent to the Portable Programmer, the data related to all the doors
will be sent toit, since none of them has received any information from the system.

Thisoptionisveryusefulinlargesites, whenitisnotclearwhichdoorshave beenchanged, and
sending all the doors to the Programmer would occupy too much memory unnecessarily. It is
a convenient option, but it entails that the Programmer will only have the doors which have
been modified loaded in it and, if you subsequently want to act on another door, it will be
necessary to load the data into the Programmer again.

Send Doors to PP Initialize doors
(O NotUpdated Update doars
(® Doors Selection % Open doors
¢ The option “Doors Selection” al- Ol 7] Open safes
lows selecting the doors which are Viewdoorssoredby:  [Goup v | | [AUpdateiimwere
needed: thisoptionisselectedand PP dats xpiration: amany v 2359 3] ::do’;“l remdeers
then the “Select” button is clicked. Pesswordtocpendoors: [ | [Read feys ’

[[]send PP datato file

l ® sendDatato PP I [ @ vvite PCToLock File l
l . Get Data from PP ] { . Read PCTolLock File l
\k
PCTo Lock
When clicking the “Select” button, 5 »
the following screenis displayed: ors Slect1on @
not selecte 0 selected
In the column on the left, the | ——— [ |
: [ Main entrance
dpors which are Not sglected are | thyaegement
displayed and, on the right, there g;g;rck:ulng
appear the ones which are Select- ¥ offce 2
ed. In order to move doors from | \ome?
one column to the other, the fol- ‘g;g:r';;:
lowing buttons are available: ¥ warehouse
— The “>” button (select door)
moves the door which is ticked ‘
in the left-hand list to the list il —
on the I’lght. Technology Type | &8
oor e ‘— v
— The “>>” button (select all) SeeiE ‘
moves all the doors to the list
on theright. X concet | [ o
— The “<” button (reject door)

moves the door which is ticked
in the right-hand list to the list
on theleft.

— The “<<” button (reject all) moves all the doors to the list on the left.
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Thisscreenalsoallowsselectingby
“Door Group”, by “Technology
Type” or by “Door Type”.

For this purpose, itis necessary, in

Doors Selection

11 not selected 0 selected

ir levator
(‘L Main entrance

. . ¥ Management
the first place, to empty the list of éjjggket;ng
. . ce
selected doors, by clicking on | #ofice 2

ol . ol
“<<” Afterwards, itisnecessaryto | iones

clickthe drop-down list you arein- E;gfﬁis
terested in (Group, Technology or | ¢ warshouse
Type) and select the name identi-

fying the set of doors desired. Fi- =
nally, you have to click on “>” to ol

send the set selected to the liston Technology Type | —— -]
the right. Door Type —— 9 i

3

Inthe example, the group “Accesses”
isbeing selected.

— The selection by “Door Group”
allows loading the Portable Pro-
grammer with the information
ononeof the Groups previously
createdinthe “Doors” menu. Dependingonthegroupscreated, thisisuseful, forexample,
forselectingall the doors onone floor of a building, inaspecific department of acompany,
one unit from a group of buildings, etc.

— Theselection by “Technology Type” allows automatically separating out the doors with a
given technology, in the event of having several.

— The selection by “Door Type” allows selecting, without having to conduct a search, the
doors of type “Access Control”, “Common Access”, “High Traffic Door” and “Safe”.

The selection of doors to be sent to the Portable Programmer may involve several individual

selections made successively, thatis tosay, it is possible to select first the “Accesses” Group

and, then, the “Offices” Group.

After selecting the desired doors, you have to click “OK” and you return to the “Portable
Programmer” screen.

[ xgancell [ & OK

This option is very useful when the locking plan is very big and, for some reason (security,
assignment of zones, simplicity), youwant to have partialinformation on the site available in
the Portable Programmer.

e Theoption “All” loadsall the doors

116

into the Portable Programmer.
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Send Doors to PP: Initialize doors

O Not Updated Update doars

(O Doors Selection Open doors

@Al % [V] Open safes
Wiew doors sorted by © \M, Spdate fimyicre

— Read openings from doors
PP data expirstion zz/mjzmz v |[2359 |
[[]view openings
Password to open doors : [ J [JRead keys
[[]send PP data to file
l ® sendDatato PP ' [ @ vvite PCToLock File
l @ GetDatafrom PP ’ [ @ Read PCTolock File
¥
PCTolock
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“Available operations” field

Aftersending the datato the Portable =
Programmer, it is possible to carry — ’ . @
out, using the Programmer, the fol- r
lowing operations: Initialize doors
* Initialise doors _ Update doors
 Update doors L H0ars oF1BEan | | W] open doors
» Open doors Openisaits
« Open safes p P l [V]Update firmware
. V| Read openings from doors

+ Update firmware 1/2017 % ||2359 2 | et

) [ []wiew openings
* Read openings from doors [

= [[JRead keys

* View openings

¢ Readkeys

Select only the operations you want to carry out, by ticking the corresponding check box.

“View doors sorted by” field

After sending the data related to the doors of the site, you can choose how they will be sortedin
the Portable Programmer: it is possible to view them sorted by “Group” or “Name”.

: “ ” : .
¢ The option Sort. by Group w1'll & pp AE
arrange thedoor listintheorderin , |
: . Send D ks ot
which they are displayed on the S :::Z:::::
“Doors” screen, without taking O Doors Selection e ! [ open doors
into account their names, but the Ol [7]0pen safes
grouptheybelongto.Forexample, Visw doors sorted by ||| updats fimuere
the doors of the “Accesses” group PP deta expiraton 5.9 erlapenig o doors
. = iew openings
first, followed by all the doors of Passwordtoopendoors: [ | [JReadkeys
the “WorkShopS”grOUp [[]send PP datato file
* The Option “Sort by Name” will l @ sendDatato PP } [ @ \vrite PCToLock File ]
arrange the doors sorted by al-
l @ GetDatafrom PP } [ @ Read PCTolock File ]

phabetical order, without taking
into account the group they be-
long to. X

PCToLock
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“PP data expiry” field

The Portable Programmer, loaded with data, allows carrying out actions like Initialise, Update and
even Open doors. This could cause security issues in the site if the Programmer happened to be
in the possession of non-authorised individuals.

Asaresult, asapreventive measure, the datain the Programmer expire by defaultat 23 hours 59
minutes on the same day of the week after the loading of the data. Once the data have expired,
the Programmer turns into an inoperative tool.

The expiry dateand time can be mod- Send Doors 1o PP [ ntalize doors
ified as deemed convenient, with a (Nabpdned [ Updete doors
maximum limit of one year, the user Lpieethea : [open doars
assuming the risk posed by the securi- o vio
View doors sorted by © Name V” [Vl Update firmware

ty issue arising in the event of loss.

Read openings from doors

PP data expiration : l 740142017 ‘ [2359 3
] bw openings
Passwordto opendoors: | enero de2017 Ladkays

lun_mar mié jue vie sab dom)

[JWARNING: the date entered in this [lsend e dstatotle 1

2 3 :4 5 & 7 8B

field is only used at the moment of : 9 10 11 12 13 14 15 : :
. @ SendDetatoPP | 15 17 18 19 21 22 @ vite PCTolock File
sendingthedatatotheProgrammer, 23 .

24 25 26 Al 28 29

not being recordedin the system. If, ® Getoaiomee | B oozt $ o

after loading the data into the Pro-

grammer, the window is closed, S

whenitisopenedagain, thefieldwill PCToLock

show the default date, although the

Programmer will retain the dateen-

tered untila differentoneissent.

“Password to open doors” field

FromthePortable Programmer, itis possible tocarry outemergency openingsof thecylinders, as
well as of the locks and wall readers. In the Portable Programmer, this function is called “Open
doors” and it can be found in the “F2: Doors” menu.

Inorder to carry out this emergency opening, the Authorising Key of the system must be inserted
into the Portable Programmer as a security measure (except when its use has been disabled as
explained in “L.3 Deactivation of the Authorisation Key” on page 188).

The system allows setting an additional security measure: the “Password to open doors”. In this
way, inorder to carry out emergency openings with the Portable Programmer, in addition to the
Authorising Key, it is necessary to enter a Password.

Thus, it is possible, for example, to give the Portable Programmer to another individual for the
purpose of performing maintenance tasks, such as updating doors or collecting openings,
knowing that they cannot open the doors without the Password. If necessary, thisindividual can
contact the System Manager, who will provide the Password if so considered appropriate. The
doorwillbeopenedwith no furtherinconvenience, but the System Manager will be aware of this.

[JWARNING: it is important to highlight that the password must be set EACH TIME the data are
sent to the Portable Programmer, that is to say, if the Programmer is loaded with a password
to open doors, this will be valid until the data expire or the Programmer is loaded again.

If no password is entered when sending the data again, the tasks will be carried out directly,
without requestingauthorisation.

Ifadifferent passwordisentered, the latter will be theonerequested and the former onewill
be invalidated.
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As a matter of security, the password
remains hidden, represented by aster-
isks.

Send PP data to file

It is possible to create a file with the
data to be loaded into the Portable
Programmer and save it on the PC.

Nowadays, this option is not used any
more.

V 09/2016

= pp

Send Doors to PP:
(O NotUpdated
(O Doors Selection

@Al
View doors sorted by
PP data expiration :
Password to open doors :

[[]Send PP data to file

Name ¥

27/m 2017 (v | 2359

WJ%

Initialize doors

Update doors

Open doors

Open safes

Update firmware

Read openings from doors
[[]View openings

[[IRead keys

l . Send Datato PP

|

l . Get Data from PP

|

[ @ \vrite PCToLock File ]

[ @ Read PCTolock File ]

b
PCTolock
= pp A=l {
Send Doors to PP: [Vl nitialize doors
(O NotUpdated Update doars
(O Doors Selection A D OpenHoars
@A [V]Open safes
View doors sorted by : Name v Update firmware
—— | [¥|Read openings from doors

PP deta expirtion a7 v (2359 ] e

[[]view openings
Password to open doors : \:l [JReadkeys
Send PP datatofile 06,63
l @® sendDatato PP ] [ @ vvite PCToLock File ‘

[ @ GetDatafrom PP

Y

PCTolock

[ @ Read PCToLock File ‘
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“Send Data to PP” button

Afterfollowingtheprevioussteps,itis
possible tosend the data to the Porta-
ble Programmer, by clicking on “Send e [ ilze doors

t Upclat
i [V]Update doors
”
Data toPP”. [V]Open doors

Open safes
Update firmware

[IBefore clicking this button, it & e 007 Gl zvss ] R
important to make sure that the T | g;:dfyg
PortableProgrammerison,sinceit :
has a powersaving facility which
automatically turns the device off
after some minutes of inactivity.

PP : Version 06.70\

(ennnnnnne )
Sending data file ...

 Close

& PP : Version 06.70

Once the loading has been finished Send Doors 1o PP inhiizs doors
successfully, the corresponding con- (tndard ‘ [l Update doors
firmation message is displayed. 82‘:"’5 SREcE # DooeSelecion | Fopendoors

[V] Open safes

View doors sorted by : Name [¥] || MUpdete fimwere
From this moment, the Portable Pro- E enenlon T B 31";’&5” -
grammer contains all the information ;‘SSS:”:‘;:::‘:":;:'S =3 ClReadkeys
necessary tocarry out the tasks trans-
ferred,accordingtotheoptionsselected l P ) [ T l
inthe column on the right. One of these
is “Initialisedoors”, whichisdescribedin [ @ ceiDamrmer ] { @ E-opoitane l
“1.3 Initialising the doors of the site” on |
page 123. ¥ OK_ PP has been correctly loaded
PCTo Lock

“Get Data from PP” button

Withthe Portable Programmer, itis possible to carry out various operations on thedoors, suchas
Initialise doors, Update doors, Read events from doors, etc.
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In some of these operations, the Pro-
grammer collectsdatafromthedoors,
which can then be analysed by means
of the TS1000 software. In order to
conduct this analysis, it is necessary to
transferthedatacollectedbythePro-
grammer to the database, which task is
carried out by clicking the “Get Data
from PP” button in the “PP” menu of
the TS1000.

This operation is essential, after having
initialised or updated devices, for the
systemtobe notifiedthatthechanges
havebeenmadetothedoors, sothatit
does not consider these to be pending
(orange or blue colour in users and
doors).

[1Before clicking this button, it is

& PP : Version 06.70

Send Doors to PP:

Initialize doors

(O Nat Updated Update doors

(O Doors Selection Open doors

®aAll [V] Open safes
View doors sorted by : /Namei’ﬁ Spdatmyeie

———— | [¥]|Read openings from doors
2710172017 91 [zasa 3] | FAReod operins

PP data expiration :
Password to open doors : kkkk ﬂ‘
[[]send PP datato file

[[]view openings
[[Read keys

l . Send Datato PP ’ { . Write PCTolLock File l

. Get Data from PP

Y OK. PP has been correctly loaded

[ . Read PCTolLock File ]

PCTolock

importanttomakesurethatthePortable Programmerison, sinceithasapowersavingfacility
which automatically turns the device off after some minutes of inactivity.

“PCTolLock” button

There is another method, an alternative to the Portable Programmer, to send the data to the
doors, initialise and update them, as well as to read their openings. This systemis called “PC To
Lock”. It consists of the following components:

¢ Electronic device using “USB-KCOM” communication, which connects to a PC through a USB

port and to the doors through a cable.

¢ Portable PC or equivalent device with Windows XP, Vista, Windows 7, Windows 8.1 or

Windows 10o0perating system.

* “PCToLock” software to manage
the communication with the doors.
This software is automatically in-
stalledinthesamedirectoryasthe
TS1000, when installing the latter.

NOTE: it is also possible to work with
the PCToLock software and the USB-
KCOM device without using the TS1000
software. For more information, refer to
theinstructions for these products.

Afterclicking the “PCToLock” button
onthe “PP” screen of the TS1000, the
PCToLock software is run, which allows
using the “USB-KCOM” device.

[IFor more information on the
“PCToLock” software and the “USB-
KCOM” device, refer to their
respective instruction manuals.
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MNarme Size  Date Modified &
Ddrivers 2440142017 12:12
DFirmDirTemp 25/01/2017 19:51
OInitHubIP 1,004 KB 18/05/2016 06:04
“ParadoxToFirebird 692 KB 13/04/2011 08:56
EYPCT ol ock 707 KB 24/11/2015 03:12

B PMSService 3,5290KB 18/05/2016 06:04
 TimeService 477 KB 18/05/2016 06:04
# Tools 1,203 KB 18/05/2016 06:04
E751000 2,043 KB 18/05/2016 06:04
QUninstall 465 KB 24/01/2017 12:16 (¥

< | >

B PC To Lock version 3.12 E@@

Operations §Se(up | Update Firmware

Access Control

v

Test

: ‘ -

Update Events Initialize Manufacture

Open ’

Lock Info

Exit 3¢
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“Write PCTolLock File” button

T [ ”
If you w1s.,h to use the PCT9L0<‘:k' _ 7K
software in the doors of the site, it is
necessary to have a file with its data, =S e
called “LockLoadData”. (DappServer 1@|ibeay32‘dll @PCToLockMsgs,it
(Sbackup g messages.DE %PCToLockMsgs no
ic fi i |DbackupManager B messages.dk PCTolLockMsgs.se
This file is generated at any TS1000 St = BC o s

management console of the site, by  Gdbserver ’ ‘
clicking the “Write PCToLock File”  2divers Bnicsges b

OFirmDirTermp = messages.no
button of the “PP” menu. 2 AxNetwork32.dll [Emessages.se

= messages.sp

BEPCToLockMsgs.us
& PMSSservice
Broot.pem
Hssleay32.dll

© TimeService

Bmessages.fr

Eca
Afterclickingthisbutton, amessageis ‘@'certoem BImessages us #Tools
. R . ‘)Config Emidas.dil B151000
dlsplayed requesting the location ‘%Debug #ParadoxToFirebird @Uninstall
i i i Hfbclient.dll % PCToLock
*des.]re.d for Sa""Tg the corresponding 1@1nnﬂub1p BIPCTolockMsgs.dk
.zipfileforthesite,inordertobeable ‘m install BIPCToLockMsgs i
towork with it lateron. It is advisable ‘@‘ke\’-pem SPCToLockMsgs.fr
to save it in the same folder as the ,
“PCToLock” software. File naime: [ |
Save as type: ‘ v | Cancel

If you want to use the PCTolLock
software on a Portable PC or Tablet
where the T$1000 has not been installed, in order to be able to work more conveniently at the
doorsofthesite, itisnecessary thisdevicetohaveaspecificfolder (forexample, C:\PCToLock) to
which the PCToLock.exe files and all the “PCToLockMsgs.*" have been previously copied, and,
subsequently, transfer the information of the data for the locking devices by copying the file
called “LockLoadData.zip”.

“Read PCTolLock File” button

Inthe “PCToLock” software, itis possible tocarry out various operations, suchasInitialise doors,
Update doors, or collect events recordedinthe doors (Auditor) to analyse themwith the TS1000,
etc.

After carrying out these operations, the dataarerecordedinthefileloadedintothe “PCTolLock”
software, sothat, forthedatabaseof thesitetobeupdated,itisnecessarytoprocessthisfileusing
the TS1000software.

Inthisway, thesystemwillrecordtheupdates, initialisations, firmwarechangesandeventsofthe
doors, so that subsequent management is conducted on the real data of the site.

This downloading process is carried

& PP : Version 06.70

122

out by transferring the data file from
the portable PC or tablet to any

Update doors
TS1000 management console and (O Doors Selecion S
ClICk]ng the “Read PCTOLOCk F]le” but' ®a [V] Open safes
ton of the “PP” menu. View doors sorted by : Name v [¥] Update firmware

A window will be opened for you to [viewopenings
. . Password to open doors : "Hrlrk ‘ [P 1Rend keys
selectthefilefromthelocationwhere Fleanipe smintio :
it isstored.
l @ sendDatato PP } [ @ \vite PCToLock File ‘

Once the file has been processed suc-
cessfully, the system will have all the
dataand firmware changesrecorded,
in addition to the events which have
been collected and which canbe ana-
lysed as usual, using the “Openings”
menu of the TS1000 software.
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Send Doors to PP
(O Not Updated

PP data expiration :

Initialize doors

[¥]Read openings from doors
[27/0172017 (v | [2359 2 | M S

l . Get Data from PP ’

¥
PCTolock

@ Read PCToLockFile

File processed successfully
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1.3 INITIALISING THE DOORS OF THE SITE

Introduction

Theinitialisation of all the access points is carried out by means of the Portable Programmer or
thePCToLockdevice, after having transmitted the locking plantoit, ashasbeenexplainedinthe
previous point.

The initialisation of a door involves assigning a name to it, as set in the programme, and
transmitting its locking plan to it, that is to say, how it should respond when presented with each
of the credentials of the site.

When it is initialised, the product loses all the information previously stored in it. If still set to
factory settings (as delivered from the manufacturer), it will cease to be so.

Once a cylinder, lock or wall reader becomes part of asite, it can only beinitialised anew with
information from another door of the same site. That is to say, once initialised, you can change
their location as many times as you wish, but always within the site they wereinitialised for.

Initialisation by means of the Portable Programmer

For initialisation using the Portable
Programmer, it is necessary to con-
nectittotheElectronicCylinder, Lock
or WallReader.

The process is carried out at each door,
by means of the Portable Programmer, Update .. .

: « 9 hmitkialica?? P Y
inthemenu “2- Doors” > “Initialise” > Open

“Select Door” > “OK”. Test

g

For moreinformation, refer to thein-

structions for the Portable Programmer. Q @ Q Q Q

In addition, it is necessary for the Au-

thorising Key of the system (Blue Key L Y
for Electronic and Proximity Cylinders, : o ‘-'ﬁ’v’#;i*#j =

Green Key for Magnetic Stripe) to be 'Office 3

inserted into the Portable Program- 8 ice 4

mer (except when its use has been o Iice 5 . etz
disabledasexplainedin “L.3Deactivation ol e e =

of the Authorisation Key”on page 188).
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The Authorising Key is a special key which contains the system code, exclusive for the site, and
enablesits holder to carry out thesensitive functions of the system (particularly, Authorise keys,
Programme, Update and Open doors). Therefore, unless otherwise stated (as explained in
chapter “L — Other Functions”), this key is essential in the execution of this process.

Once the door has been initialised by
means of the Portable Programmer, it
isnecessary to collect the openings.

This last step is very important for
the information of the work done at
the doors to be recorded in the data-
base and for the pending actions to be
recognised as completed, so that the
affected doors and users are high-
lightedinblack, ratherthanorangeor
blue, in the corresponding menus.

Inordertodothis, connectthePortable
Programmer to the TS1000 manage-
ment console and click the “Openings”
menu on the main screen of the soft-
ware.

On the “Openings Reports” screen,
click the “Collect Openings from PP”
button. It is also possible to update
the information by clicking the “Get
Data from PP” in the “PP” menu.

After this operation has been carried
out, the door initialisation process is
finished.
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Initialisation by means of PCToLock

Itisalsopossibletoinitialise thedoorwith the “PCToLock” softwareand the “USB-KCOM” device
connected toa portable PC or equivalent device, rather than using the Portable Programmer.

For this purpose, run the “PCToLock”
software on the PC where the “USB-
KCOM” device is connected.

The initialisation of the doors is car-
ried out by means of the “Initialise”
button.

For moreinformation, refer to thein-
structions for the “PCTolLock” software
and the “USB-KCOM” device.

Aftertheinitialisation, itisnecessary to
updatetheinformationof thesystem.
For this purpose, click the “Read PC-
ToLockFile” buttoninthe “PP” menu of
the TS1000.

For moreinformation, refer to ““Read
PCTolock File” button” on page 122.

This step is only necessary if the PC-
TolLock has been used on another PC by
means of the option “Write PCToLock
File”.

If the “PCToLock” buttonisclicked, it
is carried out automatically.
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MName Size Date Modified & |
Ddrivers 24/01/2017 12:12
OFirmDirTemp 25/01/2017 19:51
©InitHubIP 1,004 KB 18/05/2016 06:04
“ParadoxToFirebird 692 KB 13/04/2011 08:56
EEa 2 JO7 KB 24/11/201503:12
APMSService 3,520KB 18/05/2016 06:04
) TimeService 477 KB 18/05/2016 06:04
Z Tools 1,208 KB 18/05/2016 06:04
151000 2,043 KB 18/05/2016 06:04
QUninstall 465 KB 24/01/2017 12:16 ¥
< | >

B PC To Lock version 3.12

Operations |Setup | Update Firmware |

Access Control

~»
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Events Test Initialize Manufacture

‘ v
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l @ GetDatafrom PP ’ I @ Read PCTolock File j
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1.4 ENCODING OF CREDENTIALS

NOTE: particularly in Update on Card systems, the encoding of credentials must be carried out
once the doors have been initialised and the database updated with the information of that
initialisation, in order to minimise the loading of locking plan crosses still not encoded on the
credentials.

The encodingof Credentialsisalwayscarried out from the “Users” menu of the TS1000 software.
The information encoded on each credential is, basically, what can be seen in the Users tab,
encrypted.

In order to encode the credentials, it is necessary to have the Credential Management Device
connected to and installed on the computer. It will be necessary to have a USB or RS-232 serial
port, depending on the device.

[IRefer to the Instruction Manual of the Device used to see how it is connected, installed and
managed.

As a guide, the procedure for the different types of technology is shown below:

¢ Electronic Keys: connect the Portable Programmer to the PC and click the ON/OFF button to
turniton (aftera2 minuteperiodofinactivity, the Programmerturnsoff automatically tosave
battery).

¢ Proximity: connect the Encoder to the PC by means of the USB cable and it will start running,
sinceitis powered by the USB port of the PC (in some models, which are connected to the PC
by meansof anRS-232 serial cable, itis necessary touse anexternal adaptor for the Encoder).
Ared LED will come on on the Encoder, indicating that it is receiving power.

¢ Magnetic Stripe: connect the Encoder to the PC and start it up by plugging in the adaptor
supplied with it and turning on the black switch located at the back of the Encoder, on the
right. A green LED will come on at the front.

On the “Users” screen of the TS1000, (= mE

select the user name (highlighted in 5 o T -
. & ata | Options | Grants
blue) whose credential you want to S — =
¢) Charles Name Beatrix ‘
encode. @ Ferdinad Ken
€9 Hian Technology
= General
@ Group General |
Ll CardID 4CBOATDT
Oncetheuserhasbeenselected, click . :
the “Encode” button. =
Expiration Date 037022017 117120 Encndedcopiesiu
Activation Date 18/04/2016 | () 1700
R
( ,
Dt~ (] (50 ) [/ 0o |
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The software prompts you to present (= ym mET

the credential to be encoded: =

8 (( 8 Data ‘Hptinns | Grants |
¢ Electronic Keys: Insert the key... B Neme [Beatix |
P © N
* Proximity: Place the card... b Gl Technslogy
) Beatrix Group |General v |
¢ Magnetic Stripe: Insert the card... £2 Duh CardID [4cB0ATDT ]
UserID i |
Expiration Date 0370242017 m Encoded copies@

Activation Date 19/04/2016 17:00

fr—

Keypad code

Place the card ...

v

<

B users

Finally, if theencodingissuccessful, (=g mET

the corresponding confirmationmes- [ o P —

2 Data | Options | Grants |

sage is displayed, indicating that the . :

. A @) Charles Name |Beatrix J
encoding process of the Credential i == ——
has been successfully finished. 5 General e L SRR, -

) Beatrix Group |General v
T CardID [acD733m1 I
. . UserlD i
After encoding the credential, the : = —
Expiration Date 0370272017 \ﬂ Encoded copies@

user name will be displayed in black, R o e

indicating that this credential has Ko e —
been encoded. -

[ 4 Encode |Encoding 0K 5 4 Copy
< >
Erm| |

Repeat the same process for every User whose credential you want to encode.

Itisnot necessary toencode all the credentials at the same time if you are not going to use them.
You can return to the “Users” menu later on to encode more credentials when necessary.

When changes are made to the data stored in the software, it is necessary to check the colour of
theusernameinthe Users List. If thename appearsinblack, this means thatitis not necessary to
encode the credential of that useragain. If the nameisdisplayedinredor blue, thismeans that it
is necessary to encode the credential again for the changes to be applied. For example, in the
event of modifying the activation and expiry dates of a user, it will be necessary to encode their
credential again.
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1.5 AUTHORISATION AND DENIAL OF ELECTRONICKEYS

Unlike card-type Credentials (Proximity and Magnetic Stripe), the Electronic Keys of the STX
contact electronic keys and cylinders system of TESA have an additional security feature called
Authorisation.

Thanks to this feature, an STXElectronic Key, encodedasindicatedin “.4 Encoding of credentials”
on page 126, will contain in its memory the data related to the user assigned and the clock/
calendar correctly set, but it will not yet hold the necessary permission to access the site. An
attempt to access with the key in this state will record the event “Key not authorised”.

This feature allows the Site Manager to delegate the encoding of the user Keys to another
individual, but maintaining control over the keys created, since for a Key whichis not authorised
tobecomevalidinthesite, it will be necessary for the Manager, whois responsible and the holder
of the Authorising Key, to carry out a simple, but essential, Authorisation process.

Authorisation process

Thisinvolvesapproaching any cylinderin thesite (it canbe aspare cylinder, properlyinitialised,
and kept next to the Authorising Key) and carrying out the following steps:

1 Insert the Authorising Key into the cylinder and verify that the LED of the Key blinks several
times, turning fromredtogreen. Oncetheblinking has stopped, remove the Authorising Key.

2 Insert the Key which is not authorised into the cylinder and verify that the LED of this Key
likewise blinks several times. Wait until the blinking stops and remove the Key from the
cylinder.

From this moment, the Key will be authorised and it will be possible to use it asestablishedin the
Matrix of the programme.

Denial

Another exclusive feature of the Electronic Cylinder/Key Technology, derived from the possibility of
Authorisation of theKey, is the possibility of “Denial” in the event of fraudulent orinappropriate
use.

Ifauserreceivessixormoreconsecutive messagesrelatedtoAccessRejectionontheirkey, either
in the same door or in several doors within a site, with no Permitted Access in between, the Key
will become Not authorised again, it becoming necessary for the Site Manager to repeat the
Authorisation process. As a result, the individual responsible will be informed of the key use
irregularity and will be able to take the measures deemed convenient in each case.

Just as the case of the Programming of the Doors, the “Authorisation” process of the Keys is an
essentialstepforthesystemtooperatecorrectly, unlessexpressly statedotherwise (seechapter
“L— Other Functions”). In such a case, the “Denial” function will also be inoperative.
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J — Wireless System

Wireless system architecture .......cccceieieiieiieiieiiiiiicieiieiieiienieniesresncesasnassasses 131
Wireless system configuration .........cccccieiieiieiieiiiiiiciiiieiiiininienreicnerecienanes 132
[0 0 3= o U o N 132
Configuration and initialisation of the Hubs by means of InitHubIP ....... 132
Initial network parameters ofthe Hub...................cc 132
Configuring the network parameters of the PC for it to be able to
communicate With the HUD ... 133
Configuration of the Hubs by means of InitHUbIP ...............covvviiiiiiiiiinnnnnn, 136
Resetting the network parameters of the PC to the previous
CONFIGUIAtION ..o eae 138
Adding the Hubstothe system ..o 140
VAY01 0] 8101 58 {01 Tt o] o N 141
Adding wireless devices to the Hub (manual link) .........cccoeviiieeaa... 143
e \VZ TaTel=Ta B=] (U] o B PP 145
Change Channel ... e e 145
Frequency change (from 868 MHz to 915 MHZ).......ccccvvveeeeeeiiiiciiiieeeeen, 146
Multiple Wireless SErVErMOUE .....c..ecvieieeiieieeie ettt 147 .
REMOTE HUDS ..o e 148
Firmware Update......coooeeeiiiiiiee e 149
Management of Wireless deVICEeS .....cccveuiieirenireiieiienrieerencencreneencraceencencrancescrncsancens 150
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J — WIRELESS SYSTEM

J.1 WIRELESS SYSTEM ARCHITECTURE

Inawirelesssystem, thePCcancommunicatewiththewirelessdevices (locks, wallreaders, etc.)
by means of radio frequency, both to update them and to collect their events. For this purpose,
the following additional elements are required:

e Wireless devices at the doors, with RF module, to communicate with the HUB.

e HUB to communicate with the wireless devices through RF. The HUB is connected to the PC
(server) through TCP/IP.

The RF communication is at 868 MHz or 915 MHz. The information sent between the devices is

encrypted (AES128 standard encryption). J
Ac data.fbd . @
HUB 1
] =20 -\ i
Pe—_ TCP/IP ) = TCP/IP 1

]
== ] | il

Client n

Fig. 4 Wireless system architecture, with a single centralised server

A computer can control as many Hubs as deemed necessary. A Hub can control up to about 30
wireless locks in a radius of up to 30 meters in a closed environment or up to 100 meters in an
open environment. The range is different at each site, according to its construction characteristics
(wall thickness, materials used, etc.).

NOTE: thewirelesssystemallows updating the locksand reading theireventswithout theneed to
bring the Portable Programmer to them. However, theirinitialisation must always be carried out
by means of the Portable Programmer.
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J.2 WIRELESS SYSTEM CONFIGURATION

The main steps for configuring a wireless system are described below.

Hub setup

Connect and supply power to the Hubs as explained in their corresponding product manuals.

As asummary, and bearing in mind that there may be differences depending on the model of the
Hub, the operations to be carried out are the following:

e Connect the Hub to the PC by means of the Ethernet network connector. Use a PC where the
TESA - SMARTair TS1000 Server applicationisinstalled, as well as the “InitHubIP” tool, which
is used to configure the IP parameters of the Hubs and initialise them.

e Connect the power supply of the Hub. In some cases, the power supply arrives through the
Ethernet connector and, in some other cases, it is necessary to use an external adaptor. Itis
possible that you may also have to turn on a switch. Refer to the instructions of the Hub used
to clarify this point. Damage may be caused to the Hub if it is not correctly powered.

e PerformtheTCP/IPconfigurationof theHubforittobeabletocommunicatewiththePC. This
is carried out by means of the InitHubIP tool, as described in the following section.

Configuration and initialisation of the Hubs by means of InitHubIP

The steps to be carried out are the following:
1 Knowing theinitial network parameters of the Hub (initialising it, if necessary).
2 Configuring the network parameters of the PC for it to be able to communicate with the Hub.

3 Configuring the Hubs by means of InitHublIP, assigning them the work network parameters,
compatible with the network where they are installed, and initialising them for the T51000
system.

4 ResettingthePCtoitsinitialnetwork parametersforittooperateonitsusual network.
These steps are described below.

Initial network parameters of the Hub

The factory parameters of the Hub are the following:

IP address: 192.168.1.10
Subnet mask: 255.255.255.0
Default gateway: 192.168.1.0

L11f the Hub has been used before and the parameters are not known, the factory parameters
canberecoveredbyresettingthe Hub. Theresetinvolves, with the Hub off, clicking the Reset
buttonand, withoutreleasingit, turningonthe Hub, and keeping the Reset button pressedfor
approximately 5 seconds. After about 30 seconds, the Hub will have recovered its factory
values. For more information, refer to the instructions for the Hub.

L11f you have previously initialised and configured the Hub to operate in a network, and you
know the IP address, subnet mask and gateway, youcanuse these known parameters, without
having to reset the Hub to the factory values.
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Configuring the network parameters of the PC for it to be able to communicate with
the Hub

Once the parameters of the Hub are known, it is necessary to configure the corresponding
parameters of the PC for it to be able to communicate with the Hub (the IP of the PC has to be
configured to lie in the same range as that of the Hub, with the same subnet mask and the same
gateway).

Proceed as follows (these steps may vary depending on the Operating System installed on your
computer):

1

2

Access “Network connections” in
the “ControlPanel”.

In “Network connections”, select
“Local areaconnection”.

Select the “Support” tab. The current
configuration of your PC is displayed.
Note it down, since you will have to
modify it and then restore it. In the
example, the parametersare:

—IP address: 10.248.196.101
—Subnet mask: 255.255.255.0

— Gateway: 10.246.80.254

¢ Control Panel

L O

File Edit View Favorites Tools Help P
Qback - @ - ¥ | Osearch [ Folders | [FEv
Address | @ Control Panel B \ Go
Name = ]
" Control Panel BFiash Player
(#Folder Options
B Switch to Category View &Fonts
‘®Game Controllers
TR DInfoPage Class
D Internet Options
¥ Windows Update -
@) Help and Support
a 1S
% Network Setup Wizard
BEINVIDIA Control Panel
'fJ NVIDIA nView Desktop Manager =
< | >
Connects to other computers, networks, and th HIMi PC

‘< Network Connections

File Edit View Favorites Tools Advanced Help
QBack - © - ¥ POsearch [~ Folders [T~
Address | @ Network Connections - _ I ‘ Go
4 | Name Type
Network Tasks <
Dial-up
EJ Create a new connection ! [ Orange csD Dial-up
% Setup ahome or small L s
oD rbrark Internet Everywhere D!aIAup
€ Change Windows % Qrange GPRS Dial-up
Firewall settings i o
& Disable this network LAN or High-Speed Internet
device P
®Q, Repair this connection Sop ez EANOr )
Em Rename this connection [%
© View status of this
connection e |5 >

4 Local Area Connection Status

\ Genera[‘ SUPPOVTI

Connection status

ﬂ Address Type:

Manually Configured

IP Address: 10.248.196.101
Subnet Mask: 255.255.255.0
Default Gateway: 10.246.80.254

Windows did not detect problems with this
connection. If you cannot connect click Repair.
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4 Inthe “General” tab, click the “Prop-

4 Local Area Connection Status

erties” button.
General ]Suppgn\

Connection
Status: Connected
Duration: 00:07:44
Speed: 100.0 Mbps

Activity

Sent —— ?‘ld ——  Received
. 8

Packets: 384 | a5
Propenieskl [ Disahle ]

5 Select “InternetProtocol (TCP/IP)”
andclickthe “Properties” button.

General | Advanced |

Connectusing:
‘n MIC Fast Ethemnet PCl Familia RTL8133 ‘

This connection uses the following iterns:

gCllente para redes Microsoft
QCDmpanir impresoras v archivos pararedes Microsoft
gProgramador de paguetes QoS

Protocolo Internet (TC
Install... Uninstall
Description

Transmission Control Protocol/internet Protocol. The default wide
area network protocol that provides comrmunication across
diverse interconnected networks.

[ ) Show icon in nofification area when connectad
MNotify me when this connection has limited or no connectivity

[ Ok ] [ Cancel
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Change the IP address and enter
one which is in the same range as
that of the Hub, with the same
subnet mask and gateway. For ex-
ample:

—|IP address: 192.168.1.36

- Subnet mask: 255.255.255.0

- Gateway: 192.168.1.0

7 Verify that the Hub and PC are

communicating properly, by means
of the PING command. For this
purpose, access “Home”, “All Pro-
grammes”, “Accessories”, “Command
Prompt”.

In “Command Prompt”, write “ping
192.168.1.10”, whichis the P of the
Hub. Then, the PC sends 4 data
packets to the Hub. If the commu-
nicationissuccessful, the Hub will
get the 4 packages back and none
will be lost, as the message in the
example indicates.

Protocolo Internet (TCP/IP) Properties

| General

You can get P settings assigned automatically if your netwark supports this
capability. Otherwise, you need to ask your netwark administratar for the
appropriate IP settings.

() Obtain an IP address automatically

(® Use the following IP address:

IP address: 192 168 . 1 . 36
Subnetmask: 255 . 255 . 285 . 0
Default gateway: 192 168 . 1 . 0

(®) Use the following DNS server addresses:
Preferred DNS senver:

Alternate DNS server:

I OK ] [ Cancel ]
I Accessibility b
i@ Communications '
I Entertainment 4
1) System Tools 4
24 Address Book
& Calculator

@ Motepad

Y Paint

& Windows XP Tour

©) Program Compatibility Wizard

=8 Scanner and Camera Wizard
€3 Synchronize

5 Windows Explorer

A WordPad

Command Prompt

C:\Documents and Settings\Carlos>ping 192.168.1.10

Pinging 192.168.1.10 with 32 bytes of data:

192.168.1.10:
192.168.1.10:
192.168.1.10:
192.168.1.10:

bytes=32 time{ims TTL=255
bytes=32 time{ims TTL=255
bytes=32 time<ims TTL:=255
bytes=32 time<ims TTL=255

.168.1.10:
Packets: Sent = 4, Received = 4, Lost = 08 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = Bms, Maximum = Oms, Average = Oms

C:\Documents and Settings\Carlos>_

At this moment, since the PC and Hub are communicating properly, it is possible to initialise the
Hub by means of the “InitHubIP” tool, as explained in the following section.
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Configuration of the Hubs by means of InitHubIP

The “InitHubIP” toolis used to configure the network parameters of the Hubs (assigning them a
fixed IP address, provided by the network administrator) and to initialise them.

[IThe “InitHubIP” tool uses the same communication ports with the Hubs as the Glassfish
service. Toavoid conflict, the programme must be run from the serversince, during start-up,
itwilldetectwhethertheGlassfishservicehasbeenlaunchedanditwilloffertostopitinorder
to communicate with the Hubs. From a Guest PC, the application would not be able to stop
this service.

Anotheroptionis toconnect the Hubs directly to a PC external to the network, which does not
have the TS1000 installed, where InitHublP.exe and the messages.* files have already been
copied. In this way, there will not be any communication conflicts with the Glassfish service
and it will be possible to programme the Hubs without incidents.

The steps to be followed in order to run the InitHublP application are shown below, on the same
PC where the TESA - SMARTair TS1000 6.x Server application is being run:

1 Run the InitHubIP application,

which isinstalled in the same folder [l USIER{0oY g@@
as theTS1000. File Edit View Favorites Tools Help a
QBack - © ¥ Osearch | Folders [Tv
Address & C:\Smartair TS1000 v Bco
Name « Size "~
DappServer C
Dbackup €
DbackupManager C
Ddata €
DdbServer C
Ddrivers €@ |
DFirmDirTemp C
2] AxNetwork 32.dll 3,667 KB E
Elca 3KB €
Bcert.pem 3KB F
2Corfig 1KB C
EDebug 22KB C
Efbelient.dll 540KB E
1,004KB £
El install 147KB C
Bkey.pem 4KB F
¥ libeay32.dll 1,170KB E¥
< >

2 Amessageisdisplayed, request-

ing permission to stop the
“TESA_APPSERVER Glassfish Serv-
er” service. Confirm this by clicking
“Yes”.
This window is not displayed if the : :
application is being run from a PC [ %wo | [ e V\I\‘J
which does not have the TS1000
installed.

2 Confirmation

@ Web Server is running, communication with HUB may not be possible.
Do you want to stop server and communicate with HUB ?
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3 The InitHubIP application is run, 3 Setup HUB IP Address Version 6.04.04 (=3
showing the main screen, with the TargetHUB O [
following ﬁelds: TCP/IP Address HUB's settings parameters :
@ Jp ]l P —
letwork Latency
N I O O o
— Target HUB (IP Address of S L — e
Hub): allowswritingthe TCP/IP || I
. . Local PC M 1l 1l 1l 1 || ~Frequen iz
address of the Hub. If thisis not L JE ) B i

known, it will be necessary to [ s -

initialise the Hub by means of

its corresponding Reset button

in order to restore the factory N
values.

 Exit

— HUB Settings
(configuration of the Hub):

HUB settings parameters: newvalid TCP/IP Address, Subnet Mask and Gateway of thesite
(to be provided by its network administrator).

Network Latency: used for remote Hubs, in order to configure the response time of the
Hubs when the Ethernet connections are slow.

For more information, see “Remote Hubs” on page 148.

Hub Name: name assigned to the Hub so as it can be recognised in the locking plan.
Frequency MHz: allows selecting the working frequency of the RF modules. For more
information, see “Frequency change (from 868 MHz to 915 MHz)” on page 146.

Select RF channel: allows conflicts with other devices operating at the same frequencyin
the same site to be avoided.

For more information, see “Channel change” on page 145.

In addition, 3 buttons are shown:

- Verify HUB RESET: verifies that the Hub is operating with the factory parameters.
- Read HUB info: shows the configuration of the Hub.

- Initialise Hub: modifies the parameters of the Hub.

4 Click “Verify HUB Reset” to verify ® Setup HUB IP Address Version 6.04.04 (=]
that the Hub is operating with the TergotHUB OB s | o Frwars
factory parameters (192.168.1.10). Y] | | [oemeaspesmie:
If not, and you do not know the pa- o e ]| Ot Ovesn O
rameters it is operating with, reset Swnevesk | (owiHerens
s [ | ] i ub Name
the Hub (see “Initial network pa- SSTML‘Z‘“W B e ‘
rameters of the Hub” on page 132). e 0O 7 i e
. . Selected RF Channel: [0 | 4
IftheHubisnotsettoitsfactorypa- 0 A L e, o
rameters but you know what they r — H —
are, youcanentertheminthefield e | © it ton
« ” 3 [ 3
Target Hub” and click “Verify Hub
: d

Reset”, thusbeingabletocommuni-
catewith the Hub by clicking “Read
Hub Info” immediately.
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5 Once the connection with the
Hub has been verified, enter the
new parameters (the network
parameters must be provided by
its administrator).

In the example:

TCP/IP = 10.248.196.210,
Subnet Mask = 255.255.255.0,
Gateway = 10.246.80.254,
Name = Top floor.

Click “Initialise HUB” to confirm. The
confirmation message “OK Hub
initialised successfully!” will be
displayed.

6 Whenallthe Hubshave been config-
ured, close the InitHublP application
by clicking “Exit”.
Amessageisdisplayedaboutstart-
ing the “TESA_APPSERVER Glassfish
Server” serviceagain. Click “Yes” to
confirm.

This window is not displayed if we
runtheapplicationfromaPCwhich
doesnothavetheTS1000installed.

3 Setup HUB IP Address Version 6.04.04 (=11

Target HUB : HUB Settings | Load Fimwares

TCP/IP Address

10 |[ea8 | [198 &J

HUB's settings parameters :

TCP/IP Address

Network Latency
10 Hm M\as NECH| @Low  OMedium OHigh
. (Low=LAN - High=interet)

Subnet Mask

[55 |[ess | [ess | o | Hub Name
Default Gateway TopFloor ‘
10 Hus Han 54| gag::nm/ MHz o
‘ 1] ] Selected RF Channel D 4
| 8 !

RF MAC Address: 170.85.170.40

@ Read HUB Info ‘ ’ @ Initialize HUB

(&) Verify HUB Reset

OK: Hub initialized successfully ! o

# Confirmation

7o
\?) Wehb Server has been previously stopped by this application.
Do you want to restart weh server ?

| Xno | [ ves |

D

7 Repeat thesesteps for each Hub you want to incorporate into the system, disconnecting the
Hubs which are already configured, and assigning a different fixed IP to each one.

Resetting the network parameters of the PC to the previous configuration

Afterinitialisingallthe Hubsby means
of InitHubIP, asexplainedin theprevi-
oussection, itisnecessarytoreset the
PC to its original IP value, since this
was modified in section “Configuring
the network parameters of the PC for it
to be able to communicate with the
Hub” on page133.
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4 Local Area Connection Status  [2[X]

| Genera” Support ‘.

Connection status

ﬂ Address Type:

Manually Configured

IP Address: 10.248.196.101
Subnet Mask: 255.255.255.0
Default Gateway: 10.246.80.254

Windows did not detect problems with this
connection. If you cannot connect, click Repair.

Close
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Afterresetting the PCtoitsoriginal IP
values, verify that the PCandHub are
on the same network.

In order to verify that the PC and Hub
areonthesamenetworkandcancom-
municate properly, ping the Hub (in
the example, ping 10.248.196.210). If
you receive the 4 packets sent, without
losing any (as shown in the example),
communication has been successful.

This ping has to be carried out from a
PC which is on the network of the sys-
tembeinginstalled. If theapplication
has been run on an external PC, the
ping will be carried out from another
machine.

V 09/2016

Command Prompt

C:\Documents and Settings\Carlos>ping 10.248.196.210
Pinging 10.248.196.210 with 32 bytes of data:

Reply from 10.248.196.210: bytes=32 time<ims TTL=255
10.248.196.210: bytes=32 time<ims TTL=255
10.248.196.210: bytes=32 time<ims TTL=255
10.248.196.210: bytes=32 time<Ims TTL=255

Ping statistics for 10.248.196.210:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = @ms, Maximum = Oms, Auerage = Oms

C:\Documents and Settings\Carlos>_
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Adding the Hubs to the system

Afterinitialising the Hubs, it is necessary
toadd them to the system, by means of
the TESA - SMARTair TS1000 applica-
tion, inthe “Setup” menu, “Wireless”
tab.

B TS1000 Version 6.04.04 : Access Control

Users XF]Openings
Doors {3 Auditor
Hours Q}y Operators
Matrix [l 8§ Reports

Keys/Cards i Wireless

[N ™ O Setup

-8 Logout EXIT *’fj

DEMO Data

Foch b s detfed it arame
& Syst Set - |[O)X
number differentiating it from the T2 b LB

. . | GrantNemes | CommonPins | ExtaFields | 1S0Tracks | Special Key/Cards
rest and a f]Xed IP add ress pI‘OVlded | General | License | Facilty | Operatorslevels | LocalPC Network | Wireless
by the netWOrk adm]n]strator (as ex- Name Hub |IPAddress [Version|RF Version| -~ > Add

plained in “Configuration of the Hubs
by means of InitHubIP” on page 136).

Mezzanine 10.248.196.110 05.01 0510

D|Lowlevel 10.248.196.10 05.01 0510
:Tnp Floor 10.248.196.210 05.01 0510

i Delete

In order to add new Hubs to the site, E
click the “Add” button and fill in the B S
fields “Hub Name” and “IP Address of
Hub”. It is necessary to fill in the two % Uninked
fields, entering the same data used = —————
when initialising the Hub by means of Nemecthib: [Low level |

InitHubIP. o lze s |fo |

i) Wk

Network Latency field: use the same

Network Latency

option applied when initialising the @WP O8L  @low  OMedium OHigh
Hub by means of InitHubIP.

Wireless Server mode field:
Wireless Server Mode (® Normal O Multiple

e Standard mode: the Hubs are man-

aged by asingle server. Thismode is o
the most usual one for most sites.

e Multiple mode: Several applica-
tions can be running in Server
mode. Each server manages aspe-
cific number of Hubs. In this mode, each Hub has to be assigned to one of the servers, by se-
lecting one from the drop-down list. It is important to take into account that these servers
mustberunningandhavetheiraccessestothedatabasecorrectlyconfigured. Otherwise, they
will not be displayed in the drop-down list.

Finally, click the “Apply” button. The Hub will be displayed in the table shown above.
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Autolink function

The V3 wireless devices have a function by means of which they try to automatically link to the
nearest Hub on their own, under the following conditions:

e When they are turned on/activated (battery change).

e AfterbeinginitialisedorhavingthetimeupdatedwiththePortable Programmer (6.70version
or higher) or by means of the PCToLock (V3.11 or higher).

e EverytimeaNew eventisgeneratedinadevice which has not previously been linked to a Hub.
e If the “Init Wireless” special card is brought close.

For the automatic link to be set up, the Hub must be powered, communicating with the PC and
created in the database of the server, as explained in the previous sections.

LIFor the automatic link to initialise,
it is very important to carry out a T o —— .
diagnostic of the communications e
to theHub.
For this purpose, select the Hub B somrinere
and, once it has been highlighted
inblue, click “Start Diagnostic”.

Otherwise, it would be necessary to
restart the “Glassfish” Web Service
or wait an hour (communications
for the automatic link are verified
every hour, on the hour).

™ Wireless Setup

Hub RF Module RF Version D Signal  Swte Properties  Comm.

%4 Dlete Operings

O, mupines

For the automatic link process, bear the following in mind:

e When a door device tries to link automatically, it will search for Hubs which are within its
coverage range. If more than one Hub is found, it will automatically select the Hub with the.

strongest coveragesignal.
e The device will only link to the Hubs which belong to the same site.

e When a device finds a Hub which meets the preceding requirements, it will send the
corresponding information to the Server, by means of the Hub (the Hubs do not store
information on the devices assigned in their memory).

B o e o omd
following messagewillbedisplayedin L O]

the system Auditor: e
“« 3 . Task Referred to :

Add RF mOdul'e B RF AUtOl]nk' Door Delete RF module Planta alta - (TS1000 6.04) ~
XXX ===> Hub YYYY” Add RF module RE Aol Dsor Disoxin 255 095236 == Pistmals URANISREIL) =

Delete RF module Planta alta- (TS1000 6.04)

v

2

\:\Scrollautumatlcallytulastevent [ P[inl ] [ w” Close ]
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The V3 wireless door device will auto- e
matically be displayedinthe Wireless e Friatis R Verso

255085236 0507 lanagement Assigned N

menu as “Assigned” to the Hub. lview  FRGIRS 10

B sosrchvowres

4 Delete Openings

), nitupinks

4 ResetHub

If, during the initialisation of a door device, it does not find any Hubs within its coverage range
(communication attempts every 6 seconds), its link toa Hub will remain pending. The link can be
established later on in any of the following ways:

e Directly from the software, as explained in “Adding wireless devices to the Hub (manual link)” on

page 143.
& System Setup L OX
d Bnnglng the “Init W]reless Card” General | License ‘f?ﬁt\;\‘ Operators Levels | LocalPC | Network | Wireless |
Specialcard close to the lock. | GrantNames | CommonPins | ExtaFields | 1SOTracks | Special Key/Cards
This cardisencoded in the “Setup” _
menu, “Other Cards” tab, “Init Wire- [ @ochgoors |
less Card” button.
[ X High Traffic Cancelling Card ]
Cards encoded hefare : i,@,[ﬂﬂg@]ﬁﬂ
e Bymeansof the Update of the lock [ @ mitwireless card kJ
either with the PP or PCToLock.
[ X Cancel I I « OK ]
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Adding wireless devices to the Hub (manual link)

After adding the Hubs to the system, it is necessary to assign the wireless devices (locks, wall
readers, etc.) with which they will communicate to them.

NOTE: the devices of the V3 wireless system have the “Autolink” function, which has been
explained in the previous section, for adding them to the Hub. Therefore, it is not necessary to
apply what has been explained in this section for V3 devices, since they have “Autolink”.
However, itmay be usefulin particular cases, for example: if the Hubs were not connected when
the doors were initialised and you do not want to go around door by door again with the Init
wireless card or the PP.

In order to add a V3 wireless device to the Hub, carry out the following steps:

1 Addthe wireless device to the “Doors” menu if it has not been assigned yet (see “F.3 “Doors”
menu” on page 74 if you do not know how to do this).

2 Initialise the wireless deviceifithas notbeeninitialised yet (see “I.3 Initialising the doors of the
site” on page 123 if you do not know how to do this).

3 In the 751000 programme, in the __
’ M System Set L X
“Setup” menu, “Wireless” tab, dou- y2EM.C R =]

. | GrantNames CommonPins | ExtraFields IS0 Tracks Special Key/Cards
ble'ClICk the HUb Chosen. | General | License | Facilty | Operstorslevels | LocalPC | Network ‘ Wireless
Name Hub ||P Address ]VevsioanF Vevsionf ~ =+ Add
¥i A
_|Lowlevel 10.248.196.10 05.01 0510
Mezzanine 10.248.196.110 05.01 0510

P
[ Top floor 10248196110 |05.01 =1 Delete

&  Setup

X Unlinked

|

Name of hub: {Top floor
IP Address of hub: 10 [ [[198 [[110
Network Latency
@uop  (OssL ®Low  OMedium O High
> Apply
Wireless Server Mode (® Normal O Multiple

7

4 The following screen isdisplayed: (i
Click the “« Find NeW RFS,, button. @ Hub RF Module FF Version Door Signal | State  Properties  Comm

265085236 0507 Monagement F] Assigned

B soorcnnewrrs

4 Delete Openings

Q) mituglinks

34 ResetHub
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5 Onceithasbeenfound,selectitto T -
highlight it in blue and click “Add | @eomese |12, Fise e oo Sl [ Bl Cov
RF”.

The wireless device is now as-
signed to the Hub.

From this moment, it is possible :
to communicate with the “Man- @ oserr

agement” wireless lock through
the PC, by meansof the “Wireless”
menu of the T51000 main screen, as \

explainedin “J.3 Management of wire- | = resseneaie
less devices” on page 150. o

Before proceeding tothenextsection, cles Satin
the functions available on the “Wire- | g-cowe |ug EEEET e SR

255.0.85.236 05.07 Management Al Assigned

less Setup” screenare described: e D 110

2550175248 0510

Thedifferent configuration functions
betweenthedifferentRFmodulesand Ms"°'°"“*‘“‘|
Hubs are available in this menu:

e Start Diagnostic: verifies the state

of the wireless device. -

e Stop Diagnostic: stops the diag- Q, wevpima
nostic. S et

e Read RF List: reads the wireless
devices.

e Search New RFs: it searches the
new devices to be added.

e Add RF: adds the device selected in blue to the Hub.

e Delete RF: removes the device selected from the Hub.

e Start RF: enables the RF module so as to be able to carry out remote operations.

e Delete Openings: removes the openings from the Hub selected, wiping the memory.

e Init Uplinks: forces the doors which communicate with this Hub to connect and send the
information they hold (this button is not applicable in the V1 and V2 wireless versions).

e Reset Hub: wipes the volatile memory of the Hub, but neither deletes nor alters the
configuration data.
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Advanced setup

Channel change

Thedefaultvaluesin thesystem, for the frequency and the channel, are 868 MHzand Channel=0,
respectively. These values are sent to the Hub and door devices during the initialisation process
(bothwith the InitHubIP application and the Portable Programmer or PCToLock, respectively).

Itisalso possible for the site to have a wireless SMARTair system, version V1-V2. In order to avoid
conflicts with the devices previously installed, it is advisable not to use channels 1 and 2.

Itis also possible for the communication channel to be in use by other devices from third party
systems (such as alarm systems or hospital equipment).

The V3 wireless communication system allows changing the communication channel within
values ranging from 0 to 31, in three steps:

1 Changing the channel in the Hub by means of the InitHubIP application.
2 Changing the channel in the door devices by means of the TS1000 Software Setup menu.

[IStep 1 can be skipped if a diagnostic is conducted for all the Hubs at this point.
During the diagnostic of the Hub, the name, channeland frequency are verified, and they are
changed if necessary.

3 Initialising the door devices, by means of the Portable Programmer or PCToLock.

The three steps are described below:

1 Changing the channel in the Hubs 8 Setup HUB IP Address Version 6.04.04 LEX
by means of InitHubIP. Trget HUB - FUE S5 | Loac Fiares
Thisprocesscanbecarriedoutboth o zm cmon |[Ea— —

. . e e _ege . L i o ress letwork Latency
the first time the Hub isinitialised [ s g ] | |Oler Obwsim Ot
. e (Low=LAN - High=internet)
and subsequently. For thispurpose, e ] | wres
itis necessary to have access to the e oy || ]
Hub through the network or direct- D e B (Em oms
Selected RF Channel: |11 | 2

ly through the Ethernet cable. e R ‘
Select the channel desired (11 in ; e H R ‘ |
the example) and click the “Initial- ‘ qus J |
. ” OK: Hub's RF is connected
ise Hub” button. Hbersion 0501 =

Hub's RF version : 05.10 Xi
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2 Configuring the channel in the
door devices. M System Setup =3

| GrantNamesir__‘ quﬁ}ﬁnnﬁ’ins | ExtraFields | 180 Tracks I Speé@KéﬂCé}B;

Th]s iS performed in the TS1000 { General ‘ License | Facility | Operators Levels"; Local PC | Network | Wireless
software, in the “Setup” menu, “Li- Epi [AAARARAA |
Cence” tab. Maximum number of doors in the system
OUptalo Upto 30 Upto 75 Nao limit

Select the same channel selected — c £ Dt @ sl

. Reading Technologies Proximity Type
for the V3 Hubs (11 in the exam- [JCylinder O Prox 15683
ple) and click the “OK” button to IMagnetic @ Mifare
confirm. [V Proximity () Desfire

Update-on-Card (Read & Write)
[V] Automatic card updaters

[]Step 1 can be skipped if a diagnos- ] At openings

ticis conducted for all the Hubs at [VIModity locking plan

th]s.pollnt' . X [¥] Manage Wireless doors [V] Automatically update Wireless doors

During the diagnostic of the Hub, Undate every 00m 10 = B —
the name, channel and frequency Frequency: @868MHz O915MHz  Selected RATT |3
areverified, and they are changed —
-lf necessary. [V] Manage cabinet locks

Manage safes Enable Mobile phone Apps and mail a

[[IManage Antipasshack

[xgancelll & OK I

3 Initialising the door devices again
with the PP or PCToLock. This
information cannot be updated by
means of RF.

[ INote: anydoordevicewhichrequiresa“manual” update (withPPorPCToLock)willbedisplayed
in orangein the programme, indicating that it needs to be updated.

Frequency change (from 868 MHz to 915 MHz)

Duetotherestrictionsapplicableinseveralcountries, inrelationtothefrequencieswhichcanbe
used, it may be necessary to change the radio frequency to 915 MHz (for example, in the USA,
Canada, Australia or New Zealand).

Thisiscarriedout just like the channelchange, explainedin the previous section, butinthefield
corresponding to the frequency:

1 Changing the frequency of the Hub by means of the InitHubIP application.
2 Changing the frequency in the door devices by means of the T51000 Software Setup menu.
3 |Initialising the door devices, by means of the Portable Programmer or PCToLock.
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Multiple Wireless Server mode

SimilartothatusedintheV1and V2 wireless systems, itis possible to configure a Multiple Server
mode. This allows for more agile management in multi-site systems.

1 Standard mode: all the HUBs are managed by a single centralised Server. This mode is
advisable for most sites (see “Fig. 4 Wireless system architecture, with a single centralised server”
on page 131).

2 Multiple Server mode: several serv- ®System Setup EI@”X]

erinstancescanberun. Eachserver

. | GrantNames CommonPins |  ExtraFields ISOTracks | Special Key/Cards
manageS a pal’tlcular number Of | General | License | Faciity | Operatorslevels | LocalPC | Network J ‘Wireless
Hubs. In this mode of Operation it Name Hub _|IP Address [version|RF Version|Name PC -~
. . ’ _|Lowlevel 10.248.196.10 0501 0510 RROTS-DB41BI
1S necessary to assign a server to Mezzanine 10248196110 0501 0510 RROTS-DB4IEI g
each Hub, by selecting it from the BTopfioor  [10248196.110  |os01 [05.10 |RROTS-DB41B! Ty

drop-down list. It needs to be
borne in mind that the servers

must be in operation and the ac- 2 sew
cesses to the database correctly
configured. Otherwise, the servers V{ X Unlinked
. . . £ | >
will not be displayed in the drop- - v
dOWn liSt. Name of hub: iTopﬂnnr [
IP Address of hub: [0 T[4 Jf1es [[110 |
[ITake into account that it is not neces- Nerme of hub's PC: [RROTS-DB41BDSFA v
] Network Laten:
sary for the Hubs to be on different or Fim leve & et
machines. It is possible to have all
the Hubs connected to the master
server and use thg secondary server I— —_ p—
as a DMZ to redirect Internet re-
qqests to Fhe s?te; this is a typical O
wireless site with an App having a
fixed IP.
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Remote Hubs

Inthe event of the network connections being too slow, it is possible to select the response time
of the Hubs to allow longer Timeouts and facilitating their correct operation.

Takeintoaccountthat theHubsneedafixedIPaddresssothattheycancommunicatewiththePC.

This selection is made during the con- 3 Setup HUB IP Address Version 6.04.04 LEX

figuration by means of the InitHubIP TergotHuB [ Sehns Losd Firmwers
1 1 1 1 TCP/IP Address HUB's settings parameters :
?r_'pp?cﬁt]or] ! The pOSS]ble Sett]ngs are ‘ﬁiurzﬁi 1&7'@ ‘ TCP/IPAd:vE:s Network Latency-
ef1o OW]ngZ - 10 |lzas | 19 NT‘ @Low [y OMedium OHigh
== e el e |
(Low=LAN - High=internet)
e Low:LANnetworkconnection (de- | — ”C{z:s' B 1] || reeene
fault). This is the fastest mode of N | e EEER ‘
. & [0 a4 |[so |[esa ] Frequency MHz
operation. S — =S e i 8
‘ ——— s caml: 11 |3
e Medium: recommended for WAN ‘ e Adaees BT
networks. : () Verify HUB Reset ‘ ’ @Bead HUB Info H @mitialize HUB
e High: connection through the In- ORI RS et
; :
ternet (remember that the Hub Se e

needs a fixed IP address). This is
the slowest mode of operation.

[ Do not select the High mode for a LAN connection, since communication with the Hubs would
unnecessarily become much slower.
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Firmware update

The V3 wireless system allows updating the firmware in the RF modules and V3 Hubs.

RF module in door devices (locks and wall readers):

The new module has to be updated by means of the Portable Programmer or PCToLock. This
process will bevery similar to the update process for the tworelay boards in the wall readers.
The two firmware updates will be loaded into the PP or PCToLock (the control module and the
RF module).

Device versions required:
- PCToLock version 3.10 or higher.
- PP version 6.70 or higher.

The new firmware for the RF modules of the door devices will be versions R5RFxx.

RF mOdUle Of the V3 HUB: ® Setup HUB IP Address Version 6.04.04
The RF modules in the V3 Hubs are TecgethUn: [UB Setings Land Frmares |

similar to the RF modules of the oo e o]
locks, but theirfirmwareversionup-

dateis carried out by means of the

InitHubIP application, version 6.04 parrewate | 5
orhigher, connectingtheHubtothe E—

PC through the Ethernet network Y | j QhResertun
connection. : = ‘

() Verify HUB Reset 1

OK: Hub's RF is connected
Hub version 05.01
Hub's RF version: 05.10

 Exit
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J.3 MANAGEMENT OF WIRELESS DEVICES

The management of wireless devices
(locks, wall readers, etc.)is carried out
by means of the “Wireless” menu of
the TS1000 main screen.

B TS1000 Version 6.04.04 : Access Control

Users XF]Openings
Doors WA Auditor
Hours @3¢ Operators
Matrix [l 8§ Reports
Keys/Cards RREEIWIIEEES

p.P. B* setup

® Logout EXIT \,

DEMO Data

In the Wireless menu, the table with [Ty

thewirelessdevices controlled by the I, M S—————
HubsconnectedtothatPCisdisplayed.
°Updune
By selectingadevice (in the example, BMN
the “Management” lock), it is possible, —
using the buttons on the left, to carry :' —
out the following operations: =y
e Start Diagnostic: a message to test 8>
communication between the PC @ oo
and the locks is sent in order to | . '
verify theconnection.

e Stop Diagnostic: the communica-
tion test process can be stopped,
in the event that the response is taking too long.

e Update: allows updating the locking plan of the wireless lock. This is a manual update, for
when the automatic update is taking too long or you wish it to take place immediately for
some reason.

e Set Time: setsthe timeinthe lock with values from the PC. Itisadvisable toset the timeevery
time the lock batteries are changed.

e Auditor: collects the events which have taken place at the wireless lock. In general, it is not
necessary to use this as it isautomatically run every time a new event takes place in the door
device.

e Open: allows opening the wireless lock remotely.
e Passage: sets the wireless lock to Open mode.
e Close: if the lock is in Open mode, this turns that mode off, setting it to Standard mode.

e Blocking: blocks the lock so that it can only be opened by users who have the option “Can
open blocked doors” enabled.

e Unblocking: unblocks the lock if it is blocked, setting it to Standard mode once again.
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K — Site management
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K— SITE MANAGEMENT

K.1 INTRODUCTION

Afterinstalling the system and starting it up, the users can begin usingit. Thatis tosay, they will
start opening the doors they have been granted access to, within the corresponding time zone,
etc. All these movements will be recorded for consultation and analysis, and the site will be able
to evolve based on the interests and needs.

All this management will be performed by the system Operators, who will carry out the
operations required, according to their assigned duties (for more information on the Operators,
see chapter “G - Operators and Operator Levels”).

In this chapter, the Management Tools provided by the system are described.

K.2 READ CARDS/KEYS

One of the tools provided by the system is reading of credentials.

When encoding a credential, there is no visible physical identification on it about the user it belongs
to. Therefore, if analready encoded credential, is found there isnoinformation, beforehand, onwho
it belongsto.

In order to learn who the credential
belongs to, it is possible to read it.
For thispurpose, thesame deviceem-
ployed to encode it is used, that is to
say, the Portable Programmer for Keys
and the Card Encoder for Cards.

Afterconnecting theDevicetothePC,
click “Cards” on the TS1000 main screen.

Users XF ] Openings
Doors & Auditor

Hours @3¢ Operators

Matrix [ @ Reports

Keys/Cards [ aRIESEE
Iy

p.p. @/~ setup

8 Logout
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The software will read the credential
and display a screen requesting the
credentialinquestionbebroughtclos-
er orinserted.

LJIf the system does not manage ©
communicatewiththecredential,a
window is displayed reporting this,
which allows cancelling or retrying
the operation. The most frequent
cause is not having started the Pro-
grammer or Card Encoder (takeinto
account that the Programmer turns
off automatically after some min-
utes of inactivity). It canalso be the
case that the communication cable
does not have a good connection.
Verify both possibilities before click-
ing “Retry”.

Once communication has been estab-
lished, a screenis displayed, with the
fields tobe read empty, where ames-
sageappearsrequestingthecardtobe
brought closer.

At the top of the window, both the
modeland versionof the Encoder being
used to read the card are shown.

V 09/2016

i Read Key/Cards

Name {

Technology @Key OCard O Proximity

Expiration Date E
Activation Date ‘:}_/_ E
Issue Date ‘_/_:’._ _3_3;71

& Confirm...

G
Key Clock g ] Wmﬁgtﬁséé*

[[IDisabled (ADA) t |[FLOORT |

[[IKey/Card audits openings
["]Does not open if openings overflow ey
[IModifies own locking plan

Card ID

@ The encoder does not answer.

Connecting to the encoder ...
1

3 S9EDPK Version 05.02

Name ‘

Technology @ kKey O Card O Proximity
Grants
Key Clock g . o aane
ey Clod Lo — =] T
[ Disabled (ADA) | FLOOR 1
Expiration Date J:_:’_/_ {

=
Activation Date j_l_/_ E‘
Issue Date |
[[JKey/Card audits openings

["]Does not open it openings overflow

[[IModifies own locking plan

Place the card ...

I F
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Afterbringing thecardcloser, theinfor-
mation related to the User is displayed
onthescreen, in addition to the mes-
sage “Reading OK”.

If you want another card to be read,
you only need to bring it closer to the
Encoder and click the “Read Proximi-
ty” button.

Thesoftwarealsoindicates, by means
of messages, possible incidents with
the cards, such as, for example, “Old
Card”, in the event of another one hav-
ing been subsequently encoded for the
same user.

For the Proximity and Electronic Key
technologies, provided that the func-
tion “Card openings record” is enabled
in the credential (see “Settings” in the
“Users” menu), after reading the basic
data of the credential, the events re-
corded in it are subsequently collected
(see “Openings read from Credentials by
means of the Portable Programmer or

Encoder” onpage 158).

3 S9EDPK Version 05.02

Name |Beatrix ‘
Technology OKey (O Card (®) Proximity
DL Srent
[V wAREHOUSE ‘
[[]Disabled (ADA) |WIFLOOR1
Expiration Date | 03/02/2017 | [17:20 |
Activation Date 19/04/2016 171007.‘
Issue Date 200172017 | [19:36:36 |
[[JKey/Card audits openings
[[]Does not open if openings overflow
Modifies own locking plan
Card ID |4cD78301 Mifare 1K
Reading OK
i (1 Read Card J ’ N ReadKey ] [ ) Read Proximity l
[ f Delete Card J l W Delete Key I l 4 Delete Proximity]

3 S9EDPK Version 05.02

Name |RF Initialization Card ‘
Technalogy OkKey OCard (®) Proximity
Grants
[/ wAREHOUSE ‘
[CIDisabled (ADA) [WIFLOORT |
Expiration Dt [14/05/2016 | [18:0 |
ActivationDate |29/04/2016 | [18:00 \
Issue Date 290472016 | [18:00:26 |
[[JKey/Card audits openings
["]Does not open if openings overflow
[[]Modifies own locking plan
Card ID |BCBAAT0 Mifare 1K
Expired Key/Card
[ (1 Read Card j l ? ReadKey I ) Read Proximity ]
[ BF Delete Card J ’ % Delete Key ] [ 4 Delete meimi'y]

This screen also allows deleting the information stored in the credential. This is carried out by
meansof the “Delete Key/Card/Proximity” button, dependingonthe technology. Afterdeleting
the credential, it remains empty, but it does not return to its Factory Settings.
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The TS1000 Electronic Access Control System allows managing an “Opening Register” or, more
precisely, an “Event Register”. Intheir memory, the Door Devices store the Openings whichhave
been carried out, as well as any other event taking place, such as, for example, the communications
with the Portable Programmer, attempted openings by unauthorised Users, etc.

TheTS1000systemallows checking all these events by means of the Opening Register. Inorder to
beabletochecktheseeventsbymeansof theTS$1000, itisnecessaryinthefirstplacetoreadthem
from the memory of the Door Devices or Credentials.

In order to read this information and make it available to the TS1000, there are several methods:
¢ Openings read from Doors by means of the Portable Programmer (valid for any technology).

¢ Openings read from Credentials by means of the Portable Programmer (valid for Electronic
Keys) or Proximity Encoder (valid for Proximity Cards).

¢ Automatic Opening Register by means of the Updater (valid for Proximity and Electronic Keys).
¢ Automatic Register by means of Hubs and RF Door Devices (wireless system).

These methods are described below.

Openings read from Doors by means of the Portable Programmer

Thisis the traditional system for the collection of data anditis valid for any of the Access Control
Technologies available.

The method involves approaching each of the doors intended to be checked with the Portable
Programmer and collecting the record stored within it. For this purpose:

1 Connect the Programmer to the door with the corresponding cable.

2 Turnon the Programmer.

3 Access the F4 menu (Openings).

4 Access the “Collect Openings” submenu.

5 Click “OK”.

[IFor more information, refer to the instructions for the Portable Programmer.

After loading all the records into the Portable Programmer, there are two options:

¢ Viewingthe eventin the Portable Programmer (in the F4 “Openings” menu, “See Openings”
submenu).

¢ Transmitting the records to the PC and viewing them in the TS1000.

The first option is more appropriate when you wish to quickly view a specific event related toa
given door.

For any other case, the second option is, in principle, more convenient.
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The second option is carried out as follows:

1 ConnectthePortableProgrammer
to the PC with the corresponding
serial cable (this can be USB or
RS-232, depending on the model).

2 Access the “Openings” menu on
the mainscreen.

3 The following screen is displayed:

4 Make sure the Programmerison (it
turnsoff automatically after some
minutes of inactivity) and, on the
TS1000 screen, click the “Collect
Openings from PP” button.

5 Whenthebuttonisclicked, the PC
collects the opening register con-
tained in the Portable Programmer
andsortsitin chronological order,
ascanbe seenin the figure.

All the events recorded in the
doors are displayed. In addition,
next to the “Collect Openingsfrom
PP” button, amessageisdisplayed
which indicates how many events
have been collectedin total.

& TS1000 Version 6.04.04 : Access Control

(SIS U@l Openings &

Doors .'@\ Auditor

Hours @11 Operators

Matrix ‘a Reports
Keys/Cards E‘b Wireless

p.p. @ setup

6 Logout

@ Collect Openings from BP

Co.. Operation

v

<

,
vagrs oot suomscaly o staver

= Openings Reports

@Al
Date  Time  Door User Operation
[823/04/2016 [17.1872_|Management Feal time clock updated by FF or PC ~
29/04/2016 171812 Management  TS1000 Door tata updatad by PP or FC
[ |29/04/2016 172812 Management Resl time clock updated by PP or PC
29/04/2016 172938 Management Door opened
[Jearn42016 172939 Management pen mode
[|29/04/2016 173120 Management Door closed
[earoar2016 17120 Menogement End of Open made
[|ear0472016 123530 Mengement  TS1000 Blocked
[|23/04/2016 17.3544  Management  TS1000 End of blocked
[ |29/04/2016 17:36:34  Manegement Real time clock updated by FP or FC
29/04/2016 173634 Manogement  System Door data updeted by PP or FC
[29/04/2016 180104 |Management  Beatrix Denial * old Key/Card
[l 180112 Denial user nat enabled
[|e9/04/2016 1801:14 Monogement  Charles Granted access
[|e3/04/2016 180126 Manegement  Ferdinad Kent Denial - user not ensbled
—ZSfU4JZDVS 180128 Management Ann Denial : out of time
l29/04/2016 180354 Manogement  RF Initslization Cerd New Key/Cord ncoded 3
< >
226 registers [JScroll automsticallyto last event
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Openings read from Credentials by means of the Portable Programmer or Encoder

This option is possible for sites having Electronic Keys and Cylinders, as well as Proximity
Credentials and Locks. This option cannot be implemented for sites having Magnetic Stripe
Technology due to its nature.

This event collection system is based on the possibility of recording these data not only at the
doors, but also in the credentials of each user. This allows finding out the movements of a given
credential, without needing to goaround the entire site collecting the openings from each door.

Theprocessinvolvestaking thecredentialoftheuserandreadingitfromthe “Cards” menu, ashas
beenexplainedinsection “K.2 Read cards/keys” on page 153. Inaddition to finding the formof the
credential, the system collects, records and deletes from it all the events stored.

Analysis of the openings collected

Thefollowinginformationisobtained ™ Openings Reports
from eachevent: :

¢ Date: date when the event took
place.

04/2016 17:28:12

04/2016 17:29:38

¢ Time: time when the event took SIRIHIETE
place. Mansgemen TS1I0 Endolbiind

clock updated by FP ar PC

* Door: name of the door where the
event tookplace.

| 129/04/2016 18:0354  Manegement

¢ User:name of the user who prompt- : 5
ed the event at the door. [civewominge @ | [Scroll auomescallyta last event & Pt o Close

226 regstars

e Operation: the eventitself, thatis
to say, what happened. For exam-
ple: “Denial: user not enabled”.

All the events are sorted in chronological order.

Some events will not make reference to any user, thatis to say, the User field will be empty. This
isdue tothe fact that theeventisrelated to an operation of the lockitself, such asinitialisation,
time setting, etc.

The information presented on this screen can be managed by means of the “Filter” and “Print”
tools, which are included on it:

¢ The “Filter” allows filtering the information, so that only some of the data are shown. For
example, it is possible to view only the events related to one user in particular.

¢ The “Print” button allows the information to be captured either on paper orin an ASClI file,
which latter can be imported into another database in use at the site. It is also possible to
produce an Excel table, which allows for subsequent processing, if so desired.
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Filter

In the field “Filter”, the option “All” is selected by default, which means that all the events
collected and sorted in chronological order are displayed on the screen.

. , . B Openings Reports
By selecting the option “Selection”, ‘

“pEs ” : @\
the “Filter” button is enabled. |® Sslscion N U

|  Date Time Door Userm
1Ei_l]1 14 |Management |[3harle:3

L] 29/04/2016 18:01:26  Management Ferdinad Kent

L 29/04/2016 18:01:28 |Management Ann

L 29/04/2016 18:03.54 Management RF Initialization Card
29/04/2016 ,1 8:03:54 Management _RFInitiaIization Card
29/04/2016 18:04:34 |Management RF Initialization Card
29/04/201118:04:36 Management RF Initialization Card
29/04/2016 18:04:40 Management RF Initialization Card

C 29/04/2016 18:05:16  Management RF Initialization Card

® Select Openings f... [_ |1 [X]
Drate Tirme

From From
To To

By clicking the “Filter” button, ascreen
liketheoneshownbelowisdisplayed:

It offers the possibility toset filters by

. Filt
Date and Time, Doors, Users and Op- Cl)ilrone @By Users
erations. () By Doars () By Operations
Itisalso possible to select the options [] Only Warnings

“Only Warnings” or “Only Rejections”.
y g yRe) []only Rejections

l @, Filter Users l l X Cancel l l o 0K
¢ Filter by Date and Time:
In order to set filters by Date and . . == :
Time, it is necessary to enter the ™ Select Openings f... -_| E‘ n
dates and times in the fields “From” Date Time

and “To”, and select the option From  [22/04/2016 From 00:00:00
“None” in the field “Filter”. To 2170172017 N To 23:59:59

Then, you have to click “OK” and =

the result is displayed. @ None OBy Users
OEiy Doors OBy Operations
DOnIyWarnings

[]Only Rejections

@ [xgance|H & 0K ]
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* Filter by Doors:

Inthefield “Filter”, theoption “By
Doors” is selected and the follow-
ing screen is displayed:

This screen allows selecting the 2
Doors Selection @
doors whose events you want to

11 not selected 0 selected
see. iivator |
The doors can be selected individ- oo enteares
ually or by “Groups”. ko rtetig
They can also be selected by §;18$§§ ;
“Technology Type” or “Door Type”. ;:*ggg:;
Itisalso possible to conduct search- %ﬁ’b
esbymeansof the button.

After selecting the doors desired,

rou| |—— b ‘
click “OK” andthe previousscreen freve m——
will bedisplayed. Click “OK” again ;em:'_"“gmpe ‘_7*%:
and the events from the doors se- S ' ‘
lected will be displayed.
X Cancel ] [ & OK

* Filter by Users:

In order to set filters by Users, [ ——r— @
select the option “By User” in the

field “Filter”. The following screen 7 ’memdi
will bedisplayed: g:ggmgs
In this screen, it is possible to e
select, individually or by groups, EMartha
those users whose events you
want to see. =
It is also possible to conduct
searches by means of the but- =
ton. Group \' Central v
After selecting the users desired Lecneiony Central
. . ’ |General Iy _
click “OK” and the previous screen NOTE e |
willbedisplayed. Click “OK” again NOTE 2 — &
and the events from the users se-
lected will be displayed. [X ool | [ ox
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¢ Filter by Operations:

the operations carried out, select P —

. . 97 notassigned 0 assigned
theoption“ByOperations”andthe B —
following screen will be displayed: pd ueer E]

; ; Cabinet locked =
This screen.allows selecting, from e e RS
amongthedifferenttypesof possible Cebinetnat completelyopened

. Cabinet opened after incomplete of
operations, the ones whose events TR I

ommon Ke: ardpad mode

yOU want to see. Could not upylink aupdit through RF

. . Daylight Saving Time Change
After selecting the operations de- Delete user A
sired, click “OK” and the previous ponia | ofer perrepre’ B8

)

screen will be displayed. Click “OK”
again and the events correspond-
ing to the operations selected will Xcancel | [ ok

be displayed.

*  “Only Warnings” filter:

Itis possible to apply an additional —
filtering, so that only the warnings

& Select Openings f... __| @

areshown. Forthis purpose, select Date Time
the option “Only Warnings” and Fram Fram
then click “OK"" T T

Filter

@None OBy Users

OEIy Doors OEly Operations

[v] Only \Warnings

[]only Rejections

&, l X Cancel l l 0K l

* “Only Rejections” filter: n

You also have the possibility of fil- ;
tering to view only the rejections.

® Select Openings f... [= |1 [X]

Select the option “Only Rejections” Date Titne
and, then click “OK”. From 22/04{2016 From 00:00:00
Tao 21/01/72m7 To 235959
Filter
(@) MNone ()By Users
() By Doors () By Operations
] only wwarnings
Only Rejections Q
wB l X Cancel l l 0K l

V 09/2016 161



162

TS1000 - Instruction Manual

Print

It is possible to print the opening regis-
ter by clicking the “Print” button located
at the bottom right.

After clicking the “Print” button, three
possible options are displayed:

Output to printer:

allows printing the opening regis-
ter on the default printer of the
computer being used.

Export to ASCII file:

if you select this option and click
“OK”, a window will be displayed
which allows selecting the loca-
tion to which you want to export
the “Openings.txt” text file, which
is created to hold the events.

It is also possible to modify the
name of that file as you wish.

Export to Excel file:

by selecting this optionand, then,
clicking “OK”, a window will be
displayed which allows selecting
the location to which you want to
export the “Openings.xls” text file,
which is created to hold the events.

It is also possible to modify the
name of that file as you wish.
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= Openings Reports =11

A

L. mTm T

User

Bestrix
Ferdinad Kent
Charles

0126 Management  Ferdinad Kent Denial u
28 Menagement  Ann Denial - out of time

»
n 180354 RF ard NewKey/Cord encoded
[ 180354 aF ard RF madule inked
1_|28/04/2016 180434 | Management RF Initislization Card RF module knked
I 18:04:36 RF Card Could nat uplink audit through RF
180440 RF Inialization Card AP

0 180516 AF ard RF module linked
[l Management  RF Initalization Card RF madule linked
[] 6 |Management  Bealrix Denial - old Key/Card

[ 0702 Msnegement Beatix D oy/Cerd
[Jo2/05/2016 170710 Management  Ferdinad Kent il user not ensbled
TJoz/05/2016 1707.16  Manogement  Charles Gronted nccess
[Jo2/05/2016 170934 Mansgement  Charles Granted sccess
[Jos/05/2016 183946 Management  Charles Granted access v
< >

226 registers. Active Wamings (0) [[]Scroll sutomatically 1o last event & Print  Close

Youwantto :

(®) Output to printer
() Exportto ASCIl file
(O) Exportto Excel file

[xgancell l ¢ OK J

Export to ASCII file E\E‘
Lookin: | £ Smartair TS1000 & o @
Y (DappServer
My%f) : Obackup
acen DbackupManager
Documents || = 47
@ CidbServer
Dk Odrivers
My Documents
My Computer
My Network
I
flece: File name: penings| b ‘ | Open
Files of type: ‘Taxﬂl\a (“TXT) v‘ I Cancel l
Export to Excel file E\@
Lookin: | 2 Smartair TS1000 v| @2 cm@y
L.é DappServer
MyF’i . Obackup
=] backupManager
Documents ©data
@ DdbServer
Deskiop Ddrivers

My Documents

My Computer

My Network
Places

File nome: |Openings| v [ open |

Files of type: [Microsoft Excel () v Cancel
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Open

The “Open” button, locatedatthetop
left, allows finding and opening regis-
terswhichhavebeen previously saved
in order to be able to view them when
so desired. These are the records which
have beensaved manually, orautomat-
ically during the scheduled purges (see
“Purge auditors periodically” on page 59).

If you click this button, a window will
bedisplayedallowingyoutofindthese
old records.

Active Alerts

By clicking the “Active Alerts” button,
located at the bottom, a new screen
will be opened, where the alerts which
areactiveatthatmomentareshown.

No Active Alert is displayed in the ex-
ample.

For more information on alerts, see
“Alerts” on page 175.

Scroll automatically to last event

There is an option, called “Scroll auto-
matically to lastevent”, whichis selected
by default, that updates the screen every
2 seconds approximately, adding any
new event which hasbeen generated.
Aftereachrefresh, thecursorislocated
atthelasteventrecorded. Ifyouwantto
gothroughtheeventsearlierthanthose
shown on the screen, you need to disa-
ble this check box.

Thisisusefuliftheregisterisverylarge
because, by selecting this check box,

@ Openings Reports

@ All
(O Selection & Fi [ @ Collect Openings from PP ]
Date Time Door User Operation
I 29/04/2016 17:36:34  Management Real time clock updated
__|29/0472016 17:36:34  Management System Door data updated by PF
2970472016 18:01:.04 | Management Beatrix Denial : old Key/Card
[ 29/04/2016 18:01:12 |Management Ferdinad Kent Denial : user not enabled
__[29/04/2016 18:01:14  Management Charles Granted access
| |29/04/2016 18:01:26 |Management Ferdinad Kent Denial : user not enabled
E 29/04/2016 18:01:28 |Management Ann Denial : out of time
29/04/2016 18:03:54 Management RF Initialization Card New Key/Card encoded
C 29/04/2016 18:03:54 Management RF Initialization Card RF module linked
L 29/04/2016 18:04:34  Management RF Initialization Card RF module linked
| |29/04/201118:04:36 M RF Initiali; Card Could not uplink audit
; 29/04/2016 18:04:40 Management RF Initialization Card RF module linked
L 29/04/2016 18:05:16  Management RF Initialization Card RF module linked
L 29/04/2016 18:06:04 Management RF Initialization Card RF module linked
‘_ 02/05/2016 16:15:36 Management Beatrix Denial : old Key/Card
I 02/05/2016 17:07.02 |Management Beatrix Denial : old Key/Card

= Active Warnings E‘@@

Date
4

Time

) i)

Oregisters

Door User

Operation

Scroll automatically to last event

® Openings Reports

Date Time Door
29/04/2016 18:04:40
29/04/2016 18:05:16

Manag
Manag

29/04/201118:04:36 Management

®aAl
O Selection & Filt @ Collect Openings from PP
User Operation

ement
ement

02/05/2016 17:07:16

Manag

Manag
|5

Active Wi

226 registers

] 18:06:04 RF
[|o2/05/2016 161536 |Management _ Beatrix

| |02/05/2016 17:07:02 |Management Beatrix
|_|02/0572016 17:07:10 \Menagement Ferdinad Kent

ement Charles

ement

‘amings (0)

RF Initialization Card
RF Initialization Card
RF Initialization Card

Card

RF module linked
RF module linked
RF module linked

Could not uplink audit through RF

Denial - old Key/Card
Denial : old Key/Card
Denial : user not enabled

Granted access
Grant 55

%Scmll automatically to last event

the most recent events will be automatically shown.
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K.4 REPORTS

The “Reports” menu allows generating and printing what has been defined in the locking plan,
that is to say, users lists, doors lists, locking plans for users, etc.

& TS1000 Version 6.04.04 : Access Control

Inorder toaccess the “Reports” screen,
on the TS1000 main screen, click

“Reports”.
Users XF]1Openings
Doors M{® Auditor
Hours @}1 Operators
[VEYSME " \% | Reports
Keys/Cards Rggfa Wireless
p.p. B setup
6 Logout
& Reports List
. . . [oore list
The following screen is displayed: Users list

Tirmezones list

All the types of reports which can be Door Statas fist
printed are displayed on this screen. Halidays ls

Uszers form

Locking nlan of doars
Locking nlan of users

There are three different types of proc-
esses to be followed in order to print
successfully, depending on the type of
reportselected. Each of the three types
is explained below.

| BFit | | o Cose |

Doors List, Users List (Type 1)

& Export B @

IftheDoorsListorUsersListisselected

and the “Print” button is clicked, a e ennin:

screen is displayed where three op- @Outpuuo'primer

tions areshown: O Exportta ASCIIfile

e OQOutput toprinter (O Exportto Excel file

e ExporttoASClifile

* Export to Excel file | Xcancel | | oK |
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@ Report Preview :
Y] e W & HE o

If the option “Output to printer” is

Thumbhiails | Search Results

selected, a screen is displayed with a
preview of what will be sent to the
printer.

By clicking the “Print” button, the infor-
mationissent to the printer configured
forthis purpose, whichcanbe modified
with the “Printer Setup” button.

&3

v

Page 1 of 1

Iftheoption “ExporttoASClifile” isse-
lected and the “OK” is clicked, a window
is opened which allows selecting the
doors (or users) you want to be dis-
played on the list. By default, all the
doors (or users) selected are displayed.

After selecting the doors (or users)
you want, click “OK”.

0 not selected

Doors Selection rz]

11 selected

[BElevator
‘# Main entrance
|#’Management

' Marketing

|2 office 1
: iimofﬂce 2
:
[Office 4
‘("’L"ParkinE
1l

Group

¥ Office 3
;
f Office S

Technology Type E

Door Type

T

After clicking “OK”, a window is dis-
playedrequestingthelocationtowhich
to save the “Doors.dat” (or “Users.dat”)
file.

Ifyouwish, thename of thisfilecanbe
changed.

If the option “Export to Excel file” is
clicked, something similar to the pre-
vious case happens, that is to say, a
window is displayed for selecting the
doors (or users) you want and, after
makingtheselectionandclicking “OK”,
another window is displayed for se-
lecting the name and location of the
file to be saved.

V 09/2016

Export to ASCII file k.
Lookin: | D data 9 oo
L
My Recent
Documents
@
Deskiop
My Documents
My Computer
]
My Network
Places T v [ open |
Files oftype: ‘Texﬁue (*DAT) v ‘ [ Cancel ]
Youwantto :
() Outputta printer
() Exportta ASCll file
(®) Exportto Excel file [%
[ X Cancel ] l V' OK l
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If, in the “Reports” window, any of these
reports is selected:

e timezones list,
¢ door stateslist,
¢ holidays list,

and then “Print” is clicked, a window is
displayed showing a preview of what
will be sent to the printer.

Timezones List, Door States List, Holidays List (Type 2)

& Reports List

Doors list
|sers |ist

Door States list [g

Holidaws list

Doors form

Users form

Lockina nlan of doors
Locking nlan of users

| &pin | [ o Close |

The window showing the preview

& Report Preview :

] ee=s=s W S8 B

Close

| ThumbNails || Search Results

allows configuring the printer with
the “Printer Setup” button.

In order to print, click the “Print” button

By means of the corresponding but-
tons,itallowsconductingsearchesfor
specificpagesandtexts, whichallows
you to select what you want to print.

List of Time Zones

nn Tem

mmmmm
mmmmmm
o

~

Page 1 of 1

Save report @[Xl

It also allows saving reports, in *.QRP Sevein: |3 Smartair TS1000 v o rm-
format, aswellasopeningotherreports B |Breee
which have been previously saved. Hocinane [k pieng
Ddal

This is done with the “Save Report” D?;ﬂp Sypelin
and “Load Report” buttons, respec-
t]vely- My Documents

Mndr;lputar

MyNetwork | [1lename: ‘ v [ sae |

Flaces Save as type: ‘OuiCkREpoﬁﬂ[E("QRP) v I Cancel ]
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Doors Form, Users Form, Locking Plan for a Door, Locking Plan for a User (Type 3)

@ Reports List

If, in the “Reports” window, any of these
reports is selected: Boors list

sers list
Timezones list
Dioor States list
Holidawys list

e doors form,

e usersform,

. Users farm
¢ locking plan for a door, Locking nlan of doars

Locking plan of users

¢ locking plan for a user,

and then “Print” is clicked, a window is
displayed which allows selecting the
forms (or plans) you want to be dis-

played on the report.
[ Print l [ « Close ]
Doors Selection X
On this screen, the doors (or users) Zroteelesad eneatd
whose formsorlocking plansyouwant | E#evator P omeez [
‘P Main entrance 12 Office 3
to see are selected. ¥ Management efoffice 4
I Marketing ‘f‘ Office 5
2 Office 1
F‘arl::u‘u]
After the selection, click “OK”. ¥ arehouse

Nlalnltbia

Group
Technalogy Type l: [k

Door Type l—]—v

[X_Qancel] [ ¢ 0K l
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@ Report Preview :
After clicking “OK”, a window is dis- ER L
playedwherethepreviewof what will | searchresis
be sent to the printer is shown. -

i
£

88 (=N~ Close

Justlikeinthepreviouscases, itispos-
sible to conduct searches, configure
theprinter, savethereportorloadan-
other one which has been previously
saved.

In order to print the report, click “Prir

Inorder to exit without printing, click
“Close”.

Page 1 of 2

TheAuditorisatoolresponsibleforrecording, intheformofadatabase, absolutelyall theactions
which the different operators perform in the TS1000 management software, which allows
filtering and viewing as desired.

B TS1000 Version 6.04.04 : Access Control
In order to access the Auditor, click
“Auditor” on the main screen of the
TS1000.

Users 2] Openings

Doors 4 S¥\Wlelivels N

Hours @3y Operators

Matrix [ @ Reports

Keys/Cards Rggfa Wireless

P.P. @* setup

® Logout
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The following screen is displayed: ™ Auditor
Ol ———
Goesn [
Date Time PC Opera.. Task Referred to :
. . L|19/01/2017 192521  RROTS-DB41BD9F4TS1000 Maodify door Warehouse -~
Onthisscreen, all the operations car- Tlis//2017 192552 RROTSOBATEOSF/TSi000 My coor oncet
. . |_|19/01/2017 192606 RROTS-DB41BDIF4TS1000 Maodity Configuration
r]ed Out On the TS1 000 are d]splayed [ 197012017 1927.05 | RROTS-DB41BO9F/TS1000  Modify door Office 1
_lﬂ/ﬂ\/ZﬂW 192847 RROTS-DB41BOIF/TS1000 Maodity door Office 1
19/01/2017 192855 RROTS-DB41BOIFTS1000 Maodify Configuration
n ChronOlog]cal Order' :m/ouznw 192920 RROTS-DBAIBOYFATSI000  Modify door Office 1
_1910‘/30\7 193232 RROTS-DBA1BOIFATS1000 Modiify door Office 1
il 19/01/2017 193357 RROTS-DB41BDIFTS1000 Maodify door Office 1
_]19/01/2017 19:3409 RROTS-DB41BOIF4TS1000 Modify door ‘Warehouse
|_{19/01/2017 193648  RROTS-DB41609F/ TS1000 Modify user Ann
. . . . 19/01/2017 193651 RROTS-DB41BDIF TS1000 Modify user Chares
The following information is shown: oot 53656 |RTS 0B E09% TS0 oc; e
1907207 193701 RROTS-DBA1B0IFATS1000 Modity user Beatrix
. ‘I']/DVZDW 193706 RROTS-DB41BDIF/TS1000 Modify user Hugh
° Date: date When the operat]on |_|19/01/2017 134115  RROTS-DB41BOIF4TS1000  Modify operator Frede
. _|9/U\/20‘7 194653 RROTS-DB41BOSF4 TS1000 Modiy user Ann
_19/01/‘20\7 194739  RROTS-DB41BDIFTS1000 Encode user Key/Card Ann (02/02/2017)
Was carr]ed OUt. 19/01/2017 1951:40 RROTS-DB41BDSFTS1000 Logout TS1000
4 v
¢ Time: time when the operation s E
was carriedout 1823 registers [IScroll suomaticalyto last event

¢ PC:computerwhere the operation
was carried out. This information is
very useful when the site is on a
network.

¢ Operator: name of the operator
who carried out the operation.

¢ Task: operation carriedout.

¢ Referred to: what was actually
affected by the operation carried
out.

Just as with the Opening Register, filters can be applied to the information in the Auditor file.

By selecting the option “Selection”, [

the “Filter” button isenabled inthe | @ sslection
field “Filter”.

® Select Auditor's fi...|= |3
When clicking the “Filter” button, the {:] @

Date [ Time
From  |17/08/2016 | | From  [00:0000 |

This screen allows applying filters: = oz ||| To 235959
e byDateand Time,

following screen is displayed:

Filter

» by Operator, @ None (O Per Tasks
() Per Operator (O By Doors
* by Tasks, By

e byDoors.

&

@ Filter! [ X Cancel H o OK j

Thewaytoproceedissimilartotheone
corresponding to the Openings menu,
explained in “Analysis of the openings
collected” on page 158.
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K.6  LOGIN AND LOGOUT

@ TS1000 Version 6.04.04 : Access Control
Clicking “Logout”, onthe mainscreen

and finishes the session in progress, SSMARTAIr

but without closing the programme.

Users R[] Openings

All the options from the main screen
are disabled and, as a result, it is not
possibletoaccessanymenu, although Hours @3¢ Operators
the screen remains open.

Doors W& Auditor

Matrix @8 Reports

Inaddition, the “Logout” buttonturns Keys/Cards Rl Wireless

: “« in??
into “Login”. p.p. B setup

Ifyou want to use the software again, & TS1000 Version 6.04.04 : Access Control

it is necessary to start a new session,
NSMARTAIT

by clicking “Login”.
Users X[ ] Openings

Then, awindow is displayed requesting
an “Operator Name” and “Password”.

Byenteringthe OperatorNameandits
corresponding Password, the corre- Doors W2 Auditor
sponding session will be started, with
theaccess levelscorrespondingtothe
Operator whose name and password Matrix [ @ Reports
have been entered. F

Hours @3¢ Operators

Keys/Cards Bedn Wireless

p.p. B/ setup

Only the buttons whose options are
accessible to the operator identified
will be enabled, according to their
access levels.
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K.7

LOGOUT

Site management

In order to exit the programme, click
the “Exit” button, which closes the

main window.

This is the correct way to leave the
programme.

& TS1000 Version 6.04.04 : Access Control

V 09/2016

6 Logout

SN SMARTAIr

Users XF]Openings
Doors ™ Auditor

Hours ély Operators

Matrix [ 8§ Reports

Keys/Cards Bz Wireless

BB E/’Setup
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K.8 SITE MANAGEMENT THROUGH THE WEB

It is also possible to manage the site by means of the Web application, without accessing the
TS1000 software. For this purpose, it is necessary to have the GlassFish service installed and
running.

The Web applicationis accessed through the following URL address:
https://host:8181/TesaSmartairPlatform

NASMARTAaIC" Language: [EN 7]

Your Access. Your Control.

The application is accessed through
an operator (User and Password) de-

fined in the TESA - SWARTair TS1000

application. User.
For more information on the User and Rassword,
Password, see “E.1 Operator Name and Cancel || Ok

Password” on page57.

NSmARTAIr” Operator: TS1000  [Logout]

Your Access. Your Control.

Bymeansofthisapplication,itispossible Atone 2Users 8D0ors B Lockingan' N Wreless @Hours 4 Openings BAUL AAStive Alers B) 4 Opions
toaccess the systemmenus, similarly to
how this is done in the TS1000 applica-
tion. The following menus are available:

e Users

b
0

¢ Doors

e Matrix

¢ Wireless

J,I

e Hours

e Openings
e Auditor

© ASSA ABLOY, the global leader in door opening solutions

e Active Alerts

e Settings

Users menu

By meansof thismenu, itispossibleto |- artar P—————

see the forms of the systemusersand, ML SIS,

#Home 2Users @8Doors @LlockingPlan M\Wireless @®Hours #Openings @Audit AActive Alerts [0} 4 Options.

in addition, you can:

+  Add User List of system users

e Add User Gory @O @ 090N G
—  Delete User user & Group & User ID & Gard ID &
. Sync Expiration &
* ViewU twond
1ew User e a4 ann central 7c27R101 02/02/2017
4 Charles Central AC490101 09/11/2017
. Delete User M Ferdinad Kent Central 4C400201 05/04/2017
4 | Martha Central
4 Beatrix General 4cD79301 02/03/2017
e E D
xport Data A

For more information on thesefunc-
tions, see “F.2 “Users” menu”on page 69.
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Doors menu

This menu allows viewing the doors
defined in the system and, addition,
you can:

¢ AddDoor
e View Door
¢ Delete Door
* Export Data

For more information on thesefunc-
tions, see “F.3 “Doors” menu”onpage74.

Matrix

By means of the matrix, the users, doors
andhours arerelated, thus configuring
thelocking plan.

For more information, see “F.5 Matrix”
on page 86.

Wireless Doors

It will be possible to interact with the
wireless devices which have been con-
figured, the following operations being
available:

« Diagnostic: verifies thestateof the
wireless device of the door.

e Update: updates the wireless de-
vice of the door.

¢ SetTime:setsthetimeinthewire-
less device of the door.

¢ Openings: shows the events of the
wireless deviceselected.

¢ Open: opens the deviceduring the
opening time set in the menu of
the door.

¢ Passage: leaves the device open.

SAsSmMARTaIC” Operator: TS1000  [Logout]
Your Access. Your Control
#Home 2Users 80oors @lockingPlan N\Wireless @®Hours # Openings @Audit AActive Alerts (1) 4 Options
v aom aory FRET @ 00 G
~ Delete Door e Door & Sroup 2
B Export Data 4 Elevator Access
4 Main entrance Access
q Parking Access
- office 1 Floor 1
" Office 2 Floor 1
e office 3 Floor 1
N office 4 Floor 1
4 office 5 Floor 1
“ Warehouse Low Level
- Management offices
4 Marketing offices ¥
ASMARTAIl s Operator: TS1000  [Logout]

Your Access. Your Control,

#Home 2 Users 8 Doors @Locking Plan  NWireless @Hours A Openings @ Audit A Active Alerts 1) 4 Options

/' Edit Plan List of System Locking Plan entries ¢
4 Edit Multiple aorn E5ES B0 S axa
Group © User & Group & Door &

© Export Data s Access

- Central Ann Access Elevator @

- Central Ann Access Main entrance e

Ll Central Ann Access Parking [ ]

- Central Ann Floor 1 office 1 e

- central Ann Floor 1 office 2 e

- Central Ann Floor 1 office 3 e

- Central Ann Floor 1 office 4 e

- Central Ann Floor 1 office -] >

‘ »

ASMARTAIl |—"‘ Operator. TS1000  [Logout]

Your Access. Your Control.

#Home 2Users @Doors @LockingPlan MWireless @Hours & Openings GAudit A Active Alens 0) A Options:

Diagnose
Update
Set Time

Openings

Door

Select a wireless device and click on the operation buttons below

oot aord PO @ F9E G

Group &

Mode  State Blocking  Privacy

Open

Offices

Standard

Passage

Close

=22 v O o a

Block.

> Unblock

¢ Close: closes a device previously left open.

¢ Block/Unblock: blocks or unblocks the device, allowing only the authorised users (with the

&) Management

mode

parameter “Can open blocked doors” enabled) to open the door.

Battery  Signal

] 2

For more information on these functions, see “J.3 Management of wireless devices” on page 150.
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Hours

The “Hours” menu allows configuring |y smarTar: opeaor T51000 g

the different timetables whichwillbe
used to define the locking plan.

Timetables
© Timetables pr————

Timetable: Offices v @ Save + New — Delete

# Changes

Formoreinformation, see “F.4 “Hours” ) et

$Upd:Modes From To:  Days
” fr—
menu” on page81 . os0C 1800 (“Mon | Tue | wea |[mmu |[TFi || sat || sun || Hor
From: To: Days:

Mon  Tue  Wed Thu | Fi  Sa  Sun  Hol

From; To: Days:

Mon | Tue Wed Thu | Fi  Sa  Sun  Hol

From To:  Days:

Mon | Tue  Wed Thu | Fi  Sa  Sun  Hol

From; To:  Days:

Mon | Tue  Wed Thu | Fi  Sa  Sun  Hol

Openings

Theeventsofthedoordevicesareshown | cmarTar: opaor Ts1000 g
inthistab, it being possible to apply fil-

#Home 2Users @Doors @lockingPlan NWireless @Hours A Openings G Audit A Active Alerts ) 4 Options

ters.
J E:::::ri Openings: 0 (Lo 1) gg e axa s
For more information, see “K.3 Open- NEHHE
ings” on page156.
Auditor
The Auditor shows all the operations |y=smarTar- opersor 51000 (Logou]

carried out in the system, as well as A St

#Home 2Users @Doors @LockingPlan NWireless @Hours #Openings @Audit AActive Alerts (0) 4 Options

who has carried them out.
:: E:::;:S Audit -,5 Live View

e (DE 0000000000 B8

® Export Data

Machine & User & s Referred to &
s N O e 1 e SR PR bl
. ) v di
For more mformat1on, see “K.5 Auditor e
01/18/2017 M . RROTS-DB41BDOFA System Operator Modify user name Carlos -> Charles.
on page 168. ooy | 525 | worsoonmos | syemommm | wodtvmer | on
508:33 7
01/18/2017 M RROTS-DB41BDOFA System Operator Modify user name Ana->Ann
502:23 Modify
01/18/2017 M RROTS-DB41BDOFA System Operator Configuration
502:23 Modify PC g
01/18/2017 M RROTS-DB41BDYFA System Operator Configuration RROTS-DB41BDOFA
~ 5:00:24 RROTS- o Ervor _— TR i
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Alerts

AllthealertSWh]ChareaCt]VeareShown NSmARTAIr" Operator: TS1000  [Lagout]
on th'IS screen. __ Your Access. Your Conrol.
The possible alerts are the following: “aHoms 2Ussrs 80oors BLocking P NWieless @Houre # Opanings GAut AAciva Aler B) 4 Optons

. @ Reset Alerts S AaweAes
¢ Very lowbatteries e gemEm

< Date Time < Door & User & Operation &

¢ RF module in Always Awake mode Norecords found

¢ Real time clock unsettled
e Low batteries

¢ [Intrusion

¢ Door leftopen
e Duress opening
e Power onreset

¢ Watchdog reset

* Reset
Settings

° E'mail notiﬁcations: NSmMARTaIC" Operator: TS1000  [Logout]

Your Access. Your Control

Th]S a l lOWS def'l ni ng one or more ( toms 2 Users @Doore WLockingPlan NWireless @Hours #Openings QAU AActiveAlena D) & Options

e-mail addresses for receipt of no- SR | Nourcators
tificationswhencertaineventstake | o o sumnontcasons iy e

place at given doors. T N

For this purpose, firstof all, write the | CZ M "‘ =
e-mail address where you want rabdd

to receive the notifications in the s el

field “User e-mail” and click Add. e SRR
The e-mail address will be displayed S P————
in the column on the left. S

If youwish, youcanrepeat the proc- P .
esstoaddmore e-mailaddresses. ' '
Then, in the column on the left, n
select the e-mail address, in the

central column, select the door and, in the column on theright, select the events desired.
Thenotificationswillbereceivedattheaddressselectedwhentheeventsselectedtakeplace
at the door selected.

Finally, click the “Save Changes” button.
If you wish, repeat the process with another e-mail address.

NOTE: for this setting to be available, the option “Enable applications for mobiles” in the
“Licence” tabof the “Setup” menu of the TS1000 must be selected (for moreinformation, see
section “Licence” tab on page 59).

* Language: allows selecting the display language.

e Common PINs: allows defining a maximum of 7 common PINs. For more information, see
“Common PINs” tab on page 65.
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L — Other Functions

(19} d ¢ Te 11 Tt 1o o T PPN 179
Special FUNCLiONS (SEtUP MENU) ...cuuieieeiieiiiiiieiiecreirereieeereceesrassaessnsssessansannss 179
USE PMS iNteIfaCe ..ttt it i i iiceeeeeeeeaaaaannns 180

[WoTel G-I \U e | o o - | PN 181
PrOXIMITY SETUP ettt ittt iiiieeeeeeeeeeeeeeeeeeeenannnnnes 181

PP asks for password to collect openings ........cceeeeiiiieiiiiiiinnnnnnnnn.. 181

Disable eVeNt regiSter ....viiiii ittt eeeenaaas 183
Manage staffcard COPIeS «.vvuuuiiiiiiiiii et eeeeeeas 184
Manage Esc/Return feature (only available in the SMARTair series) ....... 186
Proximity IntelligentEnergy Savers ......vuvuiiiiiiiiiiiiiieieeeeeennnnnnnnn. 187
Deactivation of the Authorisation Key ......ccccveieiiieieiieiiitieirececrececrececeracannees 188
Use of the Authorisation Key ......ccoiiiiiiiiiiiiiiiiiiiiiii i 188
Deactivating the use of the Authorisation Key tousethePP ............... 188

“Does NOT need Authorisation Key to activate staff keys” option ......... 190

Other credentials... ... ieiiiiiiiiiciicirircirrctrc e reeerecesesassesecassesassesnssasanns 192
Blocking keyor Card ........eveeiiiiiiiiiiiiiiiiiiiiiiiiiiiiiieeeeeaeaaannns 192

Blocking a door with the Blocking Credential ..........ccccvvveeeiiiiiniiiiiiecennnnn, 193

Unblockingablocked dOOr .......coueveeiiiinirieiesc e 194

High TrafficCancellingCard ......ccoviiiiiiiiiiiiiiiiiiiiiiiiiiiii e eeeeae 194
INTEWIreless Card. . .couvieiiiiiiiiiii i ittt r e e e ee e e eeeaaas 195
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Other Functions

L— OTHER FUNCTIONS

L.1 INTRODUCTION

TheTS1000 Access Control Software has several functions which are not used frequently, butare
of great interest on many occasions.

Some (_)f them are characteristic of cer- - [oEr SV (=19
tain sites and, where needed, they —n

become essential throughout the
lifespan of the site. Asaresult, they are
generally configuredduring start-up.

Otherfunctionsmaybenecessaryonly Users X1 Openings
on certain occasions, or for given users
of the system, and, thus, remainavaila- Doors MR Auditor

ble for use at any time.
H §3¢ Operator
This chapter describes what all these ours @+ OEEEEE

functions mean and how they work. Matrix [l @ Reports

Keys/Cards Rggfa Wireless

Bl ™ O\ Setup

8 Logout EXIT Q .':

L.2 SPECIAL FUNCTIONS (SETUP MENU)

If the TS1000 is accessed with the Op-
erator Name and Password related to
setup and maintenance (provided by
the Technical Service of TESA), two
more tabs are displayed in the Setup

®System Setup

| Grant Names Comrman Ping H Extra Fields || 150 Tracks H Special Key/Cards |

General License I_rFa':”W H Operators Levels || Local PC ” MNetwark ” “Wireless |

Facility cade AAAAAAAA

hdairnum number of doors inthe system

menu: “Licence” and “Facility”. OUpta1d OUpto3d OUpta?s (@ Nolimit
rReading Technologies— |~ Proximity Type
ovinder (O Prox 15693
. Magnetic (@) Mitare
These two tabs are norrpally hidden, ]Pranimity O Desire
since the functions defined here do
not tend to be modified once the sys- .U e )
Automatic card updaters
tem has been set up. Audit openings
[¥] Modify locking plan
. . | b Wirel d WA icall date Wiral d
Basically, the “Licence” tab allows de- | Serestesioos
fining the technology which is to be
used in the site. In general, it is only Ty @ Ostsure | Seiectearid |
necessary to configureitonce, during [F[Menags cebinstiocks
Start-up_ Th]s tab '|S descr] bed '|n ”Li- [ Manage safes ["]Enable Mobile phone Apps and mail &
Cence” tab on pagesg. [[IManage Antipasshack
X Cancel ] L o 0K ]
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The “Facility” tab allows defining a
series of special functions which will
onlybeusedincertainspecific cases.

These functions are the following:

¢ Use PMSinterface

¢ Lock’s Audit trail

* Proximity setup

¢ PPasksforpasswordtocollectopen-
ings

¢ Disable eventregister

* Manage staff card copies

* Manage Esc/Returnfeature

¢ Useenhancedencryptionforprox-
imity cards

¢ Proximity Intelligent Energy Savers

Thesefunctionsaredescribedbelow.

Use PMS interface

On the market, there are systems for the

B System Setup

Grant Names Comron Ping Extra Fields 150 Tracks Special Key/Cards
General License | Facility ‘ Operators Levels Local PC MNetwork | Wireless

[JUse PMS interface Serial TCR UorP SEL/TLE

[JUse On-line doors Autornatically update ondine doors

Lock's Audit trail
() standard (@) Extended

Proxirmity setup

[ Mifare Setup

Card ID format: (®)Hex () Dec

Card ID bytes arder: @) MSE (OLSE

[C1PP asks far password to collect openings
[Disakle eventlog

[[IManage staff card copies
[ Manage Esc/Retumn feature

Uge enhanced encryptage for proximity cards

Magnetic Intelligent Energy Sawers @ND OBaS\C

Proximity Intelligent Energy Savers @ No (Basic

lxgancell [ W oK l

management of buildings depending on their use. That

istosay, therearesystemstomanagehospitals, schools, hotels, etc. Thesesystemsare calledPMS

(Property Management Systems).

Itmaybe the case that, in the building
where the TESA Access Control sys-
tem isintended to be installed, there
is a PMS or there are plans to install
one, so that the end user does not
want to manage the access control
systemfrom the TS1000software, but
rather prefers to manage it from the
PMS management system itself.

TESA Access Control offers the possibili-
tyofintegrating the TS1000systemwith
anymanagementsystemonthemarket.
For this purpose, acommunication pro-
tocol is provided which describes how
tointegrate certain actions.

For more information, contact your
distributor.

V 09/2016

& System Setup

Grant Names Common Fins Exdra Fields IS0 Tracks Special Key/Cards
General | License ‘ Facility ‘ Operators Levels | Lacal PC | Metwork | Wirsless

[JUse PMS interface % Serial TCP LUDF SSL/TLS

[JUse Or-ine doors Automatically update on-line doors

Lock's Audit trail
() Standard (®) Extenced

Froximity setup

@ Mitara Setup

Card I[Dformat: @) Hex  (O)Dec

Card ID bytes order . (@ mMsB (O LSE

[]PP asks for password to collect openings
[ Disable eventlog

[IManage staff card copies
[Itanage Esc/Return featurs

Use enhanced encryptage for proximity cards

Magnetic Intelligent Energy Savers ® Mo () Basic
Proximity Intelligent Energy Sawvers @ Mo () Basic
i x Cancel ] I J QK }
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Lock’s Audit trail

The field “Lock’s Audit trail” allows choosing between two settings: Standard and Extended:
e Standard Lock’s Audit trail: the doors can store a maximum of 1,500 users and 600 events.

¢ Extended Lock’s Audit trail: the doors are capable of storing a maximum of 1,000 users and
1,000 events.

Proximity setup

This field allows configuring the cards (Mifare or Desfire) to calculate how many events and
locking plan crosses are stored, as well as for multiple application with other systems.

PP asks for password to collect openings

Withthe Portable Programmer, itis possible tocollect theeventregisterstoredinthe electronic
cylinders, locks and/or wall readers.

After collecting the information, there are two possibilities:
¢ Viewing the event register in the Portable Programmer.

¢ Transmitting the information to the PC to view it from the TS1000.

When the event register of a lock is read, it remains unchanged, that is to say, it is read, but not
deleted. Forthisreason, thereadingof eventsfromthelockbymeansofthePortable Programmer
does not require, in principle, any additional security measure, that is to say, it does not require
the use of the Authorisation Key.

However,itispossibletointroduceasecuritymeasureforthiscollectionof eventsfromthelocks,
whichinvolves using a password. This password matches that used for Emergency Openings with
the Portable Programmer, which is assigned in the “PP” menu of the T51000.

Inorder to establish this password requirement, carry out the following steps:
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w ” e e = System Setup _
1 Inthe“Setup” menu, “Facility” tab, : :
Grant Names ” Cormrnaon Pins || Extra Fields ” 150 Tracks || Special Key/Cards ‘

t]Ck the Optlon “PP aSkS for pass' General ” License | Facility | Operators Lewels || Local PC ” INetwark ” ‘Wiraless ‘
word to collect openings”.

[JUse PMS interface Serial TCP UoF SEL/TLE
[Use Or-ine doars Autornatically update ordine doors
s “« ”» :
2 Click “OK” to accept it. Lock's Audittrail
() Standard (® Extenced
Proxirmity setup

[ Mitare Setup Card ID format: ®)Hex () Dec

Card ID bytes arder: (8)MSE (LSE

PP asks for password to collect Dpenings%
[ Disable eventlog

[IManage staff card copies
[ |Manage Esc/Return feature

Use enhanced encryptage for proximity cards

kagnetic Intelligent Energy Savers @ No () Basic

Praximity Intelligent Energy Savers (@ No () Basic

ixgance\] [ o Ok _|

3 In the “PP” menu of the TS1000,
“Password to open doors” field,

Send Doors to PP ‘ Initialize doors
type the password. o i
(O Doors Selection A b 5 tio [¥]Open doars
Oai [V] Open safes
4 Inthat “PP” menu, click the “Send Viewdoors sortedby: | Group 5 || [AUpats fimwere
Data to PP” button. Before this, PP deta expirtion: (zamiem7 (v (2359 2 S.e icpenngdensios
= Iew openings
connect the PP to the PC and turn Passwordtoopendoors: ik | Fleerirss
.It on [[]Send PP data to file
l @ sendDatato PP ] l @ vrite PCToLock File J
l @ GetData from PP I l @ Read PCToLock File ]
LIWARNING: the password, just like b
the other parameters in this win- PCToLeck
dow, isnot stored in the system. It
is only used for it to be sent to the

PP, whereitactuallyisstored. The
next time this window is opened,
the default values will be shown
again.
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Disable event register

In some countries, regulations forbid recording any permitted access, except when itis carried
out by means of a PIN (Personal Identification Number) code. That is to say, except when the
opening of the door is carried out with the combination of card and keypad.

Forthisreason, the TESA Access Control programme offers the possibility of “Disabling the event

register”.
®System Setup = |O]|%K]

In Order to dlsable th]s reg]SterJ t]Ck | Grant Names || Camman Pins ” Extra Fields || IS0 Tracks ” Special Key/Cards |
the Option “Disable event register” General | License | Faciity | OperstorsLevels | Local PC | Metwork | Wireless |
and, then, click “OK” to accept it. [ Use PMS inferiace g (O UBE -

[[JUse On-line doars Automatically update onine doors

O

Lock's Audit trail

() Standard (@) Extended

Proximity setup

Card ID format: (@) Hex (O Dec

Card ID bytes order: (@)MSB (LSE

[C1PP asks far password to collect openings

[V Disakle eventlog %
[Itanage staff card copies
[[Manage Esc/Retum featre

Use enhanced encryptage for proximity cards

Magnetic Intelligent Enargy Savers @ No (CBasic

Froximity Intelligent Energy Savers ©ND OBaS\C

lxgancell [ ' oK l

Whenthisoptionisselected, two things
happen:

= pp : (=] {

s e s
¢ The option “View openings” is dis T— T Hmize coore

abled in the Portable Programmer | @notUpdated [¥] Update doors

(this optionis selectedinthe “PP” | ©DowsSelecion sel=cton ||| ] 0pen doors

menu of the TS1000). Sl [Z10pen stes
View doors sorted by : m‘ Update firmware

Read openings from doors

PP data expiration : 28/01/2017 v | [235_93;‘ o
» Intheeventregisterof the TS1000 | Passwordito open doors: \ Plaeii: 2
software (“Openings” menu), the | [sendPPdatatofie

permitted accesses of the users

are not recorded . E @ sendDatato PP j [ @ \wiite PCToLock File l
l @ GetData from PP l l @® Read PCToLock File I
|
PCTo Lock
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Manage staff card copies

Bydefault,inthe TESAAccessControlsystem, itisnot possibletomake copiesof credentials, that
is to say, each user is unique and exclusive.

This means that it is necessary to define each and every one of the system users, regardless of
whether or not they have the same locking plan (even if they will enter through the same doors).

Therefore, for each user defined in the system, there is a unique credential:
¢ User1->Credential1

e User2->Credential2

¢ User3->Credential 3

* Etc.

This way of managing the site allows adding the possibility for the locks to cancel a lost and/or
stolen credential automatically to the system.

Should a user lose their credential, in order to cancel that credential and assign a new one, you
only need to encode a new credential for that user (the old one becomes invalid automatically).
This operation does not affect any other user in the site.

However, the obligation of having to define each and every one of the users of the site may be
somewhat inconvenient for some sites.

Consequently, the system allows making copies of credentials, that is to say:
¢ User1->Credential 1

¢ User2->Copy1Credential1

¢ User3->Copy2Credential 1

¢ User4->Copy3Credential 1

e Etc.

184 V 09/2016



Other Functions

In order to be able to make copies of
credentials, tick the option “Manage
staff cardcopies” inthe “Facility” tab

B System Setup | |

| Grant Names || Comron Ping H Extra Fields || 150 Tracks H Special Key/Cards |
General ” License | Facility ‘ Operators Levels || Local PC ” MNetwark ” “Wireless |

of the “Setup” menu.

LIWARNING: take into account that,
when working with copies of
credentials, if a new credential is
encoded, the previous credential
iscancelled, aswell asallits copies.
That is to say:

New Credential 1:

Cancels Credential 1

Cancels Copy 1 Credential 1

Cancels Copy 2 Credential 1

Cancels Copy 3 Credential 1

Etc.

[IWhen working with copies of
credentials, the copy number is

[JtUse PMS interface Serial TCR UorP SEL/TLE
[JUse On-line doors Autornatically update ondine doors
-
Lock's Audit trail
() standard (@) Extended

Proxirmity setup

[ Mifare Setup

Card ID format: (@) Hex

O Dec

Card ID bytes arder: @) MSE (OLSE

[C1PP asks far password to collect openings
[Disakle eventlog

[¥] Manage staff card copies %
[ Manage Esc/Retumn feature

Uge enhanced encryptage for proximity cards

@ No O Basic

Magnetic Intelligent Energy Sawers

@ No (Basic

Proximity Intelligent Energy Savers

reflected in the event register.

lxgancell [ W oK l

When the option “Manage staff card
copies”inthe “Facility” tabof the “Setup”
menuisenabled, thebutton “Copy” is
displayed in the “Users” menu of the
TS1000, which allows making copies of
the credential of that user, as well as
the field “Encoded copies”, where the
number of copies encoded from that
credential isdisplayed.

<

B Users List (=]

=]

Central Data | (ﬂoné Gram;
IS : ; ‘
@ Charles Naiis ‘Ann
@) Ferdinad Ke — _ s |
€ Marths - o
General Technology Card oxi
@) Beatrix Group [Centrﬁl v ]
d ; Card ID 7C27A101
UserID [ ]
Expiration Date [02/02/2017 17:10 Encoded copies|0 |
Activation Date [1e/042016 | [F] [1650 |
Keypad code I l X Cancel Card
e

LgMatﬁx H # Find I[ ' Close J

Busers

V 09/2016
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Manage Esc/Return feature (only available in the SMARTair series)

In some European countries, regulations demand that when a user opens adoor from the inside,
it must remain in a state which allows it to be opened from the outside.

The door must remain in this state during the time the user needs to get out of the room, reach
the nearest emergency door and get back into the room.

This function is called “Esc/Return”.

B System Setup

In Order tO enable th]s funCtionJ t]Ck | Grant Names || Camrnaon Ping H Extra Fields || 150 Tracks H Special Key/Cards |
the Option “Manage Esc/Return fea- General | License | Facility ‘ Operators Levels | Local PC | Mewark | Wireless |
ture”inthe “Facility” tabof the “Setup” [Use PMS intettace T UBE -
menu.

[JUse Online doors Autornatically update ondine doors

-

Lock's Audit trail
Click “OK” to accept it. O stancard @ Extended

Proximity setup

Card ID format: @) Hex (O Dec

Card ID bytes order: (@138 (LB

[C1PP asks for password to collect openings
[]Disable eventlag

[tanage staff card copies
[¥]Manage Esc/Return featurs [%

Use enhanced encryptage for proximity cards

Magnetic Intelligent Energy Sawvers @ No (O Basic

Prowitnity Intelligent Energy Savers @ No (O Basic

[xgancell [ o 0K l

@ Doors List @@I@
|

Whenthe function “Esc/Return”isena- | = ge== Name Main entance
bled, the field “Activate Esc/Return” is UEEEE | croup ccess =
displayed inthe “Doors” menu, which e ;!nu:? Technology Type | SMARTair Escutchean v
allows enabling the function for that L cne DoorStates | [ |E
door, aswellas thefield “Indefinite”, o Peggires Grant: L 4
which allows leaving the dooropen |= Lowiew Seeniine 1 .
o P g N « p ¥ Warehouse Common Keypad code \ ‘
indefinitely and the field “Duration |= ofics : =
. » . . 1 Management ngh Traffic door |:|ana|:y overtides passage
(1...4min)”, which allows selecting the P Matke
time it will remain open.
[V] Activate Esc/Return feature [Jindefinite Duration (1..4 min) :L
Calendar [>s ‘ Default e

[CIRegisters intemal handle

[[]with pushbutton
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Proximity Intelligent Energy Savers

& System Setup E”E‘@

i Grant Names I Emmnn Pins | ExtaFields | IS0 Tracks jpidal @YJCards \
| General | License J, Facility \ Operators Levels Local PC | Network | ‘Wireless |
[[JUse PMS interface Serial TGP UDP SSL/TLS
: « s :
If the option “Basic” is selected, the in- T -
formationnecessarytousetheenergy Update every 01h 00 g
1 i i Lock's Audit trail
savers, if they are present in the site, o i e
will be encoded in the user cards. Podmiysewp
CardIDformat: @ Hex (O Dec
Card ID bytes order: @MSB (OLSB
|:| PP asks for password to collect openings
[[Disable eventlog
[[IManage staff card copies
For more information, refer to the cor- S ——
respgn¢ng instruction manual of the [ Wes shronesserch piaga bt prohio oo
Proximity Intelligent Energy Saver.
tagnetic Intelligent Energy Savers ®No O Basic
Proximity Intelligent Energy Savers @®No %Elasil:
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L.3 DEACTIVATION OF THE AUTHORISATION KEY

Use of the Authorisation Key

In the first place, it is worth highlighting the importance of the use of the Authorisation Key as
a security measure.

However, itisunderstandable that, for certainsites, its use may be inconvenient or unnecessary
as a security measure.

Therefore, the use of the Authorisation Key may be deactivated in the system, for one or more
operators levels. In this way, there may be operators in the system requiring the use of the
Authorisation Key and, in turn, others who do not.

Asasecuritymeasure, inorder todeactivate the AuthorisationKey, itisnecessarytoinsertitinto
the Portable Programmer, thus ensuring that only the individual who has this key can decide on
its deactivation.

Deactivating the use of the Authorisation Key to use the PP

®TS1000 Version 6.04.04 : Access Control I:HE\E]
1 OntheTS1000mainscreen, access
the “Setup” menu.

Users 2] Openings
Doors !E\Auditor

Hours @3¢ Operators

Matrix [ @ Reports

Keys/Cards Bggfo Wireless

[ ™ O Setup
K

6 Logout

« , & System Setup _
2 In the “Setup” menu, access the : _
‘ Grant Names H CommonPins | ExtraFields | 150 Tracks ” Special Key/Cards |

“Operators Levels,,tab- ‘ General || License ” Facility | Operators Levels | Local PC || MNetwork || ‘Wireless

Auwailable options for level

3 Selectthelevelyouwanttodeacti- bl oo

vate the Authorisation Keyfor (5in ¥, Tools . Plestars backup

v|Remote : Manage doors
v |Remote : Open/Close doors
the eXample). w|Femote : Update doors
v |Remote : Read openings from doors

AS yOU can See, the OptionS making v 'Wireless Tools : Change configuration

referencetotheAuthorisationKey = —

are nOt t.lcked Does NOT need Authorizing Key to use the PP

= e —|m
<

Does NOT need Authorizing Key to activate staff keys
v | Manage e-mail alerts
v|'WEE access -

[xgancell[ ¥ OK J
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4 Select the option “Does NOT need
Authorisation Key touse the PP”.

If the Portable Programmer was
not connected and powered on, a
messagewillbedisplayedrequest-
ing you to do this.

& System Setup

| Grant Mames || Common Pins | ExtraFields | 150 Tracks ” Special Key/Cards |
General | License | Facility ‘ Operators Levels ‘ Local PC | Mewark | ‘Wireless |

Avallable options for lewel :

V| Femote : Block/Unblock doors

V| Tools : Advanced functions

v| Tools : Restore backup

v|Remote : Manage doors

v|Remote : Openf/Close doors
v|Remote : Update doors

V| Remote : Read openings from doors

[

v|Wireless Tools : Change configuration

v|Encode Blocking Card

v|Encode High Traffic Cancelling Card

Does MOT need Authorizing Key to use the PF

Voes NOT need Autharizing Key to activate staff keys
V| hlanage e-mail alerts

v|WEB access

=

[X(_Dancell[ o 0K ]

5 A message is displayed asking you
toinsert the Authorisation Key.

Onceitisinsertedandrecognised,
the option will become “active”
and, therefore, the operators from
thatlevelwillnot needthe Author-
isation Key any more to Initialise,
Update and/or Open doors with
the PortableProgrammer.

& System Setup

| Grant Mames || Common Pins | ExtraFields | 150 Tracks || Special Key/Cards |

General | License | Fagility ‘ Operators Levels | Local PC | Metwork | ‘Wireless |

Available options for lewvel

A

Does NOT need Authorizing Key to use the PP

<]

Insert the key ... [% [ X Cancel ] [ « OF I

[]When desired, you can activate the use of the Authorisation Key again. The process is similar,
differing in that it is not necessary to insert the Authorisation Key into the Portable

Programmer.

will request the Authorisation Key, except in “Demo” mode. Deactivating the use of the

NOTE: every time you access the TS1000 software with the administrator operator, the TS1000 .
L

Authorisation Key is only used for operators, who will have to enter the software with the

password of the operator created.

V 09/2016
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“Does NOT need Authorisation Key to activate staff keys” option

Thisoptionallowsdeactivatingthe AuthorisationKeyfortheactivationofstaffkeys. Itonlymakes
sense for sites with electronic cylinders and keys.

@ TS1000 Version 6.04.04 : Access Control

1 Onthe TS1000 main screen, access
the “Setup” menu.
Users XF]Openings

Doors ™A Auditor
Hours @}y Operators
Matrix [ @ Reports

Cards g Wireless

6 Logout

& System Setup

‘ Grant Names ” Common Ping | Extra Fields | 150 Tracks ” Special Key/Cards |

General || License ” Facility | Operators Levels | Local PC || Metwork || Wireless

2 In the “Setup” menu, access the |
“Opel’atOI'S LevelS" tab. Auwailable options for level

v |Femote : Block/Unblock doors
v | Tools : Advanced functions
v | Tools | Restors backup

v Femote : Manage doors
v |Remote : Open/Close doors

v

= w e —] m
»

3 Selectthelevelyouwanttodeacti- B romote . U
4 . A :Update doors
vate the Authorisation Keyfor (5in S ReinoieER e e opehin S iomidonS
v |Wireless Tools : Change configuration
the exam ple) . | Encode Blacking Card
v | Encode High Traffic Cancelling Card

Does NOT need Authorizing Key to use the PP

Does NOT need Authorizing Key to activate staff keys
v | Manage e-mail alerts |
v|\WEB access I

[ xgancell [ o 0K J
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o @ System Setup Y [
4 Select the option “Does NOT need : :
GrantNames | CommonPins | ExtraFields | 1SO0Tracks | Special Kew/Cards |

Authorisation Key tousethePP”. General | License | Faciity | Operalorslevels | Local PC | Matwork | Wireless |

If the Portable Programmer was Pl lizeele
not connected and powered on, a
messagewillbedisplayedrequest-
ing you to do this.

Update doars

Initialize doors

Open doors

Open safes

Update firrmware

Read openings from doors

Remote : Leawve open/Close doors

Remaote : Block/UUnblock doors

Tools : Advanced functions

Toals : Restore backup

Remote : Manage doors

Remote : Open/Close doors

Remote : Update doors

Remote : Read openings from doors

Wireless Tools : Change configuration

Encode Blocking Card

Encode High Traffic Cancelling Card

Does MOT need Autharizing Key to use the PP
rizi aif k

A

<A | RERERERRERERREEEIRRE

WEB access

1=

[x(;ancm] [ & 0K ]

M System Setup

| Grant Names || Comman Pins Extra Fields 130 Tracks H Special Key/Cards |

5 Amessage is displayed asking you
toinsert the Authorisation Key. General | License | Faciity | Operatorslevels | Local PC | Metwork | ‘Wireless |

Onceitisinsertedandrecognised, Ausilabls options for level :

the option will become “active” E]
and, therefore, the operators from
that levelwill not need toactivate
theuserkeysafterencoding them,
since theywillbeencoded active.

=]

Insert the key ... [ X Cancel ] [ o 0K ]

[JWhen desired, just as in the previous case, you can activate the use of the Authorisation Key

again. Theprocessissimilar, differinginthatitisnotnecessary toinsert the Authorisation Key
into the Portable Programmer.
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L.4

OTHER CREDENTIALS

Blocking key or Card

The TS1000 system has one special credential: the Blocking Key or Card.

Theblocking credentialallows “blocking” cylinders, locksand/orwallreaders. A“blocked” door
will not allow access to anybody, even if they normally have permitted access.

The doors in this blocked state will only allow access to those individuals who normally have
permitted access and, in addition, have the option “Can open blocked doors” enabled. This
optionis defined for each user in the “Options” tab of the “Users” menu.

In order to encode the blocking card, proceed as follows:

1 Access the “Special Cards” tab of
the “Setup” menu.

2 Click the “Blocking Card” button.

If thereismore than one technolo-
gy in the site, the system will ask
what type of Blocking Card you
want to create: Key (for cylinders),
Card (for Magnetic Stripe readers
and locks) or Proximity (for Prox-
imity readers and locks).

3 A screen is displayed asking
whether you want a “New” card
(cancels the previous blocking
card) or a “Copy” (which does not
cancelit).

In this case, we choose “New” and
click “OK”.

4 If the Card Encoder (or the Porta-
ble Programmer, depending on
the case) is not connected, a mes-
sage will be displayed requesting
you to do this.

V 09/2016

& System Setup

General | License | Facility | Operators Levels |
Grant Names Common Pins | ExtraFields

- OX]

Local PC | Network | ‘Wireless
ISO Tracks ‘ Special Key/Cards

I & Blocking Card ‘

[ X High Traffic Cancelling Card ]

Cards encoded hefore : |20/01/2017 ; |

[ @) Init \Wireless Card ]

[xgancelll v 0K ]

=] J

& Blocking Card

‘What type of Key/Card do you wantto encode ?
(®) New

O Copy

[ Xcancel | [ ok |

L
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& System Setup E!@@

General | License | Facility | Operatars Levels | Local PC | Network | Wireless

5 A message is d]splayed -ind-icating Grant Names CommonPins | ExtraFields | ISOTracks ‘ Special Key/Cards

you to bring the card close.

Cards encoded before :

Place the card ...

& System Setup

| General ” License || Facility il Operators Levels il Local FC ” Network | Wireless |

6 Oncethe enCOding has been ﬁn‘ished, GrantMames | CommanPing | ExtraFields | IS0 Tracks ‘ Special Key/Cards
the corresponding confirmation mes-
sage is displayed. [ 8 BlockngCard |

[ X High Traffic Cancelling Card ]

Cards encoded before : 20/01/2017 v

[ & Init Wirelass Card ]

Encoding OK

&

Blocking a door with the Blocking Credential

In order to block a door, you only need to use the Blocking Credential in it. Each technology
responds this event differently:

¢ Electronickey: afterinserting theblocking keyintothecylinder, it flickersinthesamewayas
for the Authorisation Key.

¢ Card (Magnetic Stripe or Proximity): after presenting the blocking card, the lock or reader
responds with a quick flickering of the red LED for a few seconds.

[ IWhile a door remains blocked, any user who is normally authorised to access it will get an
access denial signal, except they have the special option to open blocked doors enabled, in
which case they can access without problems.

The denial message is also different depending on the technology:

¢ Electronickey: the user gets anormalredlight, just like the one received for a standard non-
authorised access.

* Card (Magnetic Stripe or Proximity): the user gets, in the lock or reader, a quick flickering of
the green light in conjunction with the red light for a few seconds.

Both in the door and the credential (in the event of R/W Electronic Keys and Mifare Proximity
Cards, provided that the openings read from door are enabled in the credential), the event
“Denial: can not open blocked doors” will be recorded.
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Unblocking a blocked door

Inorder tounblock the blocked door, use the Blocking Credential in it once again. Depending on
the technology, the response from the system will be different:

¢ Electronickey: afterinsertingtheblockingkeyinthecylinder, thekeylightwillcomeoninred
for a few seconds (just like in an access denial).

¢ Card(MagneticStripeorProximity): after presenting theblocking card, the lock or readerwill
respondwith aquick flickering of the red LED for a few seconds, followed by a brief lightingup

of the green LED.

After this step, the door will behave normally once again according to the locking plan programmed.

High Traffic Cancelling Card

AHighTrafficDoorcanbeopenedwith
any credential which belongs to the
system, whose dates are correct and
whichholdthenecessary permissions.
Thatis tosay, auser with a credential
belonging to the site, but without an
expiry date, will always have access to
the high traffic doors and, in principle,
there is no way to cancel such a cre-
dential. Inordertosolvethis problem,
thereexistsa “High TrafficCancelling
Card” credential.

For more information on high traffic
doors, see High TrafficDooron page 77.

The High Traffic Cancelling Card al-
lows cancelling the credentials which
have been encoded before the date
selected in the field “Cards encoded
before”.

Select the date desired, connect the
cardencoder, click the “High Traffic
CancellingCard” buttonandplacethe
card on the encoder.

= System Setup

General | License | Facility Operators Levels Local PC | Metwark | ‘Wireless
Grant Names Commaon Pins Extra Fields IS0 Tracks ‘ Special Key/Cards

[ & Blocking Card ]

[ X High Traffic Cancelling CardQJ

Cards encoded before :

[ @ InitWireless Card ]

20/01/2017

Encoding OK

[xgancell[ v oK l

Oncethecardhasbeenencoded, placeitinthe corresponding High Traffic Doorand, as fromthat
moment, thecredentialsencodedbeforethedateselectedwillnolongerhaveaccess permitted.
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Init Wireless Card

& System Setup E[@E|
The “In]t W]reless” Card 1S Used ]nV3 | General | License | Facilty | Operatorslevels | LocalPC | Network | ‘Wireless |
Wirelesssystemstoautomatica[[y []nk | GrantNames | CommonPins | ExtraFields | ISO Tracks ‘ Special Key/Cards
strongest coverage available. [ 8 Hlacking Card ]

[ X High Traffic Cancelling Card ]

the doors to the Hub having the ‘ _—— -
\

Cards encoded hefore : [_2_0_/_0_112_@1?_:'_j
I @) Init \Wireless Card '}"l
I W
Encoding OK [ X Cancel ] [ ' 0K ]

A (=153

[ Generalj License | Facilty | Operatorslevels | LocalPC | Network | Wireless

| GrantNames | Common Pins ExtraFields | 150 Tracks Special Key/Cards
In order to encode the card, connect = = —
the card encoder and click the “Init [ @oocingcan | ‘
Wireless Card” button; a window is ‘
displayed asking you to choose the [ High Trefic Canceling Card_|
technology of the card. Cards encoded before 2070172017 v ;

[ @ Init Wireless Card = ... - ‘

Select the technology applicable to Sipibwreless Cardl NBIE I

your card and click “OK”. Technology
Encoding OK O Card

(@) Proximity
i

& System Setup EJ@UFX‘

General | License | Facity | Operatorslevels | LocalPC | Network | Wireless |
| GrantNames |  Common Pins ExraFields | ISOTracks | SpecialKey/Cards

A message is displayed indicating you
to bring the card close.

Cards encoded before :

Place the card ...
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Place thecardontheencoder. Aftera
brief moment, the cardwill be encod-
edandaconfirmationmessagewill be
displayed.

Once the initialisation process has
been carried out, it is advisable to
deletethe cardsoastoavoidactivat-
ing the RF modules accidentally.

Inorder todeleteit, access the “Cards”
menu.

Thewindow “ReadCards/Keys” isdis-
played; click the “Delete Proximity” or
“Delete Card” button, as appropriate.

With the card encoder previously con-
nected, click the corresponding deletion
button and place the card on the en-
coder.

V 09/2016

[ General H License H Facilily'\_\_ QberatbrsLevéls L L P | wireless
| GrantNames | Comman Pins ExtraFields | ISO Tracks J Special Key/Cards

l & Blocking Card ] ‘

l X High Traffic Cancelling Card ]

Cards encoded before :

l @) Init Wireless Card ] ‘

Encoding OK | 0K

B TS1000 Version 6.04.04 : Access Control

Users XF1Openings
Doors & Auditor
Hours @3¢ Operators
Matrix 88§ Reports

Keys/Cards 2=l
I3

p.p. B~ setup

® Logout

B Read Key/Cards

Name ‘ ‘
Technalogy OXKey O Card O Proximity

[ Disabled (ADA) M
Expiration Date \;l
Activation Date — El

[CIKey/Card audits openings
["]Does not open if openings overflow

[[IModifies own locking plan

Card ID ‘: Version 0
[ [ Read Card ] [ T ReadKey ] [ @) Read Proximity ]
l B Delete Card ] [ ¥ Delete Key ] I 4 Delete Praximity&
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A message is displayed asking you to
confirm the deletion of the card.

Click “OK” to confirm.

The deletion takes place and a confir-
mation message is displayed.

V 09/2016

Name IRF Initialization Card ‘

Technalogy OKey OCard (®) Proximity
IR i S
W WAREHOUSE

[[]Disabled (ADA) V| FLOOR 1

Expiration Date 106/02/2017

Rl & Confirmation L]

Issue Date

[[IKey/Card audits @ Any i_nformalion on the Key/Card will be deleted.

D Does not op Continue ?
[[IModifies own lod
Reading OK

& S9EDPK Version 05.02

Narne |RF Iniilization Card ‘
Technalogy OKey O Card (@) Proximity
Grants
V/WAREHOUSE |
[ Disabled (ADA) MIFLOORT |
Expiration Date @

Activation Date

2240172017 | 18:40
22/01/2017 | |18:46:38

[[JKey/Card audits openings

D Does notopen if openings overflow

Issue Date

[[IModifies own locking plan

Card ID 5C1ES001

Deleted Key/Card [%

Mifare 1K

[ 1 Read Card ] [ @ Read Key ] [ @) Read Proximity ]

[ B Delete Card ] [ ¥ Delete Key ] [ 4 Delete Pruximity]
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ASSA ABLOY is the global
leader in door opening
solutions, dedicated to
satisfying

end-user needs for security,
safety and convenience.

www.assaabloy.com

TESA is the leading Spanish manufacturer
and supplier of locking solutions and access
control technology for the residential and
institutional markets. TESA has a wide and
complete range of products including panic
exit devices, cylinders, security locks, knobs
and handles, door closers, access control
solutions with electronic cylinders,
electromechanical and electromagnetic
solutions and armoured doors. TESA exports
to markets such as Latin America, Middle
East, Europe, Asia Pacific and the North
African countries.

NSMARTAI

Your Access. Your Contro

SMARTair™ is a powerful access control
system that offers an intelligent, yet simple,
step up from keys. SMARTair™ is the cost-
effective alternative to a full high-security
system.

SMARTair™ contactless, smart card
technology is easily incorporated into
existing systems, with multiple management
solutions. No bells, whistles, or wires, just
sleek, reliable security.

ASSA ABLOY NEW ZEALAND LTD
6 Armstrong Road, Albany,
Auckland, New Zealand
nzsales@assaabloy.com

We reserve the right to make technical modifications: SMARTair™ user guide 09 2016 ENG



http://www.assaabloy.com/



