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DPIA sample template
This sample template is intended to serve as an illustration and to facilitate the creation and adaptation of facial recognition products for use in compliance with Swiss law. 
DPIA template in accordance with revDSG (Revised Swiss Data Protection Act)
Data Protection Impact Assessment (DPIA) for Facial Recognition Access Control Systems
Operating mode: Stand alone

1. General Provisions
1.1 Data controller (operator)
Company/organization:
Address:
Data Protection Officer(s):
Contact (email/telephone):
Availability (opening hours)

1.2 Product/System
☐ FaceID Pro
☐ FaceID Max
Manufacturer: Control iD/AssaAbloy 
Operating mode: Stand alone (on-premises processing, no cloud)
Encryption technology: = TLS-based HTTPS encryption (SSL/TLS)
ISO/IEC 27001 – Information Security Management Systems 
EN 18031-1/18031-2 (RED-DA) - European security compliance framework

2. Description of data processing
Purpose:
- Authentication and access control
- Increased safety
- Replacement or supplement to traditional access control systems

Processing procedure:
- Capture the face matrix at the terminal
- Create an encrypted biometric template
- Local storage in the device
- Comparison and access decision, locally in the device
- No data transfer to third parties

3. Categories of data
- Biometric data (face template)
- Identification data (user ID, name)
- Access and log data
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4. Legal basis (revDSG)
Biometric data is considered to be particularly sensitive personal data.
Legal basis: Consent or overriding private interest (security purposes).



5. Risk analysis & assessment
Potential risks:
- Misuse of biometric data			low, (name, encrypted template)
- Access log (ID, date, time)			low (end-to-end encrypted)
- Misidentification 			very low
- Perceived sense of monitoring 			very low

6. Technical and organizational measures (TOM)
- Encrypted data storage
- Restriction of access to the authorized group of persons. 
- Devices physically secure
- Internal regulations for data deletion in place when leaving the company (device & backup)
- Regular verification of authorizations
- Declaration of consent for daily users 
7. Final evaluation
Under the aforementioned conditions, use is permitted under data protection law and is proportionate in accordance with revDSG.
8. Approval
Name/Function:
Place, date:
Signature:
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